dWS
~—"

SIP Trunking Configuration Guide:
Configuring a SIP Trunk from
Bandwidth to Amazon Chime SDK
Voice Connector and a SIP Media
Application

January 2024



Document History

Rev. No. Date Description
1.0 10/1/2024 Initial release
1.1 12/1/2024 Updated review comments

Amazon Web Services



Table of Contents

L YU Lo =T o T PP PTT P OPPPPPPPPI 5
1.1 Amazon Chime SDK VOICE CONNECEON......cciiiiiiiiiiiiiiie et 5

2 SIP Trunking Network COmMPONENTS.......cciiiiiiiiiie ettt e e e e e e e e e e e e e e anes 6
2.1 Hardware COMPONENTS .......coiiiiiiiiiiii e e e e e e 7
2.2 SOFtWAre REQUINEMENTS ...cciiiiiiiiiiiiiee ettt e e e e e st e e e e e e e e e nnnrnan e eeeens 7

G T == ) (U =PRI 7
3.1 FEatures SUPPOITEA.........oiiiiiiiiee et 7
3.2 Features NOt SUPPOIEd .....ccoooiieeeeeeeee e 7
3.3 FEatures NOt TESEA ...ciiiiiiiiiiieee et e e e e e e as 7
3.4 Caveats and LimitationS........oouuuiiiiiiiieeieiiiie e 7

N €o T4} 1o [T - { o] o H TP PP PP PUPPRPPPP 8
4.1 Configuration Checklist ... 8
4.2  Amazon Chime SDK Voice Connector and SIP Media Application Configuration .......... 9
4.2.1 Create SIP Trunk in Amazon Chime SDK Voice Connector ...........cccuvvvvveeeeeiiiiinnnn. 9
422 Access List in Amazon Chime SDK Voice CONNECLOr .........uuviiiiieeeiiiiiiiiiieeeee e 11
423 Create AWS Lambda fUNCHION........coiiiiiiii e 11
424 Create SIP Media APPliCation ........ooiiiiiiiic e 14
425 Create SIP RUIES ...ttt a e e 16
4.2.6 Enable SIP Logs in Amazon Chime SDK Voice CONNECtOr ..........ccevveeeviiiiiiiiienennn. 18
4.2.7 Collect CloUAWaALCh SIP LOGS.......uviiiiiiiiiieeiiiite ettt 19

4.3 Bandwidth SIP Trunk Configuration............coouuiiiiiiiie e 20
4.3.1 Prerequisites for the SETUP:........ooi i 20
432 Create VOICE URI .....ooiiiiiiiiiiiiiiieeeeeeeeeeeee ettt 20
4.3.3  Configure NUMDEIS. ......coiiiiiiii et 22

Amazon Web Services



Table of Figures

Figure 1: Network TOPOIOGY ..c.covueuiiriiciirectece ettt et 6
Figure 2 : Create Amazon Chime SDK VOICe CONNECLON ........cueiririeueirinieriininieetieeeieeseere et 9
Figure 3 : Create Amazon Chime SDK Voice CONNECLOr (CONL.) ...vvveuirieerieirieieieieesieeniee e 9
Figure 4 : Create Amazon Chime SDK Voice ConNNector (CONL.) ...ccueerieerieerieinieerieereeereeseeeeieee 10
Figure 5 : Create Amazon Chime SDK Voice ConNector (CONL.) ..ooveeveirieineinieirieesieeeeese s 11
Figure 6 : Create Lambda........ccvoieiieciec et 12
Figure 7 : Create Lambda (CONL.) .ottt 13
Figure 8 : Create Lambda (CONL.) .ottt 14
Figure 9 : Create SIP Media APPlICAtION ..ot 14
Figure 10 : Create SIP Media Application (CONT.) ...ccooveirciriciriciriceeeee e 15
Figure 17 : Create SIP RUIE .......c.oiicecc e 16
Figure 12 : Create SIP RUIE (CONL.) woviiiiiiciieie et 17
Figure 13 : Enable SIP message logs in Cloud Watch ..........ccoeiiiiiniiniccce e 18
Figure 14 : Collect CloudWatch SIP LOGS ......oveveiiriiieiiriicieireiceeseieee et 19

Figure 15:
Figure 16 :
Figure 17 :

CoNFIGUIE VOICE URI...uiiiiiiiieic ettt 21
CoNFIGUIE NUMDET ... 22
Configure NUMDET (CONL.) c.uviuiiiieiee s 23

Amazon Web Services



1 Audience

This document is intended for technical staff and Value-Added Resellers (VARs) with installation
and operational responsibilities. This configuration guide provides steps for configuring SIP
Trunks between operator Bandwidth and an Amazon Chime SDK Voice Connector. An
example is provided of the trunk then connecting to a SIP Media Application (SMA) that is
used to bridge an inbound call to a meeting.

The information in this document is for informational purposes only. AWS does not guarantee
the accuracy of this document and AWS has no responsibility or liability for errors or omissions
related to this document. The document is subject to change without notice and should not be
construed as a commitment by AWS.

1.1 Amazon Chime SDK Voice Connector

Amazon Chime SDK Voice Connector is a pay-as-you-go service that enables companies to

make or receive secure phone calls over the internet or AWS Direct Connect using their existing
telephone system or session border controller (SBC). The service has no upfront fees, elastically
scales based on demand, supports calling both landline and mobile phone numbers in over 100
countries, and gives customers the option to enable inbound calling, outbound calling, or both.

Amazon Chime SDK Voice Connector uses the industry-standard Session Initiation Protocol
(SIP). Amazon Chime SDK Voice Connector does not require dedicated data circuits. A company
can use their existing Internet connection or AWS Direct Connect public virtual interface for SIP
connectivity to AWS. Voice connectors can be configured in minutes using the AWS
Management Console or Amazon Chime API. Amazon Chime SDK Voice Connector offers cost-
effective rates for inbound and outbound calls. Calls into Amazon Chime meetings, as well as
calls to other Amazon Chime SDK Voice Connector customers are at no additional cost. With
Amazon Chime SDK Voice Connector, companies can reduce their voice calling costs without
having to replace their on-premises phone system.

SIP media applications make it easier and faster for you to create custom signaling and media
instructions that you would normally build on your private branch telephone exchange (PBX).

SIP rules specify how a SIP media application can connect to an Amazon Chime SDK meeting.
Calls can go to and from private phone numbers that you own or to and from a Request URI
hostname, the name assigned to an Amazon Chime SDK Voice Connector. The Amazon Chime
SDK runs the SIP rules when a user places or receives a call.

You must be an AWS Lambda user before you can create SIP media applications.
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2 SIP Trunking Network Components

The network for SIP Trunk reference configuration is illustrated below and is representative of
call routing through Bandwidth with Amazon Chime SDK Voice Connector and SMA.

Amazon Chime SDK
Voice Connector with
SMA
US Numbers § éﬂ
TOLL FREE _ / SIP 7 - css'l;L ) /
la Numbers — s—— Ean il —_—y \ Internet —Emey fj
TR
International _) ¢ & [ﬁ]
PSTN Phone Numbers \/S// \\—/—*/ \ﬁ//

Figure 1: Network Topology
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2.1 Hardware Components

e None

2.2 Software Requirements
e None

3 Features

3.1 Features Supported

The below call scenarios are tested with TCP and TLS.
¢ Inbound calls to SMA using following numbers.
* US Toll free numbers
* US Toll numbers
* International Numbers (UK, AUSTRALIA, BELGIUM)
e (Calling Party Number Presentation
e DTMF-RFC 2833
e Long duration calls

3.2 Features Not Supported

¢ None

3.3 Features Not Tested

e None

3.4 Caveats and Limitations

e Amazon Chime SDK Voice Connector does not accept calls from source regions other
than US.

e No ring back to the caller when the call is transferred to another DID from Amazon SMA,
after pressing DTMF key number to transfer the call.
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4 Configuration

The specific values listed in this guide are used in the lab configuration described in this
document and are for illustrative purposes only. You must obtain and use the appropriate values
for your deployment. Encryption is always recommended if supported.

4.1 Configuration Checklist

In this section we present an overview of the steps that are required for establishing a
Bandwidth SIP Trunk to Amazon Chime SDK Voice Connector and then creating a SIP media
application action to bridge an inbound SIP call to a meeting.

Table 1 — PBX Configuration Steps

Steps Description Reference
Step 1 Amazon Chime SDK Voice Connector and SIP Section 4.2
Media Application Configuration
Step 2 Bandwidth SIP Trunk Configuration Section 4.3
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4.2 Amazon Chime SDK Voice Connector and SIP Media Application
Configuration

4.2.1 Create SIP Trunk in Amazon Chime SDK Voice Connector

To create an Amazon Chime SDK Voice Connector

1. Login to Amazon Chime console at https://console.aws.amazon.com/chime-sdk/home

2. For SIP Trunking, choose Voice Connectors.

5% Services | (3] aN @ N. Virginia v

Amazon Chime SDK X

¥ SIP Trunking e ons

Voice Connectors

Voice Connector groups

Amazon Chime SDK Get started
Real-time ET—
communication for your

\a pplications

Call detail records

SIP rules

¥ Phone Numbers

Phone number management

Emergency Calling

Figure 2 : Create Amazon Chime SDK Voice Connector

3. Choose Create Voice Connector.

Amazon Chime SDK X Home Voice Connectors

w SIP trunking » Overview

Voice Connectors

Voice Connector groups

i Create Voice Connector |
Call detail records Voice Connectors (10) info | eate Voice Connecto
Q, Filter distributions by text, property or value ‘ 1 @
¥ PSTN Audio
Voice Connector name A AWS region v Outbound host name

SIP media applications

SIP rules O Bandwidth BYOC US East (N Virginia)

Figure 3 : Create Amazon Chime SDK Voice Connector (cont.)
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4. Enter a Voice Connector name, (Bandwidth BYOC is used in this example) to create a
trunk to Bandwidth.
For Encryption (TLS) select Enabled or Disabled for TCP

6. Choose Create Voice Connector.

Amazon Chime SDK Voice Connectors Create Voice Connector

Create Voice Connector o

Create an Amazon Chime Voice Connector to make phone calls using your existing SIP infrastructure. Find out more [4
Set-up

Voice Connector name

Bandwidth BYOC

AWS region

US East (N Virginia)
Encryption

() Enabled - default
© Disabled

Tags - optional info

A tagis a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Mo items associated with the resource.

Add new tag

You can add up to 50 tags.

Cancel Create Voice Connector

Figure 4 : Create Amazon Chime SDK Voice Connector (cont.)

Note

Enabling encryption configures your Amazon Chime SDK Voice Connector to use TLS
transport for SIP signaling and Secure RTP (SRTP) for media. Inbound calls use TLS transport,

and unencrypted outbound calls are blocked.
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4.2.2 Access List in Amazon Chime SDK Voice Connector
1. Open the Amazon Chime console at https://console.aws.amazon.com/chime-sdk/home
2. For Calling, choose Voice Connectors.
3. Choose the name of the Amazon Chime SDK Voice Connector to edit.
4. Choose Termination and select Termination status Enabled. Termination describes calls
routed from your SIP infrastructure and terminating on a Voice Connector
5. The Outbound host name is present in the Termination tab of Amazon Chime SDK Voice
Connector. Bandwidth must send the SIP INVITE to Amazon Chime SDK Voice Connector
containing this host name in the Request-URI.
6. For Allowed hosts list, choose New, enter the CIDR notations and values to allow list, and
choose Add. The subnets of Bandwidth’s IP address are given in the Allowed hosts list.
Home Voice Connectors Bandwidth BYOC
Bandwidth BYOC
General Termination Origination Emergency calling Phone numbers Streaming Logging Tags
Enable termination settings to control outbound calling from your SIP infrastructure. Find out more
Termination status
© Enabled
Disabled
Outbound host name
The unigue hostname your SIP infrastructure uses for outbound calls.
Qutbound host name
epitoh wvoiceconnector.chime.aws
I Allowed hosts list* I
IP addresses allowed to make calls using your Voice Connector. You can create up to 10 entries
| New | | Actions ¥ |
Figure 5 : Create Amazon Chime SDK Voice Connector (cont.)
Note

Adding host addresses is not limited to inbound and outbound configuration. Multiple host
addresses may be required due to SIP infrastructure dependency.

4.2.3 Create AWS Lambda function
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In this example, a lambda function is used to bridge an inbound PSTN call from Bandwidth to an
Amazon Chime SDK meeting. The lambda function executes the instruction, a SIP media
application is used to call the function, and a SIP rule is used to trigger the SIP media application

when the inbound phone number is detected by the SIP rule. See the Administrator Guide for an

overview of SIP applications.

1. Open the Amazon console at https://console.aws.amazon.com/console/.

2. In the menu select Services > All services and choose Lambda.

[Alt+5] (EX] VA @ &

AW LdKE FUIITIGUIUI TIIdRES 1L EdSY LU SEL UR d SELUTE Udld [dRE

Recently visited Lambda h 4

Run code without thinking about servers

Favorites

Launch Wizard

Guided deployment for Enterprise applications and complex workloads

Amazon Lex

[l Analytics
Build Voice and Text Chatbots
r| Application Integration

AWS License Manager

Set rules to manage, discover, and report third-party license usage proactively

= Blockchain

Business Applications

Cloud Financial Lightsail [2

Management Launch and Manage Virtual Private Servers

Compute . q
P Amazon Location Service
== Containers Securely and easily add location data to applications.

Customer Enablement

Amazon Lookout for Equipment
= Database Detect abnormal equipment behavior by analyzing sensor data

Figure 6 : Create Lambda

3. In the AWS Lambda menu, select the Functions and click Create function button to

create a new lambda function.
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AWS Lambda

Dashboard
Applications

Functions

Additional resources
Code signing configurations
Layers

Replicas

Related AWS resources

Step Functions state machines

Lambda » Functions

Functions (40)

Last fetched 1 minute ago

Q Filter by tags and attributes or search by keyword 1.2 3 4 > &

O Function name v Description v
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Figure 7 : Create Lambda (cont.)
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Open the lambda Function and click Copy ARN button.

SIP Media Applications.

This ARN will be used while creating

Lambda > Functions > SmaBridgingDemo-inboundSMALambda

+ Add trigger

=+ Add destination boundSMALambdat

Application
SmaBridgingDemo

Function URL Info

SmaBridgingDemo-inboundSMALambda ) Throttle | (& copy RN || [ Actions v
‘ ® This function belongs to an application. Click here to manage it. X
¥ Function overview info Export to Application Composer H Download ¥

A Related functions
SmaBridgingDemo-
inboundSMALambda select a function v Last modified
20 hours ago
& Layers ) Function ARN
arniawsilambdatus-east-1:( i:function:SmaBridgingDemo-in

Figure 8 : Create Lambda (cont.)

4.2.4 Create SIP Media Application

SIP media applications are used to call lambda functions. The ARN for the lambda function is
required, and therefore it is necessary to create the lambda function prior to the SIP media

application.

To create a SIP media application:

1. Open the Amazon Chime console at https://console.aws.amazon.com/chime-sdk/home.

2. Inthe Amazon Chime SDK console, in the navigation pane, choose SIP media

applications.

3. Choose Create a SIP media application. The Create a SIP media application page

appears.
Amazon Chime SDK X Home SIP media applications
¥ SIP trunking » Overview

Voice Connectors

Voice Connector groups

Call detail records

SIP media applications (11) info

| Create a SIP media application

Q Filter distributions by text, property or value

e

v PSTN Audio

SIP media applications

Name

v AWS

Figure 9 : Create SIP Media Application
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For Name, enter a name for your application.

Copy your Lambda function's ARN and paste it into the Lambda function ARN box.

Choose Create a SIP media application.
A success message appears at the top of the Create a SIP media application page, and

your media application appears in the list of applications.

Amazon Chime SDK SIP media applications Create a SIP media application

Create a SIP media application i

Create an Amazon Chime SDK SIP media application using your existing Lambda function. Find out mare [4
Set-up

Name

SipMediaApplication|

Must have a length less than or equal to 256

AWS region

us-east-1

Lambda function ARN

arn:aws:lambda:us-east-1: function:SmaBridgingDemo-inboundSMALal

Must be a valid ARN

Tags - optional info

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

No items associated with the resource.

Add new tag

You can add up to 50 tags.

Cancel Create a SIP media application

Figure 10 : Create SIP Media Application (cont.)
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4.2.5 Create SIP Rules

SIP rules are triggers that invoke SIP media applications. There are two trigger types, either a

phone number (used in this example) or a Voice Connector request URI.

To create a SIP rule:

1. Open the Amazon Chime console at https://console.aws.amazon.com/chime-sdk/home.

2. In the navigation pane, choose SIP rules. The SIP rules page appears.

3. Choose Create SIP rule. The Create SIP rule dialog box appears.

Amazon Chime SDK X Home SIP rules

¥ SIP trunking » Overview

Voice Connectors

Voice Connector groups

SIP rules (7) info

Call detail records

C Actions ¥ Create SIP rule

‘ Q, Filter distributions by text, property or value

| 1@

v PSTN Audio o
UJ Name A 1D

SIP media applications

| SIP rules U

v Trigger type

Figure 11 : Create SIP Rule

4. Enter a Name for the rule.
Set the Trigger type to RequestURIHostname.

6. From the drop down, select the Request URI hostname as the voice connector host

created.
Click Add a SIP media application.

open the SIP media application list and select the SIP application that you want to use.

Choose Create SIP rule.

16
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Amazon Chime SDK SIP rules Create SIP rule

Create SIP rule i

Enter a name and select a target type and trigger type for your SIP rule. Choose the tick box to enable the rule. Add target SIP

media applications with priority. Find out more [

Set-up

Name

I Bandwidth I

Must have a length less than or equal to 256

Trigger type

| RequestUriHostname I

Request URI hostname
Currently, only Voice Connector hosts are supported

I .voiceconnector.chime.aws

Status
Enabled

SIP media applications

SIP media application Priority

ISmaBridgingDemo—inbound—SMA A 4 I ‘ 1

‘ Remove

I Add a SIP media application ||

Figure 12 : Create SIP Rule (cont.)
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4.2.6 Enable SIP Logs in Amazon Chime SDK Voice Connector

The Amazon Chime SDK disables logging for Voice Connectors by default. When you enable

logging, the system sends the data to an Amazon CloudWatch log group.

To enable SIP logs for inbound calls:

1. Open the Amazon Chime console at https://console.aws.amazon.com/chime-sdk/home.

2. For Collecting SIP logs, Choose the name of the Amazon Chime SDK Voice Connector

to edit.
3. Choose Logging and select SIP message logs Enabled.

Choose Save.

Amazon Chime SDK X Home

Bandwidth BYOC

General Termination Origination Emergency calling Phone numisers Streaming Logging Tags

¥ SIP trunking

Phone number management

Call detail records. When you opt to receive SIP message logs or media metric logs for your Amazan Chime Vaice Cannector, Amazon Chime sends the logs to a CloudWatch Logs group created for you. Find out more
SIP message logs
¥ PSTN Audio 9 Fusbiol
Dis — default
SIF media applications
SIP rule Media metric logs
Enabled
© Disabled - default
I+ Phone numbers reserseings | ISR

Figure 13 : Enable SIP message logs in Cloud Watch
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4.2.7 Collect CloudWatch SIP Logs

To collect the SIP Logs

Open the Amazon console at https://console.aws.amazon.com/console/.

2. In the menu select services choose CloudWatch.
Select the log groups in AWS CloudWatch and filter the SIP log using the Voice
Connector Outbound host name.

4. Select the SIP messages from Log group.

CloudWatch X Log groups (397) C Actions ¥ Create log group
By default, we only load up to 10000 log groups.
Favorites and recents | 2
Q, epitoh ‘ X | 2matches [ Exact match 1 @
Dashboards
v Alarms A2 @s Qo O Log group v Log clas
In alarm O /aws/ChimeVoiceConnectorLogs/epitohl Standar
All alarms
O  [/aws/ChimeVoiceConnectorSipMessages}epitoh Standar
Billing
»
¥ Logs
Log groups

Figure 14 : Collect CloudWatch SIP Logs
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4.3 Bandwidth SIP Trunk Configuration

Bringing Bandwidth to Amazon Chime SDK Voice Connector as your carrier of choice delivers
numerous benefits to your business, including:

4.3.1

Greater control over your PSTN calling;

Instant PSTN voice access to 60+ countries representing +90% of global GDP;

Fully compliant services for peace of mind over long-term stability and availability;
High quality voice and low latency on your calls, consistently across every market;
Better cross-application workflows by using Bandwidth provisioning APIs to automate
advanced functions such as phone number procurement, configuration and regulatory
submissions.

Prerequisites for the setup:

A registered Bandwidth account with Secure Comms (SRTP) enabled and access to Global Portal
https://app.voxbone.com.

Telephone Numbers purchased and provisioned under ‘Numbers' tab. Bringing Bandwidth to
Amazon Chime SDK.

4.3.2 Create Voice URI

20

Login to the Bandwidth Portal at https://login.voxbone.com/login with appropriate

credentials.

Navigate to Settings > Voice URIs and create a Voice URI to create a SIP trunk towards
Amazon Chime SDK Voice Connector.

Select PROTOCOL as SIP.

Enter URI as +1323xxxxxxx@epitohxxxxxxxx.voiceconnector.chime.aws;transport=tls
(Configure transport = tcp for TCP). +1323xxxxxxx is the Bandwidth US DID number.
epitohxxxxxxx is the Amazon Chime SDK Voice Connector Outbound host name.

Enter DESCRIPTION as Voice echo.

Click SAVE.

Amazon Web Services


https://app.voxbone.com/
https://login.voxbone/

€ G = appwoxbone.com/home;#/setting

{5 | clobai portal Vs UdE

Create and manage URI. These are used to set the destination of your Numbers.

A Home

W Shop

il Insights

% Numbers .
g s@epitor] L Voice echo
VOicRCaNeCtor.ChiMme aws:tr
My Numbers ansport=tis
Porting
I Settings - aigits@nrs Basic DTMF test

Vaice URls
Fax URIs
Messaging
Default Setup

Capacity Groups

Showing 2 of 2 results 10 v

* 0@

Eaitvaice U1

SIP

-
+1323 >@epitohl -voiceconnector.chime.aws:transport=
Voice echo

MNone v

Loat botance
X

Figure 15 : Configure Voice URI

21

Amazon Web Services




4.3.3

Configure Numbers

Navigate to Numbers > My Numbers.
2. Navigate to Basic tab and select VOICE URI as

+1323x000:xx@epitohxxxxxxxx.voiceconnector.chime.aws;transport=tls.

3. Click SAVE.

(9) | Global Portal

#A Home
w s . +3228080000
8 'op
il Insights N
|
Advanced v
My Numbers.
Parting SEARCH | x|

Settings

Account

Pricing

Support

Information

~] @ sewctrage

A Australia (+61) - Shared Cost

A Australia (+61), Adelaide - Geographic

~ Belgium (+32), Antwerp - Geographic

A United Kingdom (+44], Armagh - Geographic

~ United States (+1), Los Angeles: Da Il - Geographic

412236

Showing 6 of 6 results

-

10

+1323

REQUEST DOWNLOAD

o0&

2o &

i

L

i

BE ~

+1323 s@epiton] rvoiceconne...

Service v
Voice v
SMS. v
Fe ~

x
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Figure 16 : Configure Number
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Navigate to Voice tab and select CALLER ID as E.164 CLI
Enter PREFIX as +

Select SRTP as SDES

Click SAVE.

Repeat the same steps for the other DIDs.

© N o v ok

~ Australia (+61) - Shared Cost

] 4 [
A Australia (+61), Adelaide - Geographic

O 4 U
~ Belgium (+32), Antwerp - Geographic

il 3 L =
 United Kingdom (+44), Armagh - Geographic

0 L ROSEEE
A United States (+1), Los Angeles: Da Il - Geographic

@ 1222 L BmOR A B =
~ United States (+1) - Toll-free

0 g - =) 8 =

DTMF

Auto (RFC 2833, in-band)

[T Mute DTMF inband

NARROW BAND CODECS

GTla GTp
G729 [ speex
[ vee 7] Haea
[ H263+
G722 [ ] Speex 16khz
I:I Speex 32khz Opus
CALLERID

E.l64 CLI
PREFIX
+
OUTBOUND INTERNATIONAL OUTBOUND NATIONAL
[_] Enabled (] Enabled
SRTP

SDES

Support Centre article

SMS

Fax
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Figure 17 : Configure Number (cont.)
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