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http://docs.aws.amazon.com/IAM/latest/UserGuide/
http://docs.aws.amazon.com/IAM/latest/UserGuide/
http://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
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{

"Sid": "Allow for use of this Key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/UserRole"
b
"Action": [

"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt"
1,

"Resource": "x"
}o
{
"Sid": "Allow for EC2 Use",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/UserRole"
b
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms :RevokeGrant"

i

"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "ec2.us-west-2.amazonaws.com"

}
}
}
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http://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
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http://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
http://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
http://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#NotPrincipal
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http://docs.aws.amazon.com/kms/latest/developerguide/limits.html#grants-per-key
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DIRFED/\—>3> [1.024] B BSIESKIGESIEFCGE UFR(C AWS KMS ([SEEND
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/RoleForExampleApp"
}y
"Action": [

"kms:Encrypt",
"kms:Decrypt"
1y

"Resource": "*",

"Condition": {
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"StringEquals": {
"kms :EncryptionContext:AppName": "ExampleApp",
"kms :EncryptionContext:Version": "1.0.24"

}
}
}

COESEI>FTF A MDFERE. HFaSNEEETESIW/FLQE7TUT—->3 220
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{

"Sid": "MFACriticalKMSEvents",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ExampleUser"
}y
"Action": [

"kms:DeleteAlias",
"kms:DeleteImportedKeyMaterial",
"kms:PutKeyPolicy",
"kms:ScheduleKeyDeletion"
1,
"Resource": "*",
"Condition": {
" NumericLessThan ":{"aws: MultiFactorAuthAge":"300"}
}
}
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"Version":"2012-10-17",

"Id":"PutObjPolicy",

"Statement": [{
"Sid":"DenyUnEncryptedObjectUploads",
"Effect":"Deny",

"Principal":"*",
"Action":"s3:PutObject",
"Resource":"arn:aws:s3:::YourBucket/*",
"Condition": {
"StringNotEquals": {
"s3:x-amz-server-side-encryption":"aws:kms"

}

}
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3 https://d0.awsstatic.com/whitepapers/aws cloud adoption framework.pdf

4 https://d0.awsstatic.com/whitepapers/AWS CAF Security Perspective.pdf

5 http://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html

6 http://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-
allow-root-enable-iam

7 http://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-
via-service

8 http://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html#sse
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