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Benefits
• Fully automated application 

security platform: Contrast
delivers continuous risk 
assessment, open source risk 
management, and runtime 
protection at scale to reduce 
overhead and accelerate time to 
value.

• Easily embedded into your 
existing processes: Contrast 
natively integrates into your 
developer, CI/CD, and Ops 
toolchains. Delivers real-time 
notifications with rich security 
telemetry for continuous 
visibility and immediate action 
across the SDLC.

• Patented security 
instrumentation technology 
virtually eliminates false 
positives: Contrast empowers 
DevOps teams to independently 
assess and verify their 
applications against security and 
compliance policies; enables 
better risk assessment and 
response in production.

Product overview
As companies add new applications, third-party products, code, 
libraries, and frameworks to their environments, they require 
greater visibility into their application portfolio to maintain a high 
security bar. DevSecOps teams leverage Contrast to help meet 
their security and compliance needs across the lifecycle of their 
web applications and APIs by embedding self-assessment and 
self-protection capabilities directly in their software. These 
capabilities scale to help customers enhance the security of their 
entire application portfolio on AWS and in hybrid environments 
via a single platform, delivering continuous visibility and 
centralized point-of-control for software risk.

Three core solutions in one platform

• Contrast Assess empowers teams to ship code faster and 
more securely by continuously and passively assessing their 
applications for security issues across all software 
development and delivery pipelines. Assess delivers real-time, 
highly-accurate vulnerability data and actionable remediation 
guidance directly to developers in their integrated 
development environment (IDE), bug tracker, and continuous 
integration and continuous deployment (CI/CD) tool-of-choice, 
without having to execute scans or rely on security experts.

• Contrast OSS empowers teams to use open source 
components securely, by automating security and compliance 
controls to identify and mitigate open source and license risks 
across the software development lifecycle (SDLC).

• Contrast Protect empowers teams to defend their 
applications anywhere they run, by embedding an automated 
and accurate runtime protection capability within the 
application to continuously monitor and block attempts 
against unauthorized access.

Contrast Security
Application security platform for modern software

https://aws.amazon.com/marketplace/pp/B07T9GRPPG
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How it works

Differentiators
• Highest accuracy – Instrumentation allows Contrast Security to report security issues from the 

inside of applications which produces highly accurate results without dependence on security 
experts. In addition, Contrast Security combines the most effective elements of Interactive 
(IAST), Static (SAST), and Dynamic (DAST) application security testing technologies, software 
composition analysis (SCA), as well as configuration analysis, all integrated within the application 
stack. This combination of techniques produces the telemetry necessary to detect security risks 
with virtually no false positives and no false negatives for a large number of vulnerability classes.

• Scalable architecture – Contrast Assess scales because it adds application security 
instrumentation into each application, delivering and distributing risk assessment and protection 
across an entire application portfolio. Every running application continuously produces results in 
parallel. Contrast differs from legacy approaches that require application security experts – a 
human element that does not scale. Even with hundreds or thousands of applications, Contrast 
Assess always provides an up-to-date dashboard for each application with risk, library, 
architecture, and other security details.

• Contrast is ideal for DevSecOps – Unlike legacy approaches that require time-consuming, late-
stage scans that disrupt the development process, there is no separate security testing phase 
with Contrast Assess. Contrast Assess uses its deep security instrumentation to produce a 
continuous stream of accurate analysis whenever and wherever software is run. Development, 
QA, DevOps, and security teams get results as they develop and test software, enabling them to 
find and fix security flaws early in the software lifecycle, when they are easiest and cheapest to 
remediate. Production operations and security teams can leverage the same instrumentation 
capabilities provided by contrast to monitor for and block against attempts occurring against 
their application layer.
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As an Application Security Monitoring (ASM) solution, Contrast offers these key 
advantages over legacy tools:

• Cloud-ready: ASM solutions are portable, so applications can be protected anywhere they are 
deployed. Also, they don’t require reconfiguration when new code is deployed, or application 
scaled. On the other hand, legacy approaches need to be tuned with each new code 
deployment. In addition, if applications scale, move, or infrastructure changes occur, edge 
solutions need to be re-deployed or alternate solutions need to be brought online. 

• Deployment: ASM agents offer rules that are functional out of the box. Legacy edge solutions,
on the other hand, require setup of rules that need regular adjustment and coordination with 
network teams to ensure they see the right traffic. 

• Performance & Stability: Edge solutions fundamentally add latency to applications because of 
the added network hops and traffic scan time. Well-architected Application Security Monitoring 
agents, however, only add negligible latency – even at scale.

What our customers are saying

Applications that are built and deployed in a rapid cadence within the AWS cloud offer us greater scalability, 
agility, and resilience. With Contrast, automating application security into DevOps processes helped 
GreenSky keep up with the demand to keep delivering business value with increasing speed.
-Dustin Butterworth, Sr. DevSecOps Engineer, GreenSky

How is Contrast Assess different than SAST?
Traditional SAST solutions attempt to build a model of an application and pseudo-execute it from 
known entry points. However, SAST lacks visibility into how all the pieces of an application work 
together and operate at runtime, which can generate extensive false negatives and false positives. 
Contrast Assess observes real data and control flow activity from within a running application and 
identifies a much broader range of risks with greater accuracy than traditional SAST solutions. 
Contrast Assess is fully distributed and infuses each application with a “self-assessment” capability 
that performs analysis continuously, in parallel, across an entire portfolio of applications. SAST 
solutions cannot operate in a distributed manner because they rely on experts to analyze and triage 
results, which creates a significant bottleneck.

How is Contrast Assess different than DAST?
Traditional DAST tools try to exploit the running application with test attacks and analyzing hypertext 
transfer protocol (HTTP) responses – but DAST lacks visibility into what occurs within the application 
and provides only limited coverage of an application. These tools are very limited when it comes to 
APIs, where a crawlable UI is not available. Contrast Assess performs a complete static analysis of all 
the code, as described above, and analyzes HTTP traffic and HTTP responses from inside the 
application. Because this occurs from within the application, it also provides more accurate analysis 
than traditional Penetration (Pen) Testing tools. Furthermore, unlike either SAST or DAST products, 
Contrast Assess uses techniques found in Software Composition Analysis (SCA) tools to build an 
inventory of all the libraries and frameworks used by the application to identify those risks as well.

Solution available in AWS Marketplace

https://aws.amazon.com/marketplace/search
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