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Key benefits

• Reduce blind spots – Provide 
up to 32 percent greater 
vulnerability coverage, with 
more than 109,000 plugins 
across both applications and 
operating systems. 

• Boost productivity –Run your 
initial assessments in less than 
five minutes without the IT 
hardware or maintenance 
burden.

• Prioritize cyber risks – Reduce 
the number of issues that 
require immediate attention 
by up to 97 percent with 
Predictive Prioritization.

• Automate processes – Import 
third-party data, automate 
scans, and share data with 
your IT systems by leveraging a 
fully documented API with pre-
built integrations.

• Maximize ROI – Reduce 
double- or triple-counting of 
assets.

Product overview

IT environments today are filled with traditional, modern, and 
dynamic assets. Beyond physical servers, organizations are 
embracing virtual and cloud assets, which can be deployed on 
demand. These elastic assets, including mobile devices and 
containers, come and go from networks in an instant. As part of a 
Cyber Exposure program, organizations worldwide are shifting from 
monthly or even weekly scanning to ongoing visibility and security 
monitoring.

Key capabilities

Customer-friendly elastic asset licensing
Tenable.io offers an asset-based licensing model that consumes just a single 
license unit per asset, even if the asset has multiple IP addresses. The 
solution also continues scan when license counts are temporarily exceeded 
and automatically recovers licenses for rarely scanned assets or single 
bursts.

Comprehensive assessment options
Tenable.io leverages Nessus Sensors, a mix of active scanners, agents, and 
passive network monitoring, to help maximize scan coverage across your 
infrastructure. This mix of data sensor types helps you include hard-to-scan 
assets in your vulnerability management program. This includes transient 
devices analyzed by agents, and sensitive systems like industrial control 
systems, which can be monitored through passive traffic listening.

Accurate asset-based exposure tracking
Tenable.io provides the ability to track assets and potential compromises 
with high accuracy. An advanced identification algorithm attributes to 
identify and track changes to assets, regardless of how they roam or how 
long they last. These include Tenable ID, NetBIOS name, media access
control (MAC) address, and others.

Prioritization based on actual risk
Tenable.io prioritizes security issues based on the probability that it
will be leveraged in a security event by combining over 150 data sources. 
These sources include Tenable and third-party threat intelligence. Machine 
learning is used to identify issues with the highest risk profiles to help you 
act on resolutions that matter most. 

Tenable.io
Modern vulnerability management

https://aws.amazon.com/marketplace/pp/B07J2HN7KV
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How it works
Tenable.io provides an accurate view of assets and issues across your environment to help you prioritize 
remediation based on actual cyber risks.

Solution available in AWS Marketplace

Simplified management
Through a modern interface with intuitive dashboard visualizations, Tenable.io makes common tasks, such as configuring 
scans, running an assessment, and analyzing results, easier. Pre-defined scan templates and configuration audit checks that 
follow best practices frameworks, such as CIS and DISA STIG, help you enhance protection. Customize your reporting and 
analysis with pre-configured, out-of-the-box dashboards or quickly build your own from a blank canvas to meet 
organizational needs. 

Automated cloud visibility
Tenable.io enables continuous visibility and assessments into public cloud environments. Cloud Connectors automatically 
identify assets in Amazon Web Services (AWS) and monitor their status in real-time. Provide an additional layer of security 
with Nessus Sensors to detect common web exploits, malware, and configuration and compliance issues. 

Pre-built integrations with documented API and integrated software development kit (SDK)
Tenable.io has pre-built integrations available for popular credential management, security and information event 
management (SIEM), ticketing systems, and other complementary solutions. This helps you streamline the architecture of 
your vulnerability management process. Additionally, you can easily create your own integrations to Tenable.io by 
leveraging a fully documented API set and SDK at no extra cost.

PCI-Certified approved scanning vendor
Tenable.io meets the PCI Data Security Standard (PCI DSS) and is a PCI Approved Scanning Vendor (ASV).

Key capabilities (cont.)
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