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Key benefits

• Enables micro-segmentation of 
Apps within your virtual 
private center (VPC) or data 
center. There are no inbound 
user connections or public 
internet protocol (IP) 
addresses. 

• Application authorization is 
performed before any 
connections are established, 
reducing the surface area for 
any attack on the 
network/VPC.

• Migrate applications 
seamlessly from the 
datacenter to a cloud 
environment. Avoid painful 
coordinated cutover periods. 

• If a user is connecting to an 
application on the cloud, skip 
building site-to-site VPNs from 
the branch to the datacenter 
to the cloud.

• By provisioning a ZPA 
connector in front of your 
applications and enabling 
wildcard app access, you'll get 
an accurate mapping with the 
first user request. Then you 
can build the granular access 
policy around your apps 
without pre-provisioning 
policy.

Product overview

Zscaler Private Access (ZPA) is a fully cloud-delivered service 
that uses identity and granular policies to provide seamless, 
secure access to private applications running on public 
cloud or within the data center, at scale.

Product features
Deliver cloud-like user experiences
• Provides a consistent access experience whether users are 

remote or on-premises.
• Uses browser access for bring your own device (BYOD) or thirty-

party users accessing web applications, so there’s no need for 
an endpoint agent.

Improve visibility into all user and application activity
• Discover applications running in your public cloud and apply 

granular access controls.
• Ability to view real-time user activity and the health of 

applications, servers, and connectors.

Define granular policies based on specific user and 
application
• Define and manage policies for users, user groups, applications, 

and application groups.
• Segment access by user and app as a more granular alternative 

to network segmentation.

Ensure secure access to all cloud environments
• Secure and consistent access regardless of where an app is 

running.
• Removing the need for the VPN gateway security stack or 

backhauling traffic to the data center before going out to the 
cloud.

Zscaler Private Access (ZPA) 
Professional Edition with Premium Support 
Secure, simplify, and transform

https://aws.amazon.com/marketplace/pp/B08MHZRJD1
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How it works

• User authentication with IDP (first time only) 
• Authorized user attempts to access an app; Client 

Connector tunnel is created
• The ZPA Service Edge enforces policy and sends 

dispatch to connectors

• The App Connector closest to app sends inside-out 
tunnel to ZPA Service Edge

• The ZPA Service Edge stitches together the connection 
between app and user

What our customers are saying
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Solution available in AWS Marketplace

https://aws.amazon.com/marketplace/search
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