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Foreword 

Tenable is an AWS Advanced Technology Partner with a security competency. Tenable performs 
Vulnerability Management and Cyber Exposure in the AWS cloud. By implementing Tenable.io, you 
can ensure all assets, even those in brand new accounts, are visible and scanned. 
 
The purpose of this AWS Implementation Guide is to enable every AWS Marketplace customer to 
seamlessly activate, deploy and configure the roles required for Tenable.io in the AWS Control 
Tower environment, while taking full advantage of the resources pre-configured by AWS Control 
Tower as part of the initialization. 
  

https://aws.amazon.com/controltower/
https://aws.amazon.com/controltower/


 
 

 
Page 4 of 8 

 

Solution overview and features 

The solution uses AWS Control Tower LifeCycle events to install the Tenable.io AWS keyless 
Connector AWS Identity and Access Management (IAM) role in each new account created by AWS 
Control Tower. The IAM role has trust relationship that allows a Tenable.io AWS keyless Connector 
to pull Amazon Elastic Compute Cloud (EC2) instance information into Tenable.io. This information 
is used to create Tenable.io assets, which can be used to create Tenable.io scan target lists.  
 
This solution will set up an AWS Lambda function, which will be triggered to create IAM role when a 
new AWS account is created by AWS Control Tower Account Factory. A Tenable.io AWS keyless 
Connector can be configured using the AWS Control Tower master account ID, and with the IAM 
role installed on each newly created AWS account, the Connector can import Amazon EC2 instance 
information into Tenable.io. 
 
With Tenable.io, you can: 

• Import Amazon EC2 instance information to create Tenable.io assets. 

• Analyze assets for risk and determine remediation actions. 

Architecture diagram 

The solution uses Amazon CloudWatch Events rules triggered by AWS Control Tower LifeCycle 
events and calls an installed Lambda function to install the Tenable.io AWS keyless Connector role.  
 

  
 

https://docs.aws.amazon.com/controltower/latest/userguide/lifecycle-events.html
https://aws.amazon.com/iam/
https://aws.amazon.com/ec2/
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://aws.amazon.com/cloudwatch/
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Prerequisites  

This guide assumes you already have AWS Control Tower deployed. To get started with AWS 
Control Tower, check out the Getting Started documentation. If you don’t have Tenable.io 
subscription, please check the listing on AWS Marketplace 
 
Deployment and Configuration Steps 

Step 1.1: Get external ID from Tenable.io AWS keyless Connector configuration setup in the 
Tenable.io UI under the Settings -> Connectors -> Create Connector -> Amazon AWS.  
 
You do not need to configure the connector at this point. The external ID will be the same when 
you configure a Connector later. 
 

 
 
 
Step 1.2: Download the CloudFormation template from http://github.com/tenable/integrations-
aws-ct as a zip file 
 
Step 1.2.1: Extract the zip file. There is a CloudFormation template file (.yml) inside. 
 
Step 2.1: Login in to AWS master account in AWS Control Tower with AWS Administrator Access 
permissions. Make sure you selected AWS region where your AWS Control Tower is deployed. 
 
Step 2.2: Select CloudFormation service and use the ‘Create Stack’ -> ‘With new resources’ 
 
Step 2.3: In the Create Stack -> Prerequisites template select ‘Template is ready’, select ‘Upload a 
template file’ and update the extracted template file from Step 1.2.1 
 

https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
https://aws.amazon.com/marketplace/pp/B07J2HN7KV?ref_=srh_res_product_title
http://github.com/tenable/integrations-aws-ct
http://github.com/tenable/integrations-aws-ct
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Step 2.4: Provide the CloudFormation template a name (i.e. Tenable-connector-stack) and use the 
external ID from Step 1.1 to fill in the Parameter -> external ID value.  
 
New accounts will be enrolled automatically, if you have existing accounts in your AWS Control 
Tower that you want to be included, please enter the comma delimited list of these accounts on 
Parameter > launchAccountList.  
 

 
 
Step 2.5: Leave CloudFormation options as-is; select the checkbox as the bottom of the last 
configuration page and select Create. 
 
Step 3.1: You should see resources being created, and when complete, you should see something 
similar to the picture below. (You may refresh the progress table to see the events and statuses.) 
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Step 3.2: Check the Lambda function list for the newly created Tenable function. Look for Lambda -> 
Applications and select the Application installed. 

 
 
Step 3.3: Check if the newly created resources listed at the bottom of the Application page. 
 

 
Step 3.4: This completes the Tenable.io AWS keyless Connector setup for AWS Control Tower. 
 
Step 4.1: Log into your Tenable.io account and navigate to Settings -> Connectors. From there, create 
the Tenable AWS Connector.  
 
The solution is now configured to install the necessary Tenable.io role on newly created account in 
AWS Control Tower. The Connector will pull Amazon EC2 instance information from new AWS 
accounts into Tenable.io.  
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Solution Estimated Pricing  
There are no Tenable.io pricing implications as this solution provides asset visibility to Tenable.io 
which is free. Once the discovered assets are scanned then normal tenable pricing is in effect.  
 
FAQs 
https://community.tenable.com/s/ 
 
Additional resources  
https://www.tenable.com/products/tenable-io 
https://www.tenable.com/cyber-exposure 
 
Partner contact information 
support@tenable.com 
https://support.tenable.com 
 

https://community.tenable.com/s/
https://www.tenable.com/products/tenable-io
https://www.tenable.com/cyber-exposure
mailto:support@tenable.com
https://support.tenable.com/
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