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1 Audience

This document is intended for technical staff and Value Added Resellers (VAR) with installation
and operational responsibilities. This configuration guide provides steps for configuring SIP
trunks using 3CX with AudioCodes Mediant 1000B SBC to connect to Amazon Chime SDK
Voice Connector for inbound and/or outbound telephony capabilities.

The information in this document is for informational purposes only. AWS does not guarantee
the accuracy of this document and AWS has no responsibility or liability for errors or omissions
related to this document. The document is subject to change without notice, and should not be
construed as a commitment by AWS.

1.1 Amazon Chime SDK Voice Connector

Amazon Chime SDK Voice Connector is a pay-as-you-go service that enables companies to

make or receive secure phone calls over the internet or AWS Direct Connect using their existing
telephone system or session border controller (SBC). The service has no upfront fees, elastically
scales based on demand, supports calling both landline and mobile phone numbers in over 100
countries, and gives customers the option to enable inbound calling, outbound calling, or both.

Amazon Chime SDK Voice Connector uses the industry-standard Session Initiation Protocol
(SIP). Amazon Chime SDK Voice Connector does not require dedicated data circuits. A company
can use their existing Internet connection or AWS Direct Connect public virtual interface for SIP
connectivity to AWS. Voice connectors can be configured in minutes using the AWS
Management Console or Amazon Chime API. Amazon Chime SDK Voice Connector offers cost-
effective rates for inbound and outbound calls. Calls into Amazon Chime meetings, as well as
calls to other Amazon Chime SDK Voice Connector customers are at no additional cost. With
Amazon Chime SDK Voice Connector, companies can reduce their voice calling costs without
having to replace their on-premises phone system.
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2 SIP Trunking Network Components

The network for the SIP trunk reference configuration is illustrated below and is representative of
3CX with AudioCodes Mediant 1000B SBC with Amazon Chime SDK Voice Connector.

IP PBX-2 is used as a secondary PBX in the topology to perform call failover and call distribution.

Amazon Chime
Voice Connector

Internal Network

—yr—r—ar

Amazon Chime
Voice Connector

IPPBX 1 ===
|
|
|

SIP/UDP/TLS

J

woBsron Mg o

PBX User1 PBX User2

IPPBX 2

SIP/UDP

@ @@ IP PBX-2

PBX User1 PBX User2

Figure 1 Network Topology
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2.1 Hardware Components

e 3CX running on Hyper-V Manager Version: 6.3.9600.16384
e AudioCodes Mediant 1000B SBC

2.2 Software Requirements

e 3CXversion 18.0 (Build 908)
e AudioCodes Mediant 1000B SBC version 7.40A.400.023

3 Features

3.1 Features Supported

e C(alls to and from non-Toll-Free number
e (Calls to Toll Free number

e (Calls to Premium Telephone number

e (Calling Party Number Presentation

e (Calling Party Number Restriction

e Inbound Calls to an IVR

e International Calls

e Call Authentication

e Anonymous call

e DTMF-RFC 2833

e Long duration calls

e (Calls to conference scheduled by Amazon Chime user
e Call Distribution

e Call Failover
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3.2 Features Not Supported

Amazon Chime SDK Voice Connector responds to OPTIONS and TCP Keep Alive

messages received from customer equipment, but does not send OPTIONS or TCP Keep
Alive messages to customer equipment.

3.3 Features Not Tested

None

3.4 Caveats and Limitations

Amazon Chime SDK Voice Connector,
o does not support SIP NOTIFY or SIP INFO for DTMF
o does not send SIP session refresher for long duration calls

When the WAN link is down and a call is in progress, the PSTN call leg is not disconnected
automatically after a period of inactivity. The call must be cleared manually.

Inbound call INVITE from Amazon Chime SDK Voice Connector with Unsupported cipher
is not directly rejected by AudioCodes SBC. Instead, it is sending 180 Ringing first as the
call reached the PBX user. When the call is answered, SBC is sending rejection with SIP: 488
Not acceptable to Amazon Chime SDK Voice Connector.
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4 Configuration

The specific values listed in this guide are used in the lab configuration described in this
document and are for illustrative purposes only. Customer must obtain and use the appropriate
values for their deployment. Encryption is always recommended if supported.

4.1 Configuration Checklist

This section presents an overview of the steps that are required to configure 3CX and
AudioCodes Mediant 1000B SBC for SIP Trunking with Amazon Chime SDK Voice Connector.

Table 1 - PBX Configuration Steps

Steps Description Reference
Step 1 | 3CX Configuration Section 4.2
Step 2 | AudioCodes SBC configuration Section 4.3
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4.2 3CX Configuration

This section with screen shots taken from 3CX used for the interoperability testing gives a
general overview of the 3CX configuration.

4.2.1 3CX Management Console

e To access the 3CX PBX, login to 3CX management console by providing the credentials.

CX

Welcome to the 3CX Management Console

Login

Figure 2: 3CX Management Console

Amazon Web Services



Dashboard will be displayed after successful login. To verify the system version, navigate to
Information section and find the version against License.

4  Inbound Rules [ Upgrade
4 Outbound Rules [ Upgrade }
) igital Receptionist
4 Digital Recey . Blacklisted IPs
® RingGroy I
all histor LActive J Renew ]
-
= K dF
= pand. Chat logs
= & (0 0 0 0 0 "o 0 __0__o_ 0
O security b 2
utomatic Backups
& v
Recordir GETE D
Ve tir \ o
8% used 40% used 1/100 [+ ] [ /] [ tone J
3CX
free 2.3GB free o e

Figure 3: 3CX Management Console (cont.)

4.2.2 Add SIP Trunk

1. Navigate to SIP Trunks and click on Add SIP Trunk.

ot Dashboard
IP Trunks Orelp
2
& P
&' Phor SIP Trunks
¥ Inbound Rule: ’ . .
4 Jutbound Rules
{) Digital Receptionists

Figure 4: Add SIP Trunk
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Select Country is set to United States.

Select Provider in your Country is set to Amazon Chime SDK Voice Connector.
Main Trunk No is set to +19TIXXXXXXX.

Click OK.

vk W

Add SIP Trunk/VolP Provider

Select Country

tus -

Select Provider in your Country

Amazon Chime Voice Connector hd

Awe strongly recommend using a preferred, or at least a supported vendor. 3rd Party supported
means they must test and SUPPORT the integration.

Main Trunk Mo

+1919

] Cancel

Figure 5: Add SIP Trunk/VolP Provider
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Under General tab:

6. Enter name for Trunk is displayed as Amazon Chime SDK Voice Connector.

7. Registrar/Server/Gateway Hostname or IP is set to xx.xx.xx.xx the LAN IP address of
AudioCodes Mediant 1000B SBC.

8. Number of SIM Calls set to 10.

9. All other fields are left with default settings.

i Dashboard .
Amazon Chime Voice Connecto “ BHelp
2 users
& FPhones
DIDs Caller ID Options Inbound Parameters Outbound Parameters
Q@  SIP Trunks
+  inbound Rules Trunk Details
4 Outbound Rules Enter name for Trunk
©) Digital Receptionists Amazon Chime Voice Connector
ne Group: Registrar/Server/Gateway Hostname or IP

Ring Groups
- B Auto Discovery
£  Backup and Restore
= Reporting v Outbound Proxy
U Securit v 5060 Auto Discovery

Advanced v
& Advanced Number of SIM Calls
F Settin 10
3CX  Portal

Figure 6: Add SIP Trunk (cont.)

Under DIDs tab:
10. Click Add Single DID and add all DIDs required.

Amazon Chime Voice Connector “ EHelp
General Caller ID Options Inbound Parameters Outbound Parameters

DIDs

= Add Single DID  [ERJBEES

DID/DDI Number

+1919 x
+1919 x
+1919 x

Figure 7: Add SIP Trunk (cont.)
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Under Options tab:

11. Set the Transport Protocol as UDP.
12. Set the Codec Priority as G711 U-law.

Transport Protocol

UDP

IP Mode

IPV4

Codec Priority

=+ Add codecs

G.711 U-law x

Figure 8: Add SIP Trunk (cont.)
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Under Outbound Parameters tab:

13. P-Asserted Identity: Display name is set to “OutboundCallerld” Original Caller number
will be sent.

14. P-Asserted Identity: User Part is set to "OutboundCallerld” Original Caller number will
be sent.

15. P-Asserted Identity: Host Part is set to “"GWHostPort” usually, content of Contact field

16. Remote Party ID- Calling Party for Display Name, User Part and Host Part is set to
“Leave default value”.

17. All other fields were left with default settings.

General DIDs Caller ID Options Inbound Parameters Outbound Parameters

Outbound Parameters

Assign SIP header fields to 3CX Call Variables. Requires advanced SIP knowledge. Misconfiguration will cause your PBX to malfunction.

SIP Field Variable Custom Value

Request Line URI : User Part "CalledNum" number that has been dialed (def.

Request Line URI : Host Part

"GWHostPort" gateway/provider host/port -
Contact - User Part "OriginatorCallerID" Original Caller number will
Contact: Host Part "ContactUri" usually, content of Contact field -

To: Display Name "CalledName" name that has been dialed (defa ~

o= User Part "CalledNum" number that has been dialed (def. ~
To Host Part "GWHostPort" gateway/provider host/port ~
From : Display Name "OriginatorCallerID" Original Caller number will
From : User Part "OriginatorCallerID" Original Caller number will

Figure 9: Add SIP Trunk (Outbound Parameters)
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From : Host Part

"ContactUri" usually, content of Contact field v
User Agent: Text Sring Leave default value v
Remote Party ID - Called Party : Display Name Leave default value o
Remote Party ID - Called Party : User Part Leave default value o
Remote Party ID - Called Party : Host Part Leave default value o
Remote Party ID - Calling Party : Display Name Leave default value o
Remote Party ID - Calling Party : User Part Leave default value o
Remote Party ID - Calling Party : Host Part Leave default value o

P-Asserted Identity : Display Name "QutboundCallerld" Qutbound caller Id takenfi v

P-Asserted Identity : User Part "OutboundCallerld" Outbound caller Id taken fr v

P-Asserted Identity : Host Part "GWHostPort" gateway/provider host/port ~

P-Preferred Identity : Display Name Leave default value o

Figure 10: Add SIP Trunk (Outbound Parameters-cont.)

P-Preferred Identity : User Part

Leave default value v
P-Preferred Identity : Host Part Leave default value v
P-Called-Party-1D : Display Name Leave default value v
P-Called-Party-ID : User Part Leave default value -
P-Called-Party-1D : Host Part Leave default value v

Figure 11: Add SIP Trunk (Outbound Parameters- cont.)
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4.2.3 Add Users

1. Navigate to Users and click Add.

o Dashboard

Users

SHelp
& Phones
& Phones T
@  SIPTrunks

m 4 x @oroups  Eimpot  LEpon B - [ ]

4 Inbound Rules

4 Outbound Rules

Figure 12: Add Users

2. User is set as 4000 for example.
3. First Name is set as Amazon and Last Name is set as User1.
4. Outbound Caller ID is set to +19T9XXXXXXX.

Voicemail Forwarding Rules Phone Provisioning BLF Options Rights

User Information

Extension
Scan this QR code from the
4000 3CX Android or 10S app to
provision it for this extension
First Name
Amazon
Last Name
Userl

Email Address

Mobile Number

Mobile Number

Outbound Caller ID

+1919!

Figure 13: Add Users (cont.)
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5. Under Direct Inbound Dialing (DID), click Add a DID/DDI.
6. At the new pop-up window, select the desired DID and Click OK.

Web Authentication

You can view the presence of your colleagues, divert & transfer calls with a mouse click, see your call history and setup call conferences using the Web Client/Desktop App.

https:// :5001/webclient I

B Enable Web Client/Desktop App

Password - Username is extension number

Direct Inbound Dialing (DID)

Optionally assign a DID to receive calls directly to this extension

‘Add a DID/DDI

+1919 (4000,4000) x

Figure 14: Add Users (cont.)

7. Under Phone Provisioning click Add.

General Voicemail Forwarding Rules Phone Provisioning BLF Options Rights

Phone Provisioning

=+ Add

Figure 15: Add Extensions (cont.)
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8. On the Add Phone pop-up window, select the phone model and enter the MAC address.
9. Click OK in the pop-up window and OK in the main window to complete Add Extensions
procedure.

Add Phone

Choose from available models

Mac Address

OK Cancel

Figure 16: Add Users (cont.)

4.2.4 Outbound Rules

1. Navigate to Outbound Rules and click Add.

ot Dashboard .
Qutbound Rules @ Help
2 users
& Phones ©Outhound Rules
Q@  SIPTrunks m
+  Inbound Rules
4 Outbound Rules
{) Digital Receptionists Outbound Call from Extension
Rule Name Ext. Prefix Length Group Route 1 Route 2 Route 3 Route 4 Route 5

Figure 17: Outbound Rules
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2. Rule Name is set as AmazonChimeVoiceConnector.
3. Calls to numbers starting with prefix is set as 9.

AmazonChimeVoiceConnector “ @ Help

General

Rule Name

AmazonChimeVoiceConnector

Apply this rule to these calls

Calls to numbers starting with prefix

9

Calls from extension(s)

Calls to Numbers with a length of

Calls from extension group(s)

+ Add
Figure 18: Outbound Rules (cont.)
4. Route 1 is set to Amazon Chime SDK Voice Connector from the drop down.
5. Strip Digits is set to 1 and Prepend is set to +. This strips 9 and adds + before
sending to Amazon Chime SDK Voice Connector.
6. All other fields are left with default settings.
Make outbound calls on

Configure up to 5 backup routes for outgoing calls. Each route can be configured differently

Strip Digits Prepend Outbound Caller ID
Route 1 Amazon Chime Voice Connector v 1 ~ -
Route 2 BLOCK CALLS v 0 v
Route 3 BLOCK CALLS v 0 v
Route 4 BLOCK CALLS v 0 v
Route s BLOCK CALLS v 0 v

Figure 19: Outbound Rules (cont.)
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4.2.5 Inbound Rules

1. Navigate to Inbound Rules, click Add DID Rule.

Wi Dashboard

nbound Rules Brelp
1 users
& Phones Inbound Rules
@ siPTunks

FAddDiDRule | FAddCIDRule [ECATIENEE SIEEER SR ST Limport & Eport
¥ Inbound Rules

4 Outbound Rules

Figure 20: Inbound Rules

2. Name is set as Rule for Amazon User1 for example.

DID/DDI is set to 9TIXXXXXXX.

4. Destination for calls during office hours and Destination for calls outside office
hours is set as Extension.

5. Click OK to complete the configuration.

w

Rule for Amazon User 1 “ D Help

General

Name

| Rule for Amazon User 1 |

DID/DDI

| +1919 |

Route calls to

Destination for calls during office hours

Extension

4000 Amazon Userl

Destination for calls outside office hours

Extension

4000 Amazon Userl

Set up Specific Office Hours for this rule

Figure 21: Inbound Rules (cont.)
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4.3 AudioCodes SBC configuration

4.3.1 Network IP Interface configuration

Navigate to SETUP, IP NETWORK and expand CORE ENTITIES. Click IP Interfaces and the
below figure shows the interfaces that are been used.

O Entity. parameter, value

ac IP NETWORK
® SRD Al v
{3 NETWORK VIEW IP Interfaces (3)
CORE ENTITIES v
o Page 1 of 1 Show 10 v records per page jo
1P Interfaces (3)
Ethemet Devices (3) INDEX NAME ::EU(“T‘ON I’:;EREFA(E IP ADDRESS PREFIX LENGTH gi??wiv PRIMARY DNS ;i(SON DAY ET;\:‘E[RSET
Ethernet Groups (7)
. 0 WAN-ITSP Media + Control  IPv4 Manual 25 0.0.00 WAN
Physical Ports (7)
N 1 LAN Media + Control  IPv4 Manual 16 0000 LAN
Static Routes (0)
2 MGMT OAMP + Media +  IPv4 Manual 24 0.0.00 MGMT
NAT Translation (0)

Figure 22: IP Interfaces

4.3.2 Media Realm configuration

Two media realms are created, one is associated to 3CX and another is associated with Amazon
Chime SDK Voice Connector. To configure media realm, navigate to SETUP and select
SIGNALING & MEDIA. Expand CORE ENTITIES and select Media Realms.

0 Entity, parameter, value

ac SIGNALING & MEDIA
® SRD Al v
{2} TOPOLOGY VIEW Media Realms (2)
ILURE ENTITIES v | _ -
[ New - Page 1 of1 - - Show 1o records per page
SRDs (1)
SIP intarfaces () INDEX NAME IPV4 INTERFACE NAME UDP PORT RANGE START | UMBER OF MEDIA UDP PORT RANGE END ~ DEFAULT MEDIA REALM
" SESSION LEGS
Media Realms (2)
0 Amazon_Chime_Realm WAN-ITSP 6000 100 6999 No
Proxy Sets (3)
3 0 79
1P Groups () 1 COX_Realm LAN 700 100 199 No

Figure 23: Media Realms Table
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Click +New button to add new media realms. Enter the name of the Media Realm, UDP Port

Range Start and Number of Media Session Legs. Select the appropriate IPv4 Interface Name
for 3CX.

15 [3CX Realm]

GENERAL QUALITY OF EXPERIENCE

Index QOE Profile - v | View
Name 'l 3CX Realm | Bandwidth Profile - v | View
Topology Location e Up v

1Pv4 Interface Name o #1 [LAN] - | View

UDP Port Range Start e | 7000 |

Number Of Media Session Legs o | 100 |

UDP Port Range End
Default Media Realm No v

Used By Routing Server Not Used v

Cancel ARG

Figure 24: Media Realm for 3CX

Enter the name of the Media Realm, Port Range Start value and Number of Media Session
Legs. Select the appropriate IPv4 Interface Name for Amazon Chime SDK Voice Connector.

15 [Amazon_Chime_Realm]

GENERAL QUALITY OF EXPERIENCE

Index QoE Profile - v | View
Name . | Amazon_Chime_Realm I Bandwidth Profile - v  View
Topology Location s Up v

IPv4 Interface Name . #0 [WAN-ITSP] v | View

UDP Port Range Start . | 6000 |

Number Of Media Session Legs o | 100 |

UDP Port Range End
Default Media Realm No v

Used By Routing Server Not Used v

Cancel APPLY

Figure 25: Media Realm for Amazon Chime SDK Voice Connector
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4.3.3 SRD Configuration

To configure SRD, navigate to SETUP and select SIGNALING & MEDIA. Expand CORE ENTITIES
and select SRDs.

ac SIGNALING & MEDIA O Entity, parameter, value

{2} TOPOLOGY VIEW SRDs (1)

CORE ENTITIES v
SRDs (1)

MAX. NUMBER OF
SIP Interfaces (2) NDEX NAME SHARING POLICY SBC OPERATION MODE  SBC ROUTING POLICY JMEE USER SECURITY MODE
Media Realms (2)

REGISTERED USERS

il h. | U -1 Al All
Proxy Sets (3) 0 DefaultSRD (#0) Shared B2BUA Default_SBCRoutingPolicy ccept

Figure 26: Default SRD

The default SRD configuration is used.

s [DefaultSRD]

GENERAL REGISTRATION

Index 0 Max. Number of Registered Users -1

Name # | DefaultSRD User Security Mode Accept All ~
Sharing Policy Shared v Enable Un-Authenticated Registrations | Enable v
SBC Operation Mode B2BUA v

SBC Routing Policy #0 [Default_SBCRoutingPolicy] v  View

Used By Routing Server Not Used v

Dial Plan - v | View

CAC Profile - v | View

Cancel QEGZNG

Figure 27: Default SRD table details
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4.3.4 SIP Interface configuration

Navigate to SETUP and select SIGNALING & MEDIA. Expand CORE ENTITIES and select SIP
Interfaces. Two SIP Interfaces are created, one is for 3CX and the other is for Amazon Chime
SDK Voice Connector.

i _ () Erilip - rre AT

@ SRD Al v

{2} TOPOLOGY VIEW SIP Interfaces (2)

Edit o Page 1 of 1 Show 10 v records per page
SRDs (1)
SIP Interfaces (2) NETWORK ENCAPSULATING
X4 NAM APPLICATION TYP| UDP POF TCP PORT 5 PO - MEDIA REALM
INDEX *  NAME SRD INTERFACE PPLICATION TYPE UDP PORT CP POR TLS PORT ROTOCOL MEDIA REALN

| CORE ENTITIES v |

Media Realms (2)
1 Amazon_Chime DefaultS  WAN-ITSP SBC 5060 5060 5061 No encapsulation Amazon_Chime_Realm
Proxy Sets (3)
X default! AN S 5060 0 lo encapsulation CX_Re:
1P Groups (3) 3 30 Defaults/ LA BC 6l 0 No encapsulation 30_Realm

Figure 28: SIP Interfaces

Network Interface, Media Realm, Application Type, SRD and UDP Port are associated to
3CX Interface and the remaining parameters are set to default.

SRD #0 [DefaultSRD] v
GENERAL MEDIA
Index 3 Media Realm . #1 [3CX_Realm] v | View
Name o 3XX Direct Media Disable v
Topology Location e Up e MSRP TCP Port 0
Network Interface . #1 [LAN] v | View MSRP TLS Port 0
Application Type . |SBC Vl
UDP Port [ s0s0 | SECURITY
TCP Port .
© °0 TLS Context Name . - v  View

TLS Port e 0

TLS Mutual Authentication o | Disable v
Additional UDP Ports X

Message Policy - v | View
Additional UDP Ports Mode Always Open v

User Security Mode Not Configured v

Cancel NG

Figure 29: SIP Interface for 3CX
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TCP Port 0

TLS Context Name . - v | View

TLS Port e 0

TLS Mutual Authentication e Disable v
Additional UDP Ports X

Message Policy - v | View
Additional UDP Ports Mode Always Open v

User Security Mode Not Configured v
Encapsulating Protocol No encapsulation v

Enable Un-Authenticated Registrations | Not configured v
Enable TCP Keepalive Disable v

Max. Number of Registered Users -1
Used By Routing Server Not Used v
Pre-Parsing Manipulation Set - v | View
CAC Profile - v  View

CLASSIFICATION

Classification Failure Response Type 500
Pre-classification Manipulation SetID | -1

Call Setup Rules Set ID -1

Cancel EAZYNG

Figure 30: SIP Interface for 3CX Continuation

Network Interface, Media Realm, Application Type, SRD and Port numbers are associated
to Amazon Chime SDK Voice Connector SIP Interface and the remaining parameters are set to
default.

SRD #0 [DefaultSRD] v
GENERAL MEDIA
Index Media Realm . #0 [Amazon_Chime_Realm] v | View
Name e  Amazon_Chime Direct Media Disable v
Topology Location e Up v MSRP TCP Port 0
Network Interface . | #0 [WAN-ITSP] v | View MSRP TLS Port 0
Application Type . |SBC v |
UDP Port 5060 SECURITY
TCP Port .
° 060 TLS Context Name . = v | View

TLS Port 5061

TLS Mutual Authentication v
Additional UDP Ports X

Message Policy - v | View
Additional UDP Ports Mode Always Open v

User Security Mode Not Configured ~

Cancel JE\YYRY

Figure 31: SIP Interface for Amazon Chime SDK Voice Connector
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s [Amazon_Chime]

TCP Port .
2060 TLS Context Name . = v  View

TLS Port 5061

TLS Mutual Authentication v
Additional UDP Ports

Message Policy - v  View
Additional UDP Ports Mode Always Open v

User Security Mode Not Configured v
Encapsulating Protocol No encapsulation v

Enable Un-Authenticated Registrations | Not configured v
Enable TCP Keepalive Disable v

Max. Number of Registered Users -1
Used By Routing Server Not Used v
Pre-Parsing Manipulation Set - v | View
CAC Profile - v | View

CLASSIFICATION

Classification Failure Response Type 500
Pre-classification Manipulation Set ID -1

Call Setup Rules Set ID -1

Cancel [GIHYRE

Figure 32: SIP Interface for Amazon Chime SDK Voice Connector Continuation

4.3.5 Proxy Sets configuration

Navigate to SETUP and select SIGNALING & MEDIA. Expand CORE ENTITIES and select Proxy
Sets. Destination address or FQDN is configured in Proxy Sets. Two Proxy Sets are created, one
for 3CX and the other for Amazon Chime SDK Voice Connector.

ac SIGNALING & MEDIA 0 Entity, parameter, value

® SRD Al v

{4t TOPOLOGY VIEW Proxy Sets (2)
| CORE ENTITIES v | -
m m Page 1 of 1 Show 10 v records per page >
SRDs (1)
SIP Interfaces (2) § . GATEWAY IPV4 SIP SBC IPV4 SIP PROXY KEEP-ALIVE o PROXY HOT SWAP
) INDEX NAME SRD ITEREACE NTERFACE TIE [SEC) REDUNDANCY MODE | |\
Media Realms (2)
pe—— 0 3¢ DefaultSRD (#0) - Elod 60 Disable
1 Amazon_Chime DefaultSRD (#0)  — Amazon_Chime 60 Disable
IP Groups (2) - - - -

Figure 33: Proxy Sets table
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Select SRD, SBC IPv4 SIP Interface and enable Proxy Keep-Alive for 3CX Proxy Set.

SRD #0 [DefaultSRD] v

GENERAL REDUNDANCY
Index Redundancy Mode v
Name s 30X Proxy Hot Swap Mode Disable v
Gateway |Pv4 SIP Interface - v | View Proxy Load Balancing Method Disable v
SBC IPv4 SIP Interface . #3 [3CK] v | view Min. Active Servers for Load Balancing 1
TLS Context Name - v | View

ADVANCED
KEEP ALIVE Classification Input IP Address only v

- DNS Resolve Method v

Proxy Keep-Alive o | Using OPTIONS v

Accept DHCP Proxy List Disable v
Proxy Keep-Alive Time [sec] 60
Keep-Alive Failure Responses

Cancel [AUYNG

Figure 34: Proxy Set table for 3CX

Click on Proxy Address 0 items link in bottom to add Proxy Address and Transport Type.

GENERAL

Index

Proxy Address - I 172.16. I
Transport Type - I UDP VI
Proxy Priority o]

Proxy Random Weight o]

Cancel APPLY

Figure 35: Proxy Address for 3CX
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Select SRD, SBC IPv4 SIP Interface and enable Proxy Keep-Alive for Amazon Chime SDK
Voice Connector Proxy Set.

s [Amazon_Chime]

SRD #0 [DefaultSRD] v

GENERAL REDUNDANCY
Index Redundancy Mode v
Name * | Amazon_Chime Proxy Hot Swap Mode Disable v
Gateway |Pv4 SIP Interface - v | View Proxy Load Balancing Method Disable v
SBC IPv4 SIP Interface . #1 [Amazon_Chime] v | View Min, Active Servers for Load Balanding | 1
TLS Context Name . = v | View

ADVANCED
KEEP ALIVE Classification Input IP Address only v

DNS Resolve Method v
Proxy Keep-Alive » | Using OPTIONS v

Accept DHCP Proxy List Disable v
Proxy Keep-Alive Time [sec] 60
Keep-Alive Failure Responses

Cancel JEYERE

Figure 36: Proxy Set Table for Amazon Chime SDK Voice Connector

Click on Proxy Address 0 items link in bottom to add Proxy Address and Transport Type.

GENERAL

Index

Proxy Address - I dtn I
Transport Type - I upDpP ~ I
Proxy Priority o]

Proxy Random Weight o

Cancel APPLY

Figure 37: Proxy Address for Amazon Chime SDK Voice Connector
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4.3.6 IP Group Table Configuration

Navigate to SETUP and select SIGNALING & MEDIA. Expand CORE ENTITIES and select IP
Groups. |P Groups are configured for denoting source and destination in IP-to-IP routing rules.
IP Groups created for 3CX and Amazon Chime SDK Voice Connector.

ac

®

SRD | All

{3 TOPOLOGY VIEW

SIGNALING & MEDIA

I CORE ENTITIES

SRDs (1)

SIP Interfaces (2)
Media Realms (2)
Proxy Sets (2)

CODERS & PROFILES

:

O Entity, parameter, value

IP Groups (2)
v | _
m m Page 1 of1 Show 10 W records per page
SBC INBOUND QOUTBOUND
. P . MEDIA SIP GROUP CLASSIFY BY ~ MESSAGE MESSAGE
INDEX NAME SRD TYPE ?;\E_TV:T‘ON PROXYSE [P PROFILE REALM NAME PROXY SET MANIPULATI  MANIPULATI
T ON SET ON SET
30X G DefaultSRL  Server Not Configure 30X 3 30X_Realm Enable -1 1
DefaultSRL  Server Not Configure Amazon_Chirm  AmazonChime Amazon_Chinr Enable -1 2

1 Amazon_Chim

A

Figure 38: IP Group Table

Enter the name of the IP Groups for 3CX and associate Proxy Set, IP Profile, Media Realm,
SRD and the remaining parameters are set to default.

B iG]

GENERAL

Index

Name

Topology Location
Type

Proxy Set

IP Profile

Media Realm
Internal Media Realm
Contact User

SIP Group Name

#0 [DefaultSRD] A

SRD

. 30XG
Down v
Server v
. #0 [3CX] - | View
0| #1[3CK] v | View
-| #1 [3CX_Realm] v| View
v View

QUALITY OF EXPERIENCE

QoE Profile

Bandwidth Profile

User Voice Quality Report Disable
MESSAGE MANIPULATION
Inbound Message Manipulation Set -1

Outbound Message Manipulation Set .1
Message Manipulation User-Defined String 1
Message Manipulation User-Defined String 2

Proxy Keep-Alive using IP Group settings Disable

Cancel [EURY

v View

v View

Figure 39: IP Group Table for 3CX
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Created By Routing Server

Used By Routing Server

Proxy Set Connectivity

SBC GENERAL

Classify By Proxy Set
Validate Source IP

SBC Operation Mode
SBC Client Forking Mode
CAC Profile

SIP Source Host Name

ADVANCED

Not Used

Enable

Disable

Not Configured

Sequential

v View

SBC REGISTRATION AND AUTHENTICATION

Max. Number of Registered Users
Registration Mode

Dedicated Connection Mode
User Stickiness

User UDP Port Assignment
Authentication Mode
Authentication Method List
SBC Server Authentication Type
OAuth HTTP Service

Username As Client

Password As Client

Username As Server

Cancel

-1
User Initiates Registration
Disable
Disable
Disable

User Authenticates

According to Global Parameter

v | View

UUI Format

Always Use Src Address

SBC ADVANCED

Source URI Input

Destination URI Input

SIP Connect

SBC PSAP Mode

Route Using Request URI Port
Media TLS Context

Keep Original Call-ID

Dial Plan

Call Setup Rules Set ID

Tags

Figure 40: IP Group table for 3CX Continuation

Disable

No

No

Disable

Disable

#0 [default]

v  View

v  View

GATEWAY

SIP Re-Routing Mode

Always Use Route Table

GW GROUP STATUS

GW Group Registered IP Address

GW Group Registered Status

Cancel [C\HZRE

Figure 41: IP Group Table for 3CX Continuation
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[3CX 1G]

SBC PSAP Mode Disable v GW Group Registered Status
Route Using Request URI Port Disable v
Media TLS Context #0 [default] v | View
Keep Original Call-ID No v
Dial Plan - v | View
Call Setup Rules Set ID -1
Tags
SBC Alternative Routing Reasons Set - v  View
Teams Local Media Optimization Handling None v
Teams Local Media Optimization Initial Behavior DirectMedia v
Teams Local Media Optimization Site
Teams Direct Routing Mode Disable v
Metering Remote Type Regular v
Report Metering Enable v
Cancel

Figure 42: IP Group Table for 3CX Continuation

Enter the name of the IP Groups for Amazon Chime SDK Voice Connector and associate SRD,
Proxy Set, IP Profile, Media Realm and the remaining parameters are set to default.

[Amazon_Chime_IG]

SRD #0 [DefaultSRD] v |

GENERAL QUALITY OF EXPERIENCE
Index QoE Profile -~ v View
Name e Amazon_Chime_IG Bandwidth Profile - v  View
Topology Location * Up v User Voice Quality Report Disable v
Type Server v
Proxy Set . #1 [Amazon_Chime] v |V‘9W MESSAGE MANIPULATION

EITAr i . or] View
IP Profile . I 2 [AmazonChimeVoiceConnector] - Inbound Message Manipulation Set K
Media Realm . #0 [Amazon_Chime_Realm] A l View Outbound Message Manipulation Set o 2
Internal Media Realm v | View Message Manipulation User-Defined String 1
Contact User Message Manipulation User-Defined String 2
SIP Group Name e df Proxy Keep-Alive using IP Group settings e Enable v

Cancel EVENE

Figure 43: IP Group Table for Amazon Chime SDK Voice Connector
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Created By Routing Server

Used By Routing Server

Proxy Set Connectivity

SBC GENERAL

Classify By Proxy Set
Validate Source IP

SBC Operation Mode
SBC Client Forking Mode
CAC Profile

SIP Source Host Name

ADVANCED

Not Used

Enable
Disable
Not Configured

Sequential

-

View

SBC REGISTRATION AND AUTHENTICATION

Max. Number of Registered Users
Registration Mode

Dedicated Connection Mode
User Stickiness

User UDP Port Assignment
Authentication Mode
Authentication Method List
SBC Server Authentication Type
OAuth HTTP Service

Username As Client

Password As Client

Username As Server

Cancel [G\HZRE

B

User Initiates Registration

Disable

Disable

Disable

User Authenticates

According to Global Parameter

v | View

Figure 44: IP Group Table for Amazon Chime SDK Voice Connector Continuation

[Amazon_Chime_IG]

Local Host Name

UUI Format

Always Use Src Address

SBC ADVANCED

Source URI Input

Destination URI Input

SIP Connect

SBC PSAP Mode

Route Using Request URI Port

Media TLS Context

Keep Original Call-ID

Dial Plan

Disable

No

No

Disable

Disable

#0 [default]

v

-

View

View

Username As Server

Password As Server

GATEWAY

SIP Re-Routing Mode

Always Use Route Table

GW GROUP STATUS

GW Group Registered IP Address

GW Group Registered Status

Cancel [EIYZRE

Figure 45: IP Group Table for Amazon Chime SDK Voice Connector Continuation
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[Amazon_Chime_IG]

SBC PSAP Mode Disable ~ GW Group Registered Status NA
Route Using Request URI Port Disable v
Media TLS Context #0 [default] v | View
Keep Original Call-ID No v
Dial Plan - v | View

Call Setup Rules Set ID -1

Tags

SBC Alternative Routing Reasons Set - ¥  View
Teams Local Media Optimization Handling None v
Teams Local Media Optimization Initial Behavior DirectMedia v

Teams Local Media Optimization Site

Teams Direct Routing Mode Disable v
Metering Remote Type Regular v
Report Metering Enable v

Cancel [AYYRE

Figure 46: IP Group Table for Amazon Chime SDK Voice Connector Continuation

4.3.7 Coder Groups configuration

Navigate to SETUP and select SIGNALING & MEDIA. Expand CODERS & PROFILES and select
Coder Groups. G711 U-law is configured in Coder Groups.

ac SIGNALING & MEDIA O Entity, parameter, value
® SRD Al v
£} TOPOLOGY VIEW @ Coders Group [#0] > Coders Table
‘CORE ENTITIES N
| CODERS & PROFILES. iV | Coder Name Packetization Time Rate Payload Type Silence Suppression Coder Specific
G.711U-law v 20 v 64 v Disabled v
IP Profiles (3)
~ v ~ v
Tel Profiles (0)
~ v v v
Coder Settings <1 [ - | - [ <]
Coders Groues (1) M N i i ¥ [ ~]
Allowed Audio Coders Groups (1) ~| | v | v | v |
Allowed Video Coders Groups (0) ~ ~ ~ v
SBC A ~ v ~ v
v v v v
GATEWAY A ~E N = = =
SIP DEFINITIONS A
MESSAGE MANIPULATION A
MEDIA
INTRUSION DETECTION ~ Cancel

Figure 47: Coder Groups
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4.3.8 IP Profile Configuration

Navigate to SETUP and select SIGNALING & MEDIA. Expand CODERS & PROFILES and select
IP Profiles. Two IP Profiles are created, one for 3CX and other for Amazon Chime SDK Voice
Connector.

ac SIGNALING & MEDIA O Entity, parameter, value

@ SRD Al v

{2} TOPOLOGY VIEW IP Profiles (2)
CORE ENTITIES ~

{al
[ cd |
CODERS & PROFILES v
INDEX NAME PROFILE PREFERENCE
IP Profiles (2)
1

1 3
Tel Profiles (0) |

al

Page of1 Show v records per page

2 AmazonChimeVoiceConnector 1

Coder Settings

Figure 48: IP Profiles

In the IP Profile for 3CX, select Session Expire Mode as Supported, SBC Media Security Mode
as Not Secured and Extension Coder Group is associated appropriately.

GENERAL SBC SIGNALING
Index PRACK Mode Transparent v
Name e 3CX P-Asserted-Identity Header Mode Asls v
Created by Routing Server No Diversion Header Mode Asls v
Used By Routing Server Not Used v History-Info Header Mode Asls v
Session Expires Mode o |Supported v
MEDIA SECURITY SIP UPDATE Support Supported v
SBC Media Security Mode « |Not Secured v Remote re-INVITE Supported h
Gateway Media Security Mode Preferable v Remote Delayed Offer Support Supported v
Symmetric MKI Disable v MSRP re-INVITE/UPDATE Supported v
MKI Size 0 MSRP Offer Setup Role ActPass v
SBC Enforce MKI Size Don't enforce v MSRP Empty Message Format Default v
SBC Media Security Method SDES v Remote Representation Mode According to Operation Mode v
Reset SRTP Upon Re-key Disable v Keep Incoming Via Headers According to Operation Mode v
Cancel

Figure 49: IP Profile for 3CX
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Generate SRTP Keys Mode

Only If Required

SBC Remove Crypto Lifetime in SDP No

SBC Remove Unknown Crypto No

Crypto Suites Group -
Encryption on RTCP Packets Asls

SBC EARLY MEDIA

Remote Early Media Supported
Remote Multiple 18x Supported
Remote Early Media Response Type Transparent

Remote Multiple Early Dialogs
Remote Multiple Answers Mode
Remote Early Media RTP Detection Mode

Remote RFC 3960 Support

According to Operation Mode
Disable
By Signaling

Not Supported

- Keep Incoming Routing Headers According to Operation Mode v
- Keep User-Agent Header According to Operation Mode v
- Handle X-Detect No v
- | View ISUP Body Handling Transparent v
ISUP Variant Itug2 v
v
Max Call Duration [min] (4]
SBC REGISTRATION
v
User Registration Time 0
v
NAT UDP Registration Time -1
v
NAT TCP Registration Time -1
v
v
SBC FORWARD AND TRANSFER
v
v Remote REFER Mode Regular ~

Cancel [EVZYRG

Remote Can Play Ringback

Generate RTP

SBC MEDIA

Mediation Mode

Figure 50: IP Profile for 3CX Continuation

RTP Mediation

Extension Coders Group .

#0 [AudioCodersGroups_0]

Allowed Audio Coders
Allowed Coders Mode
Allowed Video Coders
Allowed Media Types

Direct Media Tag

RFC 2833 Mode

RFC 2833 DTMF Payload Type

Alternative DTMF Method

Restriction

Asls

Asls

v Remote Replaces Mode Standard v
v Play RBT To Transferee No v
Remote 3xx Mode Transparent v
SBCHOLD
v
v | View Remote Hold Format Transparent v
v View Reliable Held Tone Source Yes v
Play Held Tone No v
~
v  View
SBC FAX
Fax Coders Group - v  View
v Fax Mode Asls v
Fax Offer Mode All coders v
v Fax Answer Mode Single coder v

Cancel QEAZYNG

Figure 51:

IP Profile for 3CX Continuation
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Send Multiple DTMF Methods
Receive Multiple DTMF Methods
Adapt RFC2833 BW to Voice coder BW
SDP Ptime Answer

Preferred PTime

Use Silence Suppression

RTP Redundancy Mode

RTCP Mode

Jitter Compensation

ICE Mode

SDP Handle RTCP

RTCP Mux

RTCP Feedback

Re-number MID

Disable
Disable
Disabled

Remote Answer

Transparent
Asls

Generate Always
Disable

Disable

Don't Care

Not Supported
Feedback Off

Disable

v Remote Renegotiate on Fax Detection | Transparent v

v Fax Rerouting Mode
v
v MEDIA

Broken Connection Mode

M Media IP Version Preference
h RTP Redundancy Depth
v
v GATEWAY
v
Early Media
v
Early 183
v
Early Answer Timeout [sec]
v
Profile Preference
v

Coders Group

Cancel

Disable v
Disconnect v
Only IPv4 v
Disable v

Disable v
Disable v
0
1

#0 [AudioCodersGroups_0] ¥ | View

Voice Quality Enhancement

Max Opus Bandwidth
Generate No-Op Packets

SBC Multiple Coders

SBC Allow Only Negotiated PT

Remove CSRC

QUALITY OF SERVICE

RTP IP DiffServ 46
Signaling DiffServ 24
Data DiffServ 0

JITTER BUFFER

Figure 52: IP Profile for 3CX Continuation

Disable

Disable
Not Supported
Disable

Disable

Dynamic Jitter Buffer Minimum Delay [msec]| 10

v
Play RB Tone to IP Enable v
Progress Indicator to IP PI=8 v
v
Hold Enable v
v
Add IE In Setup
v
QSIG Tunneling Disable v
v
Copy Destination Number to Redirect Number Disable v
Number of Calls Limit -1
GATEWAY DTMF
Is DTMF Used Disable v
First Tx DTMF Option RFC 2833 v
Second Tx DTMF Option v
Rx DTMF Option Supported v
Cancel [LVLZRNG

Figure 53: IP Profile for 3CX Continuation
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CNG Detector Mode Disable

ANSWER MACHINE DETECTION

VOICE
Vxx Modem Transport Type Enable Bypass
Echo Canceler Line NSE Mode Disable
Input Gain (-32 to 31 dB) 0
Voice Volume (-32 to 31 dB) 0

AMD Mode Don't Disconnect
AMD Sensitivity Parameter Suite 0

AMD Sensitivity Level 8

AMD Max Greeting Time 300

AMD Max Post Silence Greeting Time | 400

LOCAL TONES
Local Ringback Tone Index -1
Local Held Tone Index -1

Cancel

Figure 54: IP Profile for 3CX Continuation

In the IP profile for Amazon Chime SDK Voice Connector Extension Coder Group is associated
appropriately.

[AmazonChimeVoiceConnecto

GENERAL

Index
Name
Created by Routing Server

Used By Routing Server

MEDIA SECURITY

SBC Media Security Mode
Gateway Media Security Mode
Symmetric MKI

MKI Size

SBC Enforce MKI Size

SBC Media Security Method

Reset SRTP Upon Re-key

* | AmazonChimeVoiceCannector

Not Used

e Not Secured

Preferable

Disable

Don't enforce

SDES

Disable

SBC SIGNALING

PRACK Mode
P-Asserted-Identity Header Mode
Diversion Header Mode
History-Info Header Mode
Session Expires Mode

SIP UPDATE Support

Remote re-INVITE

Remote Delayed Offer Support
MSRP re-INVITE/UPDATE

MSRP Offer Setup Role

MSRP Empty Message Format
Remote Representation Mode

Keep Incoming Via Headers

Cancel QEZYRG

Transparent
Asls

Asls

Asls
Transparent
Supported
Supported
Supported
Supported
ActPass
Default
According to Operation Mode

According to Operation Mode

Figure 55: IP Profiles for Amazon Chime SDK Voice Connector
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[AmazonChimeVoiceConnector]

Generate SRTP Keys Mode

Only If Required

SBC Remove Crypto Lifetime in SDP No

SBC Remove Unknown Crypto No

Crypto Suites Group

Encryption on RTCP Packets

SBC EARLY MEDIA

Remote Early Media

Remote Multiple 18x

Remote Early Media Response Type
Remote Multiple Early Dialogs

Remote Multiple Answers Mode

Asls

Supported

Supported

Transparent

According to Operation Mode

Disable

Remote Early Media RTP Detection Mode By Signaling

Remote RFC 3960 Support

Not Supported

v | View

Keep Incoming Routing Headers

Keep User-Agent Header
Handle X-Detect

ISUP Body Handling
ISUP Variant

Max Call Duration [min]

SBC REGISTRATION

User Registration Time

NAT UDP Registration Time

NAT TCP Registration Time

SBC FORWARD AND TRANSFER

Remote REFER Mode

Cancel QEZYNG

According to Operation Mode v
According to Operation Mode v
No v
Transparent v
1tu92 v
0
0
-1
1
Regular v

Figure 56: IP Profiles for Amazon Chime SDK Voice Connector Continuation

[AmazonChimeVoiceConnecto

Remote Can Play Ringback

Generate RTP

SBC MEDIA

Mediation Mode

Extension Coders Group

Allowed Audio Coders

RTP Mediation

. #0 [AudioCodersGroups_0]

v | View

Allowed Coders Mode Restriction
Allowed Video Coders -
Allowed Media Types

Direct Media Tag

RFC 2833 Mode Asls

RFC 2833 DTMF Payload Type 0
Alternative DTMF Method Asls

v | View

v  View

Remote Replaces Mode
Play RBT To Transferee

Remote 3xx Mode

SBC HOLD

Remote Hold Format
Reliable Held Tone Source

Play Held Tone

SBC FAX

Fax Coders Group
Fax Mode
Fax Offer Mode

Fax Answer Mode

Cancel

Standard v
No v
Transparent v
Transparent v
Yes v
No v
v  View

Asls v

All coders v

Single coder v

Figure 57: IP Profile for Amazon Chime SDK Voice Connector Continuation
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[AmazonChimeVoiceConnectol

Send Multiple DTMF Methods
Receive Multiple DTMF Methods
Adapt RFC2833 BW to Voice coder BW
SDP Ptime Answer

Preferred PTime

Use Silence Suppression

RTP Redundancy Mode

RTCP Mode

Jitter Compensation

ICE Mode

SDP Handle RTCP

RTCP Mux

RTCP Feedback

Re-number MID

Disable
Disable
Disabled

Remote Answer

Transparent
Asls

Generate Always
Disable

Disable

Don't Care

Not Supported
Feedback Off

Disable

~ Remote Renegotiate on Fax Detection | Transparent ~
v Fax Rerouting Mode Disable v
v

v MEDIA

Broken Connection Mode

h Media IP Version Preference
v RTP Redundancy Depth
v
v GATEWAY
v
Early Media
v
Early 183
v
Early Answer Timeout [sec]
v
Profile Preference
v

Coders Group

Cancel QEZYRG

Disconnect v

Only IPv4 v

Disable ™
Disable v
Disable v
[}

#0 [AudioCodersGroups_0] ¥  View

Figure 58: IP Profile for Amazon Chime SDK Voice Connector Continuation

[AmazonChimeVoiceConnecto

Voice Quality Enhancement
Max Opus Bandwidth
Generate No-Op Packets

SBC Multiple Coders

SBC Allow Only Negotiated PT

Remove CSRC

QUALITY OF SERVICE

RTP IP DiffServ 46
Signaling DiffServ 24
Data DiffServ 0

JITTER BUFFER

Disable

Disable
Not Supported
Disable

Disable

Dynamic Jitter Buffer Minimum Delay [msec] 10

v
Play RB Tone to IP Enable v
Progress Indicator to IP PI=8 v
v
Hold Enable v
v
Add IE In Setup
v
QSIG Tunneling Disable v
v
Copy Destination Number to Redirect Number Disable v
Number of Calls Limit -1
GATEWAY DTMF
Is DTMF Used Disable ™
First Tx DTMF Option RFC 2833 hd
Second Tx DTMF Option v
Rx DTMF Option Supported v
Cancel [LVGYNG

Figure 59: IP Profiles for Amazon Chime SDK Voice Connector Continuation
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s [AmazonChimeVoiceConnector]

CNG Detector Mode Disable v
VOICE

Vxx Modem Transport Type Enable Bypass v
Echo Canceler Line v NSE Mode Disable -
Input Gain (-32 to 31 dB) [1]
Voice Volume (-32 to 31 dB) o ANSWER MACHINE DETECTION

AMD Mode Don't Disconnect v

AMD Sensitivity Parameter Suite 0

AMD Sensitivity Level 8

AMD Max Greeting Time 300

AMD Max Post Silence Greeting Time | 400

LOCAL TONES
Local Ringback Tone Index -1
Local Held Tone Index -1

Cancel [E\GZRE

Figure 60: IP Profiles for Amazon Chime SDK Voice Connector Continuation

4.3.9 IP-to-IP Routing

Navigate to SETUP and select SIGNALING & MEDIA. Expand SBC and select IP-to-IP Routing
under Routing. Routing rules are defined for forwarding SIP messages based on IP Groups from
source to destination.

ac SIGNALING & MEDIA O Entity, parameter, value

@ SRD Al v

{2} TOPOLOGY VIEW IP-to-IP Routing (2)
CORE ENTITIES ~
[+ new ] ean | s @ Page 1 off - - Show 10 recordsper page 5
CODERS & PROFILES ~
ALTERNATIV SOURCE DESTINATIO DESTINATIO
| SBC v ‘ INDEX  NAME ROUTING Eﬁomé SOURCE IP REQUEST "Jém:-ne N DESTINATIO  DESTINATIO o - DESTINATIO
AN POLICY OF‘TIL-TJ% GROUP TYPE FJ‘»;TI'FFAN\ USERNAME N TYPE N IP GROUP \fJ')fFRF'(" N ADDRESS
! ACE
Classification (2) PATTERN
v 3 30X to Amazo:  Default SBCR« Route Row 3CXIG All * * IP Group Amazon_Chim Amazon_Chim
SBC Routing Policies (1) 4 AmazonChime Default SBCRe Route Row Amazon_Chir Al * * IP Group ICX_IG acx
IP-to-IP Routing (2)
Alternative Reasons Set (0)
IP Group Set (0)

Figure 61: IP-to-IP Routing
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IP to IP routing from 3CX to Amazon Chime SDK Voice Connector.

0 AmazonChime]
GENERAL ACTION
Index Destination Type IP Group v
Name e 3CXto AmazonChime Destination IP Group . #1 [Amazon_Chime_IG] v | View
Alternative Route Options Route Row v Destination SIP Interface . #1 [Amazon_Chime] - |View
Destination Address
LB Destination Port 0
Source IP Group . #0 [3CXG] v | View Destination Transport Type v
Request Type All v IP Group Set - v  View
Source Username Pattern * Call Setup Rules Set ID -1
Source Host * Group Policy Sequential v
Source Tag Cost Group - w  View
Destination Username Pattern * Routing Tag Name default
Destination Host * Internal Action Editor
Destination Tag Modified Destination User Name
Cancel

Figure 62: IP-to-IP Routing from 3CX to Amazon Chime SDK Voice Connector

IP to IP routing from Amazon Chime SDK Voice Connector to 3CX.

GENERAL ACTION
Index Destination Type IP Group v
Name * AmazonChime to 3CX Destination IP Group . #0 [30XIG] v | View
Alternative Route Options Route Row v Destination SIP Interface . #3[3CX] v | View
Destination Address

A Destination Port 0
Source IP Group . #1 [Amazon_Chime_IG] v | View Destination Transport Type v
Request Type All v IP Group Set - v | View
Source Username Pattern * Call Setup Rules Set ID -1
Source Host * Group Policy Sequential v
Source Tag Cost Group - v  View
Destination Username Pattern * Routing Tag Name default
Destination Host * Internal Action Editor
Destination Tag Medified Destination User Name

Cancel

Figure 63: IP-to-IP Routing from Amazon Chime SDK Voice Connector to 3CX
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4.3.10 TLS Configuration

TLS is configured between AudioCodes SBC and Amazon Chime SDK Voice Connector. Navigate

to SETUP and select IP NETWORK. Expand SECURITY and click on TLS Contexts.

ac IP NETWORK

®

SRD Al

{2 NETWORK VIEW

CORE ENTITIES

~

SECURITY A¥4
%I

SNI-to-TLS Context Mapping (0)
Firewall (0)

Security Settings

O Enuty, parameter, value

TLS Contexts (3)

[+ New | i Page1  of1 Show 10 v records per page

INDEX NAME TLS VERSION DTLS VERSION CIPHER SERVER
| 3 AmazonChimaSDKVaiceConnector TLSv1.2 DTLSV1.0 and DTLSv1.2 DEFAULT

Figure 64: TLS Contexts

[AmazonChimeSDKVoiceConnector]

GENERAL

Index

Name

TLS Version

DTLS Version

Cipher Server

Cipher Client

Cipher Server TLS 1.3
Cipher Client TLS 1.3

Key Exchange Groups

Strict Certificate Extension Validation

DH key Size

TLS Renegotiation

®  AmazonChimeSDKVoiceConnector

e TLSv1.2 v
DTLSV1.0 and DTLSV1.2 v
DEFAULT
DEFAULT

TLS_AES_256_GCM_SHA384:TLS_CHACHAZ20_POL

TLS_AES_256_GCM_SHA384.TLS_CHACHA20_POL

X25519:P-256:P-384:X448

Disable v
2048 v
Enable v

QOCspP

OCSP Server

OCSP Interface
Primary OCSP Server
Secondary OCSP Server
OCSP Port

OCSP Default Response

Cancel QEZYNG

Disable

0.0.0.0

0.0.0.0

2560

Reject

v | View

Figure 65: TLS Context for Amazon Chime SDK Voice Connector

Amazon Web Services




Amazon Trust Root Certificate is to be installed in the Trusted Root Certificates list under TLS
Context. In the TLS Context page, select the TLS Context for Amazon Chime SDK Voice
Connector and click Trusted Root Certificates link located in the bottom. Click on Import
button and select the certificate file.

ac IP NETWORK O Entnty, parameter, value

® SRD | Al v

{2+ NETWORK VIEW I@ TLS Context [#3] > Trusted Root Certificates |

SECURITY v
INDEX SUBJECT ISSUER EXPIRES
TLS Contexts (3) 5 7
,

SNI-to-TLS Context Mapping (0)
Firewall (0)

CORE ENTITIES A

Ar
2 Ar

Security Settings
y g 3 A

Figure 66: Trusted Root Certificate Import option

Amazon Chime SDK Voice Connector Root Certificate can be downloaded from Amazon Chime
SDK Voice Connector account. Generate Self-signed certificate for the created TLS context. To
configure media security, navigate to SETUP and select SIGNALING & MEDIA. Expand MEDIA
and click on Media Security. Under General section, set Media Security as Enable.

ac SIGNALING & MEDIA 0O Entny, parameter, value
@ SRD  All v
Media Security
{it TOPOLOGY VIEW
~
CORE ENTITIES GENERAL AUTHENTICATION & ENCRYPTION
CODERS & PROFILES ~
SBC ~
Media Security Behavior Preferable v Encryption on Transmitted RTP Packets Active v
GATEWAY A~
! Offered SRTP Cipher Suites All v Encryption on Transmitted RTCP Packets Active ~
A
SIF DEFINITIONS SRTP Tunneling Authentication for RTP Disable v
TGN & MASTER KEY IDENTIFIER SRTP Tunneling Authentication for RTCP Disable hd
MEDIA v
Master Key Identifier (MKI) Size 1]
CE GATEWAY SETTINGS
SBC Crypto Suite Groups (0) Symmetric MKI Disable v
RTP/RTCP Settings Enable Rekey After 181 Disable v
Voice Settings
Fax/Modem/CID Settings
Media Settings
DSP Settings cancel  [EENS

Figure 67: Media Security
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In the IP Profile for Amazon Chime SDK Voice Connector SBC Media Security Mode must be

set to Secured.

[AmazonChimeVoiceConnector]

GENERAL

Index
Name
Created by Routing Server

Used By Routing Server

MEDIA SECURITY

SBC Media Security Mode
Gateway Media Security Mode
Symmetric MKI

MKI Size

SBC Enforce MKI Size

SBC Media Security Method

Reset SRTP Upon Re-key

* AmazonChimeVoiceConnector

Not Used

~

» | Secured v
Preferable v
Disable ~
o]
Don't enforce v
SDES v
Disable ~

SBC SIGNALING

PRACK Mode
P-Asserted-ldentity Header Mode
Diversion Header Mode
History-Info Header Mode
Session Expires Mode

SIP UPDATE Support

Remote re-INVITE

Remote Delayed Offer Support
MSRP re-INVITE/UPDATE

MSRP Offer Setup Role

MSRP Empty Message Format
Remote Representation Mode

Keep Incoming Via Headers

Cancel QEAZING

Transparent v
Asls v
Asls v
Asls v
Transparent v
Supported v
Supported v
Supported v
Supported v
ActPass v
Default v
According to Operation Mode ~
According to Operation Mode ~

4.3.11 Message Manipulation configuration

Figure 68: SBC Media Security Mode configuration in IP Profile

SIP message manipulation rules are created to modify SIP headers for each IP entity based on
manipulation sets enabled in IP Groups. The following are the message manipulation created for
interoperability between 3CX and Amazon Chime SDK Voice Connector.
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pulations [Option_to 3CX]

Below manipulation is created to modify Host value of “To” header with the Destination IP
address in the OPTIONS request that is sent towards 3CX.

GENERAL ACTION

Index Action Subject e Header.to.URL.Host Editor
Name @ Option_to_3CX Action Type *  Modify v
Manipulation Set ID e 1 Action Value e Param.Message.Address.Dst.IP Editor
Row Role Use Current Condition v

MATCH

Message Type e Options Editor

Condition Editor

Figure 69: OPTIONS TO header 3CX

Below manipulation is created to modify Host value of “To” header with the Destination IP
address in the OPTIONS request that is sent towards the Amazon Chime SDK Voice Connector.

pulations [Options_To AmazonChimeV(]

GENERAL ACTION

Index Action Subject e Header.to.URL.Host Editor
Name e Options_To_AmazonChimeVC Action Type *  Modify v
Manipulation Set ID e 2 Action Value e Param.Message.Address.Dst.IP Editor
Row Role Use Current Condition ~

MATCH

Message Type « Options Editor

Condition Editor

Figure 70: OPTIONS TO header Amazon Chime SDK Voice Connector
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Below manipulation is created to modify Host value of “From” header with the LAN IP address,
when AudioCodes sends a request towards 3CX.

ns [FROM header to 3CX]

GENERAL ACTION

Index Action Subject ® | Header.From.URL.Host Editor
Name s FROM header to 3CX Action Type *  Modify hd
Manipulation Set ID e 1 Action Value « '10.64. Editor
Row Role Use Current Condition v

MATCH

Message Type « | Any.Request Editor

Condition Editor

Cancel LYY

Figure 71: FROM header host modification towards 3CX

Below manipulation is created to modify Host value of “"From” header with the WAN IP address,
when AudioCodes sends a request towards the Amazon Chime SDK Voice Connector.

ations [FROM header to AmazonChimeV(C]

GENERAL ACTION

Index Action Subject e Header.From.URL.Host Editor
Name e FROM header to AmazonChimeVc Action Type « | Modify ~
Manipulation Set ID . 2 Action Value * '192.65 ] Editor
Row Role Use Current Condition ~

MATCH

Message Type * Any.Request Editor

Condition Editor

Cancel APPLY

Figure 72: FROM header host modification towards Amazon Chime SDK Voice Connector
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Below manipulation is created to modify Host value of “PAI" header with the WAN IP address,
when AudioCodes sends INVITE request towards the Amazon Chime SDK Voice Connector.

15 [PAl header to AmazonChimeV(C]

GENERAL ACTION

Index Action Subject s | Header.P-Asserted-Identity. URL. Host Editor
Name s PAl header to AmazonChimeVC Action Type s  Modify v
Manipulation Set ID . 2 Action Value s | '192.65 Editor
Row Role Use Current Condition hd

MATCH

Message Type o | Invite Request Editor

Condition Editor

Cancel APPLY

Figure 73: PAIl header host modification towards Amazon Chime SDK Voice Connector

Below manipulation is created to modify Host value of “To” header in response to BYE that is
sent towards the Amazon Chime SDK Voice Connector.

ulations [Bye response to AmazonChimeV(]

GENERAL ACTION

Index Action Subject o Header.to.URL.Host Editor
Name » Bye response to AmazonChimeVC Action Type e Modify v
Manipulation Set ID . 2 Action Value e '192.65. Editor
Row Role Use Current Condition v

MATCH

Message Type e | bye.Response Editor

Condition Editor

Cancel [REYRNE

Figure 74: BYE response host modification towards Amazon Chime SDK Voice Connector
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Below manipulation is created to modify Session refresher value from UAC to UAS in the INVITE
requests that is sent towards 3CX.

ns [Session Refresher set to UAS]

GENERAL ACTION

Index Action Subject o | Header.Session-Expires.Refresher Editor
Name e | Session Refresher set to UAS Action Type o Modify v
Manipulation Set ID o1 Action Value o 2 Editor
Row Role Use Current Condition v

MATCH

Message Type e | Invite.Request Editor

Condition Editor

Figure 75: Session Refresher modification towards 3CX
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