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About this Guide 

This guide walks you through the process of deploying Amazon WorkSpaces in a one-

way trust domain environment with an account and a resource domain configuration. 

Specifically, you learn how to set up separate identity and resource Active Directory 

domains using a one-way domain trust and configure AWS Directory Service for 

Microsoft Active Directory to integrate into the environment and ensure that user 

accounts are available from the account domain.  
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Introduction 

Amazon WorkSpaces can be integrated with a range of Active Directory Service 

configuration scenarios. This guide walks you through the process of deploying Amazon 

WorkSpaces in a one-way trust domain environment with an account and a resource 

domain configuration. An account/resource configuration consists of two Microsoft 

Active Directories with a configured Active Directory Trust. 

An account domain is an Active Directory domain set up to manage user accounts. A 

resource domain is used to enhance security, or make the Active Directory structure 

more logical or manageable. There are Active Directory deployments in which all 

desktop, or desktop-as-a-service, computers are grouped into a dedicated resource 

domain. Resource domains are useful when you treat them as management domains. 

A one-way trust is a unidirectional authentication path created between two domains 

(trust flows in one direction, and access flows in the other). With a one-way trust 

relationship, the Resource domain (trusting) makes its resources available to users in 

the Account domain (trusted). This means that in a one-way trust between a trusted 

domain and a trusting domain, users or computers in the trusted domain can access 

resources in the trusting domain. However, users in the trusting domain cannot access 

resources in the trusted domain. 

Consider the following scenarios which benefit from using account and resource 

domains with configured trusts:  

Isolating resources for external management: This scenario allows users to maintain 

their Active Directory (AD) credentials. For example, customers can work with a Partner 

organization to manage their Amazon WorkSpaces using AD Group Policies; while not 

relinquishing control or granting access into the corporate AD account domain.  

As an additional example, customers can extend access to their partner managed 

resources, and have contractors or external providers have user accounts in their 

resource domain. This configuration allows collaboration while reducing the security 

impact of allowing third party access to the corporate account domain.  

Isolating resources for collaborative projects or short term projects: This scenario 

allows users to isolate resources in a separate Active Directory that can have a different 

level of security controls than their existing account domain.  

Customers can create new Active Directory user accounts for collaborative projects. 

The associated AD Computer Objects can be isolated from existing Group Policy 
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Objects (GPOs) linked to the Organizational Units (OUs), and domain policies linked 

with the default account domain. This can reduce the potential impact of entangling 

GPO policies for divestitures, or other short term projects.  

The following sections provide details about how to configure Account and Resource 

domains with Amazon WorkSpaces, explains how the Active Directory Connectors are 

set, and describes design considerations when selecting one-way or two-trusts. 

Estimate Your Costs 

The total cost for setting up your one-way trust with Amazon WorkSpaces varies 

depending on several factors, including the following:  

• The AWS Directory Service for Microsoft Active Directory edition (Standard or 

Enterprise) 

• Additional Microsoft Active Directory domain controllers deployed as part of the 

deployment.  

Note: The default Microsoft Active Directory deployment includes two domain 

controllers for high availability (ex. the instance size, storage choice, and 

redundancy chosen for the Amazon Elasticsearch Service domain) 

• Microsoft Active Directory directory sharing with other AWS accounts 

This tutorial uses the AWS Directory Service for Microsoft Active Directory Standard 

Edition.  

It costs approximately $0.48 to complete the tutorial if you use the default configuration 

recommended in this guide. This estimate assumes that the infrastructure you create 

during the tutorial is running for 4 hours The cost estimate is based on the AWS 

Directory Service pricing for US East N. Virginia. A breakdown of the services used and 

their associated costs is provided in the following section. 

Services Used and Costs 

AWS pricing is based on your usage of each individual service. The total combined 

usage of each service creates your monthly bill. For this tutorial, you are charged for the 

use of AWS Directory Service and Amazon WorkSpaces. 

https://aws.amazon.com/directoryservice/pricing/
https://aws.amazon.com/directoryservice/pricing/
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Amazon WorkSpaces 

Description: Amazon WorkSpaces is a fully managed, secure desktop computing 

service which runs on the AWS Cloud. Amazon WorkSpaces allows you to easily 

provision cloud-based virtual desktops and provide your users access to the 

documents, applications, and resources they need from any supported device, including 

Windows, Linux, and Mac computers, Chromebooks, iPads, Kindle Fire tablets, and 

Android tablets. 

How Pricing Works: With Amazon WorkSpaces, you pay only for the Amazon 

WorkSpaces you launch. There is no up-front commitment and you can delete Amazon 

WorkSpaces at any time. 

Amazon WorkSpaces provides the flexibility to pay monthly or hourly. With monthly 

billing, you pay a fixed monthly fee for unlimited usage during the month. With hourly 

billing you pay a small fixed monthly fee per Amazon WorkSpace to cover infrastructure 

costs and storage, and a low hourly rate for each hour the Amazon WorkSpace is used 

during the month. 

There are different bundles to choose from – Value, Standard, Performance, Power, 

PowerPro, Graphics and GraphicsPro. Pricing includes compute, storage, software, and 

bandwidth between your Amazon WorkSpace and your Amazon WorkSpaces client 

application. Accessing the public Internet from your Amazon WorkSpace is charged 

separately at current rates, published in the “Data Transfer” section here. Please visit 

the Amazon WorkSpaces pricing page for more information. 

Example: In this project, you create two Amazon WorkSpaces, using the Standard and 

Performance bundles, paying hourly or monthly. In the US East (N. Virginia) Region, the 

hourly price for the Standard bundle is $0.30 plus a $7.25 monthly fee. The hourly price 

for the Performance bundle is $0.47 plus a $7.25 monthly fee. Assuming that your 

Amazon WorkSpaces run for a total of 4 hours during this project, the total cost would 

be $17.58. Should you choose to pay monthly instead, your total cost would be $78. 

Note: The monthly fee for Amazon WorkSpaces is prorated for the remainder of the first 

month of usage. The price listed is based on the Root and User Volume 80/10 option.  

AWS Directory Service 

Description: AWS Directory Service for Microsoft Active Directory, also known as AWS 

Managed Microsoft AD, enables your directory-aware workloads and AWS resources to 

use managed Active Directory in the AWS Cloud. AWS Managed Microsoft AD is built 

on actual Microsoft Active Directory and does not require you to synchronize or replicate 

https://aws.amazon.com/ec2/pricing/
https://aws.amazon.com/workspaces/pricing/
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data from your existing Active Directory to the cloud. You can use standard Active 

Directory administration tools and take advantage of built-in Active Directory features, 

such as Group Policy and single sign-on (SSO). With AWS Managed Microsoft AD, you 

can easily join Amazon EC2 and Amazon RDS for SQL Server instances to your 

domain, and use AWS Enterprise IT applications such as Amazon WorkSpaces with 

Active Directory users and groups.  

How Pricing Works: When you create and launch an AWS Directory Service managed 

directory, such as Microsoft Active Directory, you pay only for the type and size of 

directory you use. There is no up-front commitment and no minimum fee. You can 

delete your directories at any time. 

AWS Directory Service for Microsoft Active Directory Standard edition carries a charge 

of $0.12 per hour (in the US East (N. Virginia) Region). Simple AD and AD Connector 

are free for Amazon WorkSpaces customers. For more information, visit the AWS 

Directory Services pricing page. 

Example: In this project, you will create a single AWS Directory Service managed 

directory for Microsoft Active Directory (Standard edition) that will result in an estimate 

charge of $0.48. This estimate was made with the assumption that the directory is 

based in the US East (N. Virginia) Region where the hourly price for Microsoft AD is 

$0.12 for 4 hours. Note: Microsoft AD is eligible for a free trial, allowing you to use the 

service for free for 1500 hours. For more information about the free trial, visit the AWS 

Directory Services pricing page. 

Architecture 

This deployment configures a trust relationship between two Active Directory domains. 

In the following example configuration, the account domain is hosted in the customer’s 

corporate data center. The Amazon WorkSpaces are managed within a separate Active 

Directory, with users authenticating using their corporate AD credentials. 

https://aws.amazon.com/directoryservice/pricing/
https://aws.amazon.com/directoryservice/pricing/
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Figure 1: AWS Directory Service for Microsoft Active Directory, Shared Services VPC, and a 

one-way trust to Microsoft Active Directory on-premises 

Tutorial 

This section will walk you through the process a setting up a one-way transitive Active 

Directory trust for Amazon WorkSpaces. 

Prerequisites 

You must have the following components configured to complete this tutorial: 

• AWS Account 

• Active Directory (Identity Domain)  

• Active Directory (Resource Domain) (Computer objects) such as AWS Directory 

Service 

• Network connectivity between domains 

• Active Directory Conditional Forwarder 

• Determine AWS Region for Amazon WorkSpaces deployment (same as MAD). 

Note: Amazon WorkSpaces service is available in select AWS Regions; verify 

region availability before deployment. 

https://aws.amazon.com/directoryservice/
https://aws.amazon.com/directoryservice/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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Step 1: Configure Conditional Forwarders to Each 

Domain 

1. On the Microsoft Windows Domain Controller, open DNS Manager (Windows 

Key >Windows Administrative Tools > DNS). 

2. Right-click Conditional Forwarder and choose New Conditional Forwarder. 

3. Enter the DNS Domain Name and the IP Address of the DNS server in the 

Identity Domain. 

4. Click OK. 

5. Repeat steps 1 through 4 for the Identity Domain. Set the Conditional 

Forwarder IP Address to the Resource Domain for Step 3.  

Step 2: Configure Active Directory Domains and 

Trusts 

In this step, you establish a one-way incoming trust from the Resource Domain to the 

Identity Domain.  

1. In the Identity Domain, open Active Directory Domains and Trusts. 

2. Right-click the domain and choose Properties. 

3. Choose the Trusts tab, then choose New Trust. 

4. In the New Trust Wizard, choose Next. 

 

Figure 2: New Trust Wizard 

5. Enter the name of the resource domain (e.g. rdomain.infra) and choose Next. 
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6. For Trust Type, select Forest Trust and choose Next. 

 

Figure 3: Choose Forest Trust Type 

7. On the Direct of Trust page, select One-Way: Incoming and choose Next. 

 

Figure 4: Specify One-way: Incoming Trust 

8. On the Sides of Trust page, select Both this domain and the specified 

domain and choose Next. 

9. Enter the service account and password that will be used for the One-Way 

incoming Trust and choose Next. 

10. On the Trust Authentication page, select Forest-wide authentication and 

choose Next.  

11. Choose Next. 

12. On the Trust Creation Complete page, choose Next. 

13. Choose Yes, confirm the incoming trust and choose Next. 
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14. Completing the New Trust Wizard page, choose Finish. 

 

Figure 5: Completing New Trust Wizard 

You should now see a One-Way Trust listed on the Trust properties tab for each 

domain. 

Step 3: Configure the AD Connector 

1. Open the AWS Directory Service console and in the navigation pane, choose 

Directories and then choose Set up Directory. 

2. On the Select directory type page, choose AD Connector, and then choose 

Next. 

3. Choose AD Connector and choose Next. 

4. On the Enter AD Connector information page, provide the following 

information: 

o Directory size: Small 

o Directory description: WorkSpaces Lab ADC 

5. On the Choose VPC and subnets page, provide the following information and 

choose Next: 

o VPC: Select the same VPC that you use for WorkSpaces  

o Subnets: Choose the subnets for the domain controllers. These two 

subnets must be in different Availability Zones. 

6. On the Connect to AD page, enter the Active Directory information for the 

Identity Domain. Then, choose Next. 

https://console.aws.amazon.com/directoryservicev2/
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7. On the Review & create page, review the directory information and choose 

Create directory. 

8. Once the AD Connector status changes to Active, select the directory and 

choose Actions, Register. 

9. Select two subnets in two different availability zones. Select the preferred 

configuration options then choose Register. 

 

Figure 6: Register directory 

Step 4: Create the Computer Object in the Resource 

Domain 

1. Open the WorkSpaces console and in the navigation pane, choose Directories. 

2. Select the directory you created in Step 3 and choose Actions, then Update 

Details. 

https://console.aws.amazon.com/workspaces
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Figure 7: Update Details on Directories menu 

3. Expand Target Domain and Organizational Unit and choose List all OU. The 

OU selected for WorkSpaces Users during the AD Connector creation is listed.  

4. In the Selected OU field, insert the Canonical Name of the OU that will be used 

for the WorkSpaces Computer Objects. The following example shows an OU for 

Amazon WorkSpaces Active Directory Computer Objects that will be created in 

the resource domain.  

 

Figure 8: Target Domain and Organization Unit 

5. Choose Update and Exit. 
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Step 5: Test Launch a WorkSpace 

1. In the WorkSpaces console choose WorkSpaces. 

2. Choose Launch WorkSpaces 

3. On the Select a Directory page, choose the Identity Domain and then choose 

Next Step. 

4. On the Identify Users page, choose Show All Users. Select the User(s) from 

the Identity Domain list and choose Add Selected. Then, choose Next Step. 

5. For Bundle, select Standard with Windows 10 (PCoIP) or Performance with 

Windows 10 (PCoIP). 

6. Under the Assign WorkSpace Bundles, adjust the User Volume to 10GB and 

choose Next Step. 

7. Choose the running mode, choose the encryption settings, and configure any 

tags. When you are finished, choose Next Step.  

8. Choose Launch WorkSpaces.  

Note that it can take up to 20 minutes for the WorkSpaces to become available. 

The initial status of the WorkSpace is PENDING. When the launch is complete, 

the status is AVAILABLE. After the test WorkSpaces have been deployed you 

will see newly created Computer Objects in the Resource Domain OU. 

9. Repeat steps 1 – 8 to deploy a second Amazon WorkSpace (Standard or 

Performance) if desired.  

Step 6: Clean Up 

After completing this tutorial, you can keep your configuration running or clean up all 

resources. For pricing details on this configuration, see Estimate Your Costs. To delete 

the AWS resources that you created so that you no longer accrue charges, complete 

these steps: 

1. Shut down and terminate any launched Amazon WorkSpaces. 

2. Unregister the AD Connector.  

3. Delete the AD Connector. 

4. Delete the AWS Directory Service for Microsoft Active Directory instance.   

https://console.aws.amazon.com/workspaces
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Conclusion 

In this tutorial, you created a separate identity and resource Active Directory domains 

using a one-way domain trust. You configured AWS Directory Service for Microsoft 

Active Directory to integrate into that environment and ensure that user accounts 

available from the account domain. Computer objects were deployed and manageable 

from the resource domain. 
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