
Capgemini’s offering helps the banks remediate these challenges by providing a Quickstart for creating an “On-Demand” 
network, infrastructure, and security platform. The underlying AWS services for this solution are already PCI compliant 
which allows the application to inherit these controls. The offering allows for rapid application development and quick 
iteration to achieve required functionality. The offering also enables DevSecOps integration to achieve operational 
excellence and allows building applications that are highly available, fault tolerant, scalable, easily manageable, and cost 
effective. 

Quickly achieve compliance status 
Secure PCI DSS compliance facilitated by cloud 
formation templates that enable creation and 
modification of  components as required.

Achieve reliability, performance, and cost 
efficiency
Utilize highly-available and reliable services with 
required failover strategies in place. Application 
performance benchmarked for required throughput. 
AWS services are chosen and benchmarked for 
after cost-benefit analysis.

Improve security 
Intrusion detection system (IDS), intrusion 
prevention system (IPS), file integrity monitoring 
(FIM), and antivirus (AV) are installed and 
configured on servers to collect allocation logs in a 
central security information and event management 
(SIEM) server. Intelligent alerts are configured to 
alert the customer in case of application, 
infrastructure or security events.

Benefits

Compliance and regulation authorities are pushing financial organizations to be more adaptive to frequent regulation and 
compliance rules. Last year, a large, central bank mandated a new data residency regulation for the payment industry. 
According to the regulation, all data containing end-to-end transaction details, information collected, carried, and 
processed as part of message or payment instruction originated from the geographic region must be stored in the same 
geographic region. Building on-premises PCI compliant platform for these firms would have taken a year from inception to 
finalization. Financial institutions were facing a difficult task to comply with the regulation within a short period of time. 

Capgemini PCI Compliant development Offering on AWS

Capgemini on AWS

Challenges
Build Payment Card Industry (PCI) compliant applications on the cloud

Capgemini PCI Compliant development offering on AWS
Use tools, frameworks, and methods to build PCI Compliant solution on 
AWS
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Achieve operational excellence 
Customer need not take care of building, 
managing, and securing data platform. Systems 
are secured with encryption, strict access, and 
authorizing policies.   

https://aws.amazon.com/quickstart/architecture/compliance-pci/


Deliverables of the engagement

Capgemini’s PCI Compliant Solution on AWS
Capgemini’s PCI Compliant development offering helps organizations build a PCI compliant platform on AWS quickly. 
Capgemini has a framework that builds a network and infrastructure components that are already PCI compliant. The 
framework establishes required security best practices and operational procedures for operational excellence. Capgemini has 
created a PCI compliant DevOps pipeline using AWS services to deliver functionality quickly following agile methodology. 
Capgemini is an APN Premier Consulting Partner and has achieved AWS Financial Services, Migration, and SAP 
Competencies. 
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Capgemini on AWS   

PCI Compliant Solution on AWS 

Launch new services leveraging PCI 
compliant platform that allow digital 
services to be integrated quickly, 
consistently, and cost-effectively.

Reference architecture 

Build PCI compliant applications using 
automated tools and process to create 
infrastructure, network, and DevOps. Use 
best practices to avoid any pitfalls.

Challenges

 Central bank of a region passed data 
residency compliance mandate 

 A major credit card provider was storing 
data outside specific region and did not 
having PCI DSS compliant data center in 
that region where all credit card 
transaction data can be stored. 

 The customer had an ETL process on 
transactional data and data warehouse 
platform that needed to be replicated to 
provide data visualization and reporting 
platform. 

 Customer wanted to quickly build a cost-
effective solution that can store data in 
the region, build a reporting system that 
scales up based on demand, and 
complies with PCI DSS requirements. 

Solution

 Capgemini hosted a solution in AWS 
region to process payment related data.

 Capgemini build data transfer, storage, 
and reporting applications to meet the 
business requirement.

 Capgemini built an DevSecOps process 
to deploy new features quickly following 
agile methodology.

 Capgemini created process required for 
PCI DSS. 

 Capgemini used governance, monitoring, 
and security checks in place to follow ITIL 
process.

Results
 Customer achieved PCI compliance 

and complied with data residency 
compliance mandate.  

 Customer optimized operational costs, 
increased workforce productivity, and 
improved operational resilience and 
security.

 Customer achieved proven agility of 
provisioning with IDS, IPS, FIM, AV, 
and SIEM alerts pre-configured. 

 Capgemini operationalized the 
application and provided it as-a-
service. Customer only paid for the 
usage. 
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Compliance readiness assessment 

Ease of PCI DSS regulatory compliance 
and security process and templates with 
Capgemini's expertise, services, and 
process framework. 

Reusable Security Solution

Reusable  governance, security, and 
monitoring framework in place for required 
PCI need. This can be leveraged for any 
ITIL process need as well. 

Get started with Capgemini offering on AWS
Contact Capgemini for further information

https://partnercentral.awspartner.com/PartnerConnect?id=001E000000Qcj4uIAB&source=Solution%20Space
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