
Privitar’s software features a comprehensive set of data privacy capabilities to enable streamlined organization-wide access to safe 
data, drawing on the fullest range of data privacy techniques - masking, tokenization, generalization and more - applied consistently 
and at scale. Privitar enables customers worldwide to safely and efficiently unlock maximum value from their sensitive data without 
compromising data privacy. Data which is transformed by Privitar into privacy-protected datasets can be utilized in a wide range of 
use cases, from customer analytics (customer 360, fraud detection and AML) to test & dev, and data sharing. Using Privitar, 
organisations enable cloud-based analytics and machine learning services such as Amazon Athena, Amazon Elastic MapReduce 
(Amazon EMR), Amazon Redshift, Amazon QuickSight, and Amazon SageMaker to quickly and safely discover insights from even the 
most sensitive datasets, automating systematic data provisioning, and leveraging integrations with existing cataloguing and PII 

discovery tools.

Unlock value from your data

Safely take full advantage of your sensitive 
data assets, preserving analytical utility to 
enable insights from previously unavailable 
data.

Reduce risk

Protect data with the most comprehensive 
and cutting-edge range of privacy enhancing 
techniques, significantly mitigating the risk 
inherent in sensitive data. 

Justify customer trust

Limit exposure and reputational damage and 
build trust with customers by enforcing clear 
and consistent privacy policies.

Simplify compliance

Centrally manage compliance with data 
privacy regulations such as GDPR and CCPA, 
and action privacy policies without the need 
for custom scripting or coding.

Benefits
Privitar enables safe use of data by delivering uncompromised data privacy at enterprise scale and the speed of today’s world.

Financial services organizations recognize that accelerating their growth in customer numbers, revenues, and profitability requires them 
to harness the power of their data to make better decisions. Yet regulatory, financial, and reputational risks related to inadequately 
protected sensitive and personally identifiable information inhibit the full use of data, and in turn block the ability to provide insights 
that drive business growth, innovation, and customer experience improvements. In particular, as financial services customers look to 
migrate to the cloud and adopt advanced cloud services to innovate and grow, these privacy-related risks prevent them from moving 
sensitive data to the cloud, or sharing and deriving insights from the data in a cloud environment. 

Unleash the power of safe data in the cloud

Data Privacy with Privitar on AWS

Challenges
Inadequate data privacy prevents the maximal use of data

The Privitar solution
Get maximum value from sensitive data



Features

Privitar on AWS
For businesses that use AWS to fuel growth and innovation through ever-faster scalable and cost-effective access to insight, the ability to 
successfully navigate privacy risk and compliance concerns is essential to derive the greatest value from their most sensitive data. Privitar 

provides a solution that manages the privacy issues inherent in storing and accessing sensitive data in the cloud. Our customers want to 
improve products and services by running multiple analytics use cases on the most effective platform, leveraging de-identified data that 
retains the maximum utility. Privitar is an AWS Advanced Technology Partner and has achieved a Data & Analytics competency. 

Get started with Privitar solutions on AWS
Contact Privitar for further information
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Centrally managed privacy policies for enterprise scale
Privitar’s Policy Manager enables collaborative policy creation, using no-code UI-based privacy rules. 
Policies are consistent across technologies and the architecture, and are re-usable. 

Comprehensive set of privacy enhancing techniques
Privacy policies are executed on data using a range of cutting-edge privacy enhancing techniques, 
including consistent and reversible tokenization, statistically relevant generalization, perturbation and 
homomorphic encryption for safely linking data. The execution of privacy policies scales elastically with 
demand, size, and performance requirements.

Protected data domains
Privitar produces use case-specific managed data releases, called Protected Data Domains, which in 
addition to having in-built privacy protection, are protected against linkage and reconstruction attacks. 
Protected Data Domains are also individually watermarked to enable tracing and auditability of protected 
data. 

Challenges

A global bank wanted to combine 
customer data from various sources to 
run predictive models in AWS to provide -
for different areas of their business -
financial crime alerts, marketing next-
best-actions for specific customers, and 
other results. The sensitivity of the data 
was blocking the bank’s ability to move it 

into the cloud. 

Solution

With a highly complex data infrastructure 
and disparate user groups, the bank 
needed the ability to apply consistent, 
scalable and repeatable privacy policies 
across the organization to produce de-
identified datasets on demand. With 
Privitar Publisher, re-usable policies 
approved by information security are 

centrally controlled and applied to the 
data-in-motion whenever needed.

Results

The bank can now score de-identified 
behavioral profiles against trained 
models in a cloud-based analytics 
engine. A Publisher feature enables the 
bank to re-identify data in controlled 
conditions, empowering intelligent, 
personalized customer interactions and 
financial crime teams to take action 

against suspicious accounts.

Solution Brief

https://partnercentral.awspartner.com/PartnerConnect?id=0010L00001pAMeIQAW&source=Solution%20Space

