
Get started

Benefits

Gaining visibility into your AWS environment and monitoring activity can become easier with Deloitte Defender. With Deloitte Defender, 
customers can visualize network and architecture components to better understand their security posture. Among specific components 
that enable this visibility is the ability to monitor security configuration changes through Amazon CloudWatch logs and AWS Config. 
Furthermore, Deloitte Defender can alert security analysts upon security configuration changes or security violations against a pre-defined 
security event baseline. Deloitte Defender provides out-of-the-box security rulesets to help businesses become industry or regulatory 
compliant promptly. Additionally, Deloitte Defender provides businesses the ability to tailor security rules to meet their specific needs. 

The Deloitte solution

Improve visibility 
Use threat intelligence to gain better visibility into 
your network and infrastructure security layer 

Streamline security audit  
Tailor your security rules to 
help with assessment efforts 

Maintain compliance 
Deploy security rulesets to remain 
compliant with regulatory standards 

Deloitte & Touche LLP is an AWS Security Competency Partner and an APN Premier Consulting Partner.

Deloitte Defender on AWS
Enable organizations to better understand their security posture

Through a single-pane-of-glass view of their security architecture, organizations can get a better understanding of their cloud 
environment. With this solution, you can: 

Protecting business data and fulfilling the customer part of the Amazon Web Services (AWS) Shared Responsibility Model is critical to 
the overall success of an enterprise. Today, businesses are challenged by a lack of visibility into their security configuration changes, 
which affects numerous facets of their security posture. This includes their ability to maintain compliance with regulatory standards, 
the speed at which they can respond to security events, and their ability to investigate incidents. 

Industry trends & challenges

Lower incident response time 
Leverage Amazon CloudWatch logs and AWS 
Config to reduce incident response time 

https://partnercentral.awspartner.com/PartnerConnect?id=001E000000NaBHWIA3&source=Solution%20Space


About AWS: For 10 years, Amazon Web Services has been the world’s most comprehensive and broadly 
adopted cloud platform. AWS offers over 100 services for compute, storage, databases, analytics, mobile, 
Internet of Things (IoT) and enterprise applications from 49 Availability Zones (AZs) across 18 geographic 
Regions in the United States, Canada, Europe, Asia, Australia and South America. AWS services are trusted 
by more than a million active customers around the world – including the fastest growing startups, largest 
enterprises, and leading government agencies – to power their infrastructure, make them more agile,  
and lower costs. To learn more about AWS, visit http://aws.amazon.com.
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Solution overview

How it works
To launch the Deloitte Defender, Deloitte will work with you through the following model: 

Discover scalable and secure solutions that will empower you to achieve your business needs with Amazon Web Services (AWS) and AWS 
Partner Network (APN) Partners that have attained AWS Competency designations. Customer ready solutions are based on architectures 
validated by AWS, include a combination of AWS services and APN Partner technologies, can be deployed quickly with solution accelerators 
like AWS Quick Starts, and feature optional consulting offerings provided by APN Partners, to accelerate your cloud transformation.

Solution Space

Getting started
AWS and Deloitte empower organizations to get a better understanding of their security without sacrificing on meeting regulatory 
compliance standards, monitoring, and response time. To learn more about this solution and other security solutions on AWS click here. 

Contact AWS and Deloitte 
Deloitte Defender on Solution Space

 ■ Participate in a joint workshop to gather
your security requirements

 ■ Establish connectivity to AWS and
integrate the Deloitte Defender within
your AWS environment

 ■ Configure and implement security
rulesets to fit your business’s
individual needs

 ■ Undergo on-going testing, monitoring,
and calibration to determine if your
requirements are fulfilled

 ■ Leverage Deloitte’s experience and
services portfolio to address security gaps
and on-going security management

Click here to get started with this Solution Space offering

This AWS solution from Deloitte enables customers to build threat intelligence via AWS Config and the 
consumption and digestion of Amazon CloudWatch logs. Deloitte Defender on AWS also includes pre-
configured rulesets that can expedite the design cycle and shift customer’s focus from tool implementation 
to tool application. With Deloitte Defender, customers can gain greater customization to help meet specific 
business requirements, such as network diagrams and/or risk-based event classification. 

Deloitte on AWS

https://aws.amazon.com/
https://aws.amazon.com/solutionspace/security/ 
https://partnercentral.awspartner.com/PartnerConnect?id=001E000000NaBHWIA3&source=Solution%20Space
https://aws.amazon.com/solutionspace/solutions/deloitte-defender-cybersecurity-on-aws/
https://partnercentral.awspartner.com/PartnerConnect?id=001E000000NaBHWIA3&source=Solution%20Space

