
Benefits
 ■ Improved Encryption: Protect your data at rest and in-transit

with SAP HANA backups, Amazon Elastic Block Store (Amazon
EBS), Amazon Simple Storage Service (Amazon S3), and
Amazon EBS snapshots

 ■ Deeper Layers of Security: Integrate AWS Security solutions
to improve your security posture, with AWS Identity Access
Management (IAM), Security Groups, Amazon Virtual Private
Cloud (Amazon VPC)

 ■ Security Roadmap: Align security processes with business
requirements and goals

 ■ Restricted Privileges: Seamlessly assign privileges, roles, and
user provisioning via a single-pane of glass view

Review SAP HANA role designs and encryption 
strategy including when data is at rest versus in 
motion, Amazon EBS, HANA backups, and snapshots

Review operating system (OS) security components 
such as OS Access and OS user security 

Review backup procedure including HANA backups, 
S3 storage, and Amazon Elastic Compute Cloud 
(Amazon EC2) snapshots 

Review AWS infrastructure security components 
such as security groups, Amazon VPC, AWS Key 
Management Service (KMS), Amazon CloudWatch, 
Amazon CloudTrail, IAM, and Penetration testing 

Key activities

Customer contribution
 ■ Make key stakeholders available for discovery workshops

 ■ Access with the organization’s SAP HANA system hosted on AWS

 ■ Access to organization’s AWS Console to review AWS services
(Amazon EC2, Amazon EBS, Security Groups, Amazon VPC, etc.)

Strengthen your SAP HANA Data Systems
Having a security strategy that addresses encryption, auditing, and monitoring is critical to 

protecting your information and data in your SAP HANA environment. Protiviti’s SAP HANA Security 
Assessment on AWS helps organizations assess their SAP HANA security readiness and supports a 

model that makes it easier to maintain and audit. 

3-4 weeks | Contact Protiviti for Pricing | Global

SAP HANA Security Assessment 
on AWS from Protiviti

Discover scalable and secure solutions that will empower you to achieve your business needs 
with Amazon Web Services (AWS) and AWS Partner Network (APN) Partners that have 
attained AWS Competency designations. Customer ready solutions are based on architectures 
validated by AWS, include a combination of AWS services and APN Partner technologies, can 
be deployed quickly with solution accelerators like AWS Quick Starts, and feature optional 
consulting offerings provided by APN Partners, to accelerate your cloud transformation.

Solution Space

Protiviti is an APN Advanced Consulting Partner 

*AWS and partner funding available. Rules and restrictions apply.
*Regional coverage available in <<Location>>

Get started

Visit the Protiviti offering on Solution Space

https://partnercentral.awspartner.com/PartnerConnect?id=001E000000Rp57vIAB&source=Solution%20Space
https://aws.amazon.com/solutionspace/solutions/protiviti-sap-hana-security-assessment/

