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The call center is an increasingly popular target for fraudsters, with an estimated $14 billion in annual losses that can be attributed 
to phone fraud. Most organizations attempt to solve this problem using knowledge-based verification (KBV) questions about the 
customer’s address, birthday, mother’s maiden name, and other, more obscure details. However, per Gartner*, “even the more 
advanced ’out of wallet‘ questions are often based on public records that can be obtained by fraudulent users to answer these types 
of questions. This type of knowledge-based authentication doesn’t prevent determined fraudsters, and as many as 30% of legitimate 
users fail a KBV authentication attempt.” 

We believe these questions have several shortcomings:

Some organizations attempt to build their own fraud prevention systems to help mitigate these challenges, but developing and 
integrating these systems with existing telephony infrastructure can be expensive and time-consuming, and the systems themselves 
are often inaccurate.

Challenges

Fraud Detection with Pindrop and Amazon Connect
Reduce call center fraud and improve customer authentication 

* Source: www.gartner.com/doc/3628017/dont-let-contact-center-achilles

Pindrop is an Amazon Partner Network (APN) Standard Partner.

Solution Overview
Amazon Connect is a self-service, cloud-based contact center service that makes it easy for any business to deliver better customer 
service at lower cost. Pindrop Protect provides advanced call center fraud detection using Phoneprinting™ 2.0 technology. Together, 
Amazon Connect and Pindrop Protect allow you to deploy a call center solution quickly while minimizing the impact of call center 
fraud on your organization and customers. Instead of relying solely on the call center’s skill in identifying fraudulent activity, Pindrop 
extracts 1380 audio features from the call data, then uses machine learning technology to generate a risk score for each caller. 

They rely on the skill of the call 
center representative, who is trained 
to provide great customer service 
rather than detect fraud, to identify 
suspicious behavior

They do not use all the information 
available that can be indicative 
of fraudulent activity, reducing 
detection and prevention rates

They frustrate customers who are 
attempting to access their account 
for legitimate reasons, but fail to 
answer the questions correctly

https://aws.amazon.com/solutionspace/contact-center/amazon-connect-pindrop/get-started
http://www.gartner.com/doc/3628017/dont-let-contact-center-achilles


About AWS: For 10 years, Amazon Web Services has been the world’s most comprehensive and broadly 
adopted cloud platform. AWS offers over 100 services for compute, storage, databases, analytics, mobile, 
Internet of Things (IoT) and enterprise applications from 49 Availability Zones (AZs) across 18 geographic 
regions in the United States, Canada, Europe, Asia, Australia and South America. AWS services are trusted 
by more than a million active customers around the world – including the fastest growing startups, largest 
enterprises, and leading government agencies – to power their infrastructure, make them more agile,  
and lower costs. To learn more about AWS, visit http://aws.amazon.com.

© 2018, Amazon Web Services, Inc. or its affiliates. All rights reserved.

 
  
 
 Pindrop’s seamless integration with Amazon Connect gives you the powerful combination of a simple, scalable, and cost-

effective contact center solution paired with advanced fraud detection and prevention capabilities. 

The AWS Quickstart for Pindrop can be deployed in minutes. By leveraging an AWS CloudFormation template, provisioning and 
management are significantly simplified. 

Two values are required to configure Pindrop service using the CloudFormation template: 
1. An API Key to include in the API calls to Pindrop
2. The Pindrop API endpoint 

Both values can be furnished to customers after completing the new customer registration process with Pindrop here. 
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 Discover scalable solutions that help you achieve your business needs through a combination of AWS services and APN Partners that

have attained AWS Competency designations. Based on architectures validated by AWS to accelerate your cloud transformation,
you can deploy solutions quickly with AWS Quick Starts and optional Jumpstart consulting offers provided by APN Partners. 
Click here for more information
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Figure 1 Pindrop - AWS Integration

Reduce average call handling time 
Streamline your customer 
authentication process to  
process calls faster

Defend against account takeovers 
Identify suspicious behavior to 
proactively prevent fraud

Improve customer experience 
Allow low-risk callers to get help 
without excessive friction from 
security questions

https://www.pindrop.com/pindrop-amazon-%20connect/
https://aws.amazon.com/solutionspace/contact-center/amazon-connect-pindrop/

