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ER FDEFE

ZOEI23a>TE COVYL—23a>ZzHEAITDIRC, ERLOESFSHEOHDRAERINT SO X &2E
DX CBEARLEENZHRALET,

1Y) —X(Z CloudFormation Z{#R LT IaC UL TCTEEULE U,
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https://aws.amazon.com/blogs/apn/how-to-enable-custom-actions-in-aws-security-hub/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/systems-manager/
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
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KSEBARUEMNEDWTERIALE T,

o EREELAFRIC IAM ZEARLEFUL.

o O—ILOT7ICRHBDEHHEAFTEDILITHS L TVEIN, ZLDHE. COVYIYI—S32TREED
VY —RZEEITBDCEDTAILRAO— ROT OB ETT,

e

ZDOEU23>TE COVYY1—23> 7R/ ITIRC, EEEOHDRAMERI NTSOF74 R EDKSIC
ERUEHZSRALET .

o RHIERDIBARNRERNMEE(C KD THRESNIRWLEE. Security Hub (IAREFERZ/ER Ul TE T,

o B /\—LXY—-—EXRCLD, VUI-232ERECHUTRT—ILTEET,

INITA I AFHE

ZOEUI3>TE ZDOYY1—23>2%7FEAITIRC, )\ TA X ZNEOHEDIFRRIERI N TS 074 X
ZEDKD(THERUEIZERIBLET .

o TOVYUI—33UEFE A—LTAR—23207OCRHNZEN TRELRS TEIRTED TSY b
TA—ALEUTERFTSNTVET,
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/performance-efficiency-pillar/welcome.html

AWS ToBEEMbeNZtF YT« Wit
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o H—/\—LRB—EXTE FALLDLIGAS ZENTEET,

. TRTOFHD NT SSM BBHEOERFIRHRERERLET,
el RETE

ZOEU23a>TE COVYYLI—23>ZHFREATIRC, HHolEEDOEDRAIERI NTSTF7 1 A2 EDK
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o H—N—LXXH—-EXTE BEBELEISUTRAT—INTYITHFZERT—IASI I TEFEY,
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https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/sustainability-pillar/sustainability-pillar.html
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AWS Security Hub D&

aws-sharr-deploy APV %&FJO149IDE. AWS Security Hub ARSI LTI 3 e RESINET.
AWS Security Hub J>YV—)LdD1—HY—7 Findings for remediation Zi#R95E&. COVYI1—23>2T
(& AWS Step Functions Z{FEHLU T, BEDEHICHREZERDOL - REIL—FT0 > UET,

PDORT D> b7 Ot AFa]E AWS Systems Manager OS> JwJ(d. aws-sharr-member.template
& aws-sharr-member-roles.template @ CloudFormation > L — h&EFERLT. IARTD AWS
Security Hub 710> ~ (BIBEBLUA/-) (T TOA4ITIRENSHDET, FEHMICDVWTIE. [T+
Jvo] 023>z 8RUTEEN. COF2TL—bhERTDE. -5 Y K7D hTOEEEN
AlEBICTRADE T,

Jd—Y—(&. Amazon CloudWatch Events JL—ILZER LT, EEZ LICEMEEZEBN(CHIETEET., 2
DATZ3>2(E AWS Security Hub ([CHRESND LIS ICREBEROTEEBEEZEE UFE I . BBFHIKBET
TAIRTATIEKESNTVET, CDOATS 3> (&, AWS Security Hub OEIRET7H DT> ~T Amazon
CloudWatch Events )L—ILZA(CFTDZET. TLATVIDA X M—=)LHRER(EFA A M—=)LEICWDT
EEETEFET,

DOARAFHI> bDEE

AWS TOEEMEENIZEF 2 UFT WbV U1 —23> TR JOXFPHI> hoO—-)L2FERLT. 354047
7RO hECHAVTHDY METEELE Y. cNsoO—)UE. COVU1—23>DA1 >R h—)LH
(CAN\=THD> MIFTOaMENEYS, FMEBICHERDOO—-ILAEIDHETENET, TSAXUT7HDI> K
DIEETOTXT(E. BENMRERIHD> COBERAOO—)LZ5|ERTD T IR FaIMIEENET . B8
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TLAIwvD

—EDEER. TLATvoEREND/I\vo—2(CTIL-Tbesnxzxd. TLJvoEk copvIai—>3>
DF>TL—bZERLTA >R =)L, B HilfENET, FTL ATV IOTHIR— MU TWDEESEICD
WTE THEREHAR] O [TLa4T0vo] #z8RUTIREN. COVYU1—>3>TE RE. ROTLA
TvozEHYiR— U TWET,

e TFa1YUF+ 3> bO—JL. AWS Security Hub Oft&EN/z0> bO—)LORHIERIEEE SEET DT
L-rJw (2023 4 2 A 23 HAH)

5E
masn/izd> bO—)LDEEHFERM Security Hub TERCIAD TWLWBRIHEE. CDVYU1—2 3> TEMIC
IINENGDDIEZDTLATYVIREITTY,

e Center for Internet Security (CIS) Amazon Web Services Foundations benchmarks, version 1.2.0
(2018 £ 5 A 18 HH)

e Center for Internet Security (CIS) Amazon Web Services Foundations benchmarks, version 1.4.0
(2022 £ 11 A 9 HFH)

e AWS Foundational Security Best Practices (FSBP) v1.0.0 (2021 £ 3 H2F)

e Payment Card Industry Data Security Standards (PCI-DSS) version 3.2.1 (2018 & 5 B/\B)

e National Institute of Standards and Technology (NIST) version 5.0.0 (2023 £ 11 AXF)
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AWS TOBEEMEENZEF 21U @iEY 1) 1—23>TlE. B—dD Amazon CloudWatch Logs Z)L—F
(SO0111-SHARR) (COJ%&ZFELET, cNSOOJ(CE. CDOYII1—23>DRSIILZa—FTa>20EE
HoreH(C. FElROF > INEENTVET,
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https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v2-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v4-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/pci-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
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ETHD. OIR—MIF—EBEREO7T—-ERZERLEFT,

AWS OH—EX
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AWS TIAM

AWS Lambda

AWS Security Hub

AWS Step Functions

AWS Systems Manager

Amazon CloudWatch

AWS DynamoDB

Service Catalog AppRegistry

Amazon Simple Notification Service

AWS SQS

A

7. RERATMEESNBMRC, A—T XL —F—XF v TR EE T DA
be>7O1L&ET.

A7, 2FSFRO-IINZ2TTOALT, SESFRYY X TOEEZRREICLE
a-o

A7, A—TABL—5—X5 v TEHEHEEDEE LAY %8 D Lambda B4R
#7704 0F9,

d7. 1—Y—(C AWS OtFa1 VT REZ2EN (TR LFT.

7. AWS Systems Manager API J—)LZER U TEE RF 1A haiLghd B4
— A= —=70O41UFET,

7. ETESN3EEO>Y IS System Manager REa2 XA~ (RF2 AT~
ANDU>D) &= TOAUETD,

BiR—bo SFSFRTL ATV IONRERZERT DIeH(CERI SO0/ —T=25
JOALET. AMVIRZREL T, 7S—LFEDHRILY Y IR— RICKRR
LET.

BiR—bo &E7HNI> hEU-—IDICREBICETENLEBEZREFLTC. BEDRYS
a1 emBtULET.

BiR—b. 7O SNERIYVOICTTIT—23>257 04 LT, DX M EEA
KRZBIUET

BiR— b, BENTT IS LB MZRITED SNS hEYVOZTTOAULET,
BiR—bko COVYI1-232NSHDEEZLITUTCEITTEDLDIC, BEDRYT
21 —I)EREEZELUE T,
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https://aws.amazon.com/eventbridge/
https://aws.amazon.com/iam/
https://aws.amazon.com/lambda/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/sns/
https://aws.amazon.com/sqs/
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77’041 DEtE

COtEoT3a>TlE CcOVI1—23>x5TTO49D1C. IRA M Ry DJO—OtF21 U5, BR—KU
TWBAWS U—=3> OA4—4, TOMOEBESEIE(CDVWTCERBBUEY,

dX b

ZDOVII—33>OERTPRICHEALE AWS H—EXDIX NI, SEHROEBERDFET . COMETDRRT,
KERE (J\—ZF4EER) D AWS U—=23>TZDVYI1—23>225T TAILMNEETEITI DHDEMA .
1 hA3IED 300 EDEETH 21.14 USD. 1 iASHBZD 3,000 EIDEETH 132.53 USD. 1 hrABKED
30,000 EID{EETHK 1270.60 USD TI . HRE(FEENDAIEMENHDFT, FHICDWTIE. DOV
—2 3> THERAENDE AWS H—EXDRERR—ZZSBL TS,

pe
Z<D AWS DY —EXI(C(F, ERTHRATEDI Y —EXDRERTHIERNFBARSEENTVET, EFEDIX
MM BRUTVB AR bDBIKL D EZWEE EDRNGEN G D F T,

OXANEEZSH(CTDTHIC. AWS Cost Explorer ZER U CFEDERZITO ZEZHERLUTOET . HE
(FEEINDOEEEN B DF T, EOFMICDOVTE. COVII1—33>TERUTLDE AWS OB —EX
[CDWVWT, BT IR—>EZSBLTLIESE0)Y,

B> IIVIARX R

COVYYI1—23>"ETIDHDHRIRNE. ROBRICKD> TEIRDET,
e AWS Security Hub DX )\=77HT> hD#R
o BEMICEEISND I DT« TIMEEBDE

o (EEDIEE

ZDVYU1—>3>2TlE, RO AWS OR—2R> hERLUTED, BECEDVWTIORAMRELEFT ., /MR
R, R, KFREOHEBBITOIR MilZERUET,
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https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
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AWS Systems Manager
Automation - 5w T HI>
~

AWS Systems Manager

Automation - 257w JDET
BF R

AWS Systems Manager
Automation - X kL —=

AWS Systems Manager
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AWS Security Hub - 21U
TAFIVYD

AWS Security Hub - #&H#EER
DEDIAFA R

Amazon CloudWatch - X kU
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mRFIRS

FHIZRZE 1L PABIZD
100,000 X5 v

1 MH%7Zh 5,000 #

ERFIRRR L

HERFIRRR L

HERFIBRR U

B4 10,000 DR~ (1
DDVAIRZTET 1 DDY
—>3>(CDE 1 NABED) &
#R, AWS Security Hub otz
F1UT+ ([CRET DRREHERD
BDIAHANRY hEeFTYVIUF
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BEARAEZSUZITDARIDOR
(5 73FEbR)

10 HFODFFME=ZSF U > T DA
UOXR (1 oEkR)

100 Bd API UOT X b
(GetMetricData &

B [USD]

BRAARZEEBRZE BAXTYITEC 1 ATV ITH
7ZD 0.002 USD W& =NFT. #EDT7HD> hTH
BLICTDHBEF. FAWS AT RTEITSNDRT
VI BEUINTORTY I AUSFILTHI> KT
DHHNIT> bENFET,

HERIFIRARERBX D &, aws:executeScript D777 3>
2AFwV T E(C, 1 Bz 0.00003 USD h'igeanzx:
a_o

1GB (D& 1 i"HBED 0.046 USD

fRXENd 1 GB /2D 0.900 USD (FORTHI> hE
ZREU—=3 25 0158)

BA)®D 100,000 FDF TV I(CHTBDIX (1 DDTH
D2 RZTET 1 DDOYU—232(CDE 1 AHED) (d.
1OFTvoICDE 0.0010 USD

R 400,000 HFDOF TV OICHI DR (1 DDOI7HD
ShSET 1 DDOYU—23>CDE 1 MABED) (& 1
HoFT v o(CDE 0.0008 USD
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1 ##DF v o(CDE 0.0005 USD
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HDA > ~MIDE 0.00003 USD

RA®D 10,000 FOA RNIORDIX MME. 1 BMABEED
0.30 USD

RD 240,000 DA RUOADIAR MME 1 MABED
0.10 USD

RD 750,000 DA RUOXDIAR MME 1 MABIED
0.05 USD
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https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/security-hub/pricing/
https://aws.amazon.com/security-hub/pricing/
https://aws.amazon.com/security-hub/pricing/
https://aws.amazon.com/security-hub/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
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~
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https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/lambda/pricing/
https://aws.amazon.com/lambda/pricing/
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£
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AWS O —EX
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Automation

AWS Security Hub
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https://aws.amazon.com/step-functions/pricing/
https://aws.amazon.com/step-functions/pricing/
https://aws.amazon.com/eventbridge/pricing/
https://aws.amazon.com/sns/pricing/
https://aws.amazon.com/sqs/pricing/
https://aws.amazon.com/dynamodb/pricing/
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0.20 USD * 1,000,000 AD'JITX b =0.20 USD

256M: 1.875 GB # * 300 #4Df&1€ * 0.000167 USD =
0.009375 USD

15 HDIRREERS * 300 HDfE1E = 4,500
0.025 USD * (4,500/1,000) {AR&ZEF = 0.1125 USD

=TS BEREIRL
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FARAETREIA Y — EXDFAR L
3,000 #4DfE1E * 0.000002 USD = 0.006 USD
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~

0.20 USD * 1,000,000 HSDYUITX ~ = 0.20 USD

256M: 1.875 GB # * 3,000 4f&1€ * 0.000167 USD =
0.09375 USD

15 #HFDIRREBERE * 3,000 HDfEE = 45,000
0.025 USD * (45,000 / 1,000) JREEER = 1.125 USD
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USD = 100 USD
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A#fl& [USD]

24.90 USD

0 USD

< 0.01 USD

0.20 USD

0.09 USD

1.13 USD

0 UsSD

100 USD

2.00 USD

0.40 USD
0.50 USD

2.19 USD

3.00 USD

0.30 USD

134.71 USD
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#l 3: 1 rABIED 30,000 HDIEE

e 1000 ADF7HDI> . 1 DDOY—>3>

o 1DOF7HI>K/1DOU—=3> /1 AICDE 30 fEE

o MOXME 1 MHMHBED 1270.60 USD

AWS OY—EX

AWS Systems Manager

Automation

AWS Security Hub

Amazon CloudWatch Logs

AWS Lambda - YOI X

AWS Lambda - =475

AWS Step Functions

Amazon EventBridge JL—JL

AWS Key Management

Service

Amazon DynamoDB

Amazon SQS
Amazon SNS

Amazon CloudWatch - X kU
DR

Amazon CloudWatch - Fw=

[

7wl ~ 4 5w * 30,000 g * 0.002 USD =
240.00 USD

SEATHFRI: 10 # * 30,000 {40218 * 0.00003 USD =
9.00 USD

FEREIRER T — EXDFIAR L
30,000 4{E1€ * 0.000002 USD = 0.06 USD
0.06 USD * 0.03 = 0.0018 USD

30,000 fFOELE * 6 D' JOUTX k = 180,000 FDUL
IXbk

0.20 USD * 1,000,000 AD'JITX b =0.20 USD

256M: 1.875 GB # * 30,000 #FmD{&1& * 0.000167 USD
= 0.9375 USD

15 HDIRREER * 30,000 4DIETE = 450,000

0.025 USD * (450,000 / 1,000) JK%EE#EF = 11.25 USD
I=ILICH T BREIRL

1 DOF— * 1,000 AD7ZHD> bk *1 DOU—=3> * 1
USD = 1000 USD

2.00 USD * 1,000,000 ffmard#+ERD / EE1AdH = 2.00
ushD

0.40 USD * 1,000,000 ' JZ TR k = 0.40 USD
0.50 USD * 1,000,000 #4i@41 = 0.50 USD

0.30 USD * 7 DDARILAKNIYIX =2.10 USD

0.01 USD * (30,000 * 3 / 1,000) PUT X ~UZ XD API
J—JL = 0.90 USD

3.00 USD * 1 DDFw=a/R— K = 3.00 USD

A#fls [USD]

249.00 USD

0 USD

< 0.01 UsD

0.20 USD

0.94 USD

11.25 USD

0 USD

1000 USD

2.00 USD

0.40 USD
0.50 USD

3.00 USD

3.00 USD
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AWS OB —EX [z1} 7 A#fl& [USD]
AR—R

Amazon CloudWatch - 75— 0.10 USD * 3 D775 —/x = 0.30 USD 0.30 USD

I

it 1270.60 USD
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WOBRETITDCEZFASNTNET, BEO—I/LEAIE SO0111 TIRED., TORICIBIES > TV ID&FI&
—H I BRANEETET . FlX(E. SO0111-RemoveVPCDefaultSecurityGroupRules (&, ASR-
RemoveVPCDefaultSecurityGroupRules {185 > 7w oDO—)LICIRDE T,

HR—BMUTWSB AWS U—3>

KEEEB (A/\1A) us-east-2

KEFEE (J\—=774E3D) us-east-1
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TEFINST4w T (2 RZ-)

FPETINS T 1w (BR)
HF45 (FED)

BRM (D520 TIL 1)
BRI (71ILS> )

ERM (O> R>)

B (=5 /)

ERA (/SD)

BRI (RRA>)

BRM (R by ORILLA)
BN (Fa—Ywv k)

FE (=L —2)

FE (UAE)

BEX (T>/(o0O)

AWS GovCloud (KEERER)

AWS GovCloud (KETESR)

ST T4 w0 (JATS/—R)
STIS T A v (S HILY)
ST T v (JILRIL)

STIS T AW (L))

us-west-1
us-west-2
af-south-1
ap-east-1
ap-south-2
ap-southeast-3
ap-southeast-4
ap-south-1
ap-northeast-3
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1
eu-central-1
eu-west-1
eu-west-2
eu-south-1
eu-west-3
eu-south-2
eu-north-1
eu-central-2
me-south-1
me-central-1
sa-east-1
us-gov-east-1

us-gov-east-2
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T,

CDYU1—>3>0D AWS H—EXDI A —%
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(F. TAWS B—EXUA—5] #SBLTLIEE0),

MOV DOEERTDE. FH—EXADR-ZICBETEET, R—ZHEYDBEXT(CRFIAS FHDIARTD
AWS H—EXDHY—EX A —FEKRRIDIC(E. 55D PDF (CdD [Service endpoints and quotas] /R
—ZDEREHER L TLIEE0N,

AWS CloudFormation @2 A#+—%

HBEND AWS 771> BCIE AWS CloudFormation DA —9MH0D. DY 1—>3 2 TR WY IZILE)

ITRRCERITDIMNENDDEY, INSDITA—FZBRIDIET, OV I1—>23>%ZERCTIOAT
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[AWS CloudFormation M4 —%4 | Z#ZR L TIZEUL,

Amazon EventBridge JL—ILDY A —%4

AWS 771> MMI(E Amazon EventBridge JL—ILD O A —FMNHD, CHOVI1—->3>T>TIO14933TL
ATV OZBRIDBISIFRLTBMBENHDFET, T LTV olE BETEDI> bO-JLTE(IC
EventBridge JL—ILZER LE T, EBHOT LA Tv o7 TO149DE. IL—ILDIA—FISELTUESAEE
MRS DET, FMICDLTIE. AWS EventBridge 1—H—7H 1 RdD [Amazon EventBridge 74 —4 1 &%
BLT<IZE0,
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ZDOVYY1—23>% v13X MEIDSEH/N-23 2 (CT7vTIL—RIBICE. FIEEBHFDORS Y I=HIBR
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=N,

AW & StackSets DF O AV B
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NI BRIV IRERTEET . =232 1.4 YUE. COVI1—232EFFTOA4SNDGRERECE
DWTCTUY—RZREITDZEICEKD. StackSets ZRAWeT 7O ZHR—MUET, YILFI7HD> DI
H—T. $F(C AWS Organizations ZFIFH L TUL\DI5E(E. StackSets ZFER L TEZHDT7HI> MIFTOAT
BTETAUY REESNET., CNICKD. YVUI1—23>0DA1 > A M=)LEATTF 2 RTHEIRF IR
ENET, StackSets DEFMHCDLTIE. TAWS CloudFormation StackSets M1 ZEZBLTIZE0,
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/using-stacksets.html

AWS ToBEEMbeNZtF YT« Wit EEHA R

VUa1—3a>oFoaAH

5E

Security Hub THit&=N/zO> bO—)LOREIEREEEN BT/ D> TLDIHE(E (FiMT IO TRIhNT I+
JWN). COVUa1—-23>%7TO40493(C. BFaUFT,d>bO—I)b (SC) TLA1TvIDHEBHICLTL
&V, COEENBRICRD TLRWEE(E. Security Hub TERNICIR> TWBSEF1UFTaBEDT L 1Ty
DDHEENCUTLEEV, BMDT LT v orBEMCTSE. EventBridge IL—ILDIA—FELTUED
RN B DET

DY) 1—>3>T(F. CloudFormation 7> L — &RV ORFERALTCT O =BE8ELE T,
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COVYI—IHHEETBICE. 3 DDF2TL— 77O/ 92IRENSDFT. FI. T>TL—bz
IO DHBAEREL. RICTTOAHFEERELET.
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BAIY D27 I 01 9 DIEFDIRE
3 DDFT 2T L— MIRDEFIRTHFENTED. ENEIURDIY —INEFNTNET,
o BEERYYT: A—TAML—F—-XFT VI AR> ML—JL. Security Hub hRS LT D3>
o AIN\—RXRHYI: EE SSM A— hA—23> FFa AT K
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AFwT 1. BEFESNTZ Security Hub OBBETZHD> N TEEBEERXSYVIZLHTD

o TILINYFR— R StackSets Z{FEH L T. AWS Security Hub OEBEBEELFC)—3>0D AWS
Security Hub OEBET7HD> N T aws-sharr-deploy.template AWS CloudFormation > L —
hNEREUET. CDFT>TL—RTlE RARSNZRIYOZFERLUTHNET,

o A AM—IITRDUECFIVTABERBRUET. T IAILBNTIE. SC DHFMBIRESNTULET (HEER),
o FHRIIFOA—LTIN—4F—0OT0)—TZERUET, BIEDA> A =)L T S00111-SHARR-
Orchestrator MY TICHIET DIHEIE. Yes BIBIRUET,

)L IR —= R StackSets MEEMICDULTIE. AWS CloudFormation 1—HY—HA1 R [ IR — R
DT IR =459 2] Z#EBULTLIESL,

AFwT 2: & AWS Security Hub X)) \—=T7HD> MIEEO—-ILZA > A ~=)LT D

ATV T 2 DF2TL—MEIRAFTYT 1 TERESNZ IAM O—)LZ28RI3eH. X7vT 1 o7 70100 5%
TIBFETHEET.

o B—EXYR—R StackSets &AL T. AWS Organizations &7 LI > FOE—D AWS U—=
3> T aws-sharr-member-roles.template AWS CloudFormation 7> L — hZE#HLE T,

o HERCHULWIAHDS MEBIMENEZRC, COFT2TL—bZEBNICA > A M—ILTDXIDCEIRLE
g_o

e AWS Security Hub OEBEI?HDI> bDF7ZHI2 N ID ZANULET,

AFwF 3: & AWS Security Hub DA /N\=T7H DT> hEU -3 TADIN =RV OZEIENT D

o tJILTINYFR— R StackSets #FER L T. BU AWS Security Hub OEIEENEIE IS AWS
Organizations DIRTDFHT> MM AWS UY—=ZANHDIANRTD AWS U—3> T, aws-sharr-
member . template AWS CloudFormation > L — hZiEE#ULET,

pE 0
H—EXYR—Z R StackSets B heNe X v IR R— hEnBdFETE. BRECHHDDFHLLNITZHD
> MIHUTCZOFIRERITIT 2RENSHDET .

o AAMITREFIVUTABEDTLATYIZBIRLET,

o CloudTrail OJJ)IL—TJ D&AIZIEELEY (—EBDEETHERLET).
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AWS ToEEtENzEF 1 U 1 MG EEEHAR

e AWS Security Hub OEBB&ET7Z LD bDT7HI2 N ID ZAHNULET,

AFTvD 1: EFESNIE Security Hub OEBE 7 HDO> NTEBRERS
vOZREHITS
1. Security Hub MEBEBE7HI> hT. BEFHRXS WY (aws-sharr-deploy.template) Z7 JO1 L

FI. BE. E—DOU—-3>THECEIC 1 DEELEFET . CORIYVIEFRANSNERY Y J%ZE
93, COF2TL—hEILIIYR—2 R StackSets EUTTTOAITDHENHDET,

Configure StackSet options

Tags

You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack.

Permissions

Choase an IAM role to explicitly define how CloudFormation will manage your target accounts. If you don't choose a role, CloudFormation uses permissions based on your user
credentials. Learn more [

Service-managed permissions © Self-service permissions
Stac lly c qure

o deploy to You create the execution rales required to deploy to target accounts

1AM admin role ARN - optional

Choose the |AM role for CloudFormation to use for all operations performed on the stack.

IAMrole name ¥ AWSCloudFormationStackSetAdministrationRole v Remove

/A StackSets will use this role for administering your individual accounts.
1AM execution role name

AWSCloudFormationStackSetExecutionRole

1AM execution role name can include letters (A-Z and a-2), numbers (0-), and select special characters (+=,.@-_) characters, Maximum length is 64 characters,

Cancel Previous m
StackSet DAT> 3 >&H/ET D

2. Account numbers /\S X—%(C, AWS Security Hub OEIBEIHI> D7 H I K ID ZAHDUE
g_o

3. Specify regions /{5 X—4T. Security Hub OEEBEN A (CIRDTVNWBY -3 > DAHZEIRUE
I, COFIENTTITIDZFOTHNS. RTvT 2 ([TEHFT.
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AWS TOEBMEEN=tF 1 UF 1 315 R R
AT 2: & AWS Security Hub DX > )\—7hHD> MIEEO—I
ZBA1AM=ITS

H—EXIYR— R StackSets AL T, A>2/\—O—J)LDF>T L — b (aws-sharr-member-
roles.template) ZF SO UET., ZD StackSets (&, A /)\=THDI> &1 DDU—3 > (CFT
O1432NENHDFET. SHARR DA—T X ML —F -5y TEHENSDOIORXT7 D> ~ API I—)L%ZFFH]
930-/)0UL0-)IL2EEHELUET.

1. MEORUS—(CHE> T, BifEd (BF) F(EHEMECTO0rUET.

2. AWS Organizations DF LWL HDI> MCINBSDOFOCRFaIMIGEENBDLS(C. BE> IO =4
ICUFET,

3. Specify regions /\SX—4~T, B—DU—-3>7BIRUET . IAM O-)LEFTJO—-/ULTT ., D
StackSets WO SNTWVWBRIC, AFTVT 3 ([CHEDTENTEET,

Specify StackSet details
StackSet name

StackSet name

sharr-v140-permissions

Must contain only letters, numbers, and dashes. Must start with a letter.
StackSet description
You can use the description to identify the stack set's purpose or other important information.

StackSet description

(DEV-500111R) AWS Security Hub Automated Response & Remediation Remediation Roles, v1.4.0

Parameters (1)

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

SecHubAdminAccount
Admin account number

517786501051 ]

Cancel Previous m

StackSets D¥HlZIgE
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AWS TOBENLENEF1 UF 1 35 SaH o R
AFwvD 3: & AWS Security Hub DAINN—=FHDO> hEVU—-23>
TAIIN—=RAIYVO%IEETD

A=YV IIRARSNERI Y ORFERT DI, TILIIHE—T R StackSets LT TOA T INE
MHDET. AWS Organizations DFTLWLNT LD > MADBEHHF O (FHR— hENTLEEA.

INSA—5H

LogGroup Configuration: CloudTrail OJ%Z2{E92000)L—T&&RUET. FELTULRWNES. £/
(FOTOI—=TRNT7 o> RS ECRRDIHEF. BYMEZEIRL T ZEW,. 7HT> NEEE.

CloudTrail OZAI(C CloudWatch OJ)L—T&/Epk UT=#&(C. AWS System Manager @ Prameter Store T.
/Solutions/S00111/Metrics_LogGroupName /NS A —SZEFHITINEMNHDET. Zrd. API I—)LTHA K
UDOZADT S —LEVEKRT DIEEBICHETT,

Standards: X>/)\—=7HT> MMIHEAHADTF I VUST A BEZERUFET, THNUICEODTARA=)LE=NdD
(& AWS Systems Manager DS >JwOREITTY ., CFa U7 BEEBEMCTRDEEA.

SecHubAdminAccount: COYV U1 —>3>0EBEST T L — a1 > X =)L U AWS Security Hub @
BIEET7HI DT HIKNID ZASLULET,

Accounts

Identify accounts or organizational units in which you want to modify stacks

Deployment locations
StackSets can be deployed into accounts or an organizational unit.

© Deploy stacks in accounts Deploy stacks in organizational units

Account numbers
Enter account numbers or populate from a file.

111122223333, 123456789012, 111144442222

12-Digit account numbers separated by commas.

‘ Upload .csv file [f] ‘ No file chosen

Fhorhk

Deployment locations: 710> hESFTC(FHEBEMLDOIA NEIEETETEI.

42


https://solutions-reference.s3.amazonaws.com/aws-security-hub-automated-response-and-remediation/latest/aws-sharr-member.template

AWS ToOBEEteNZEF1 U T+ WK E AN

Specify regions: MREEREEIEIT DU -3 > 2 INRTBIRUET.,. 7HI> MEU—23>08(ICIE0C T,
STOADATS > = AETEET., V-3 > ORBFETHEIINETEET,

BE>7 04 - R9v D

Pt )
TILFTHI> hDI—H—(CIE. StackSets HFERA LT TO1 @< BESDHLET,

ZDVYYVI1—23>ZREITDEIC. ZOHARTHBLTVWD Y —FF0F v, YU1—-23>O2R-—FRT M
tFa1UTo. HETLOBRFEZHERZ LU TCSESV, OIS a>OFIRICEO>T. ZOVYII1—23 2%
ELTVAD> NI TOALET.

F2J'O- BsR: £ 30 9

GIE== S8

CDVYI1—23>%=5T0O+49F DA, AWS Security Hub " 7S5A/<UT7HI> RBLUEH A UTHDY
REBEU AWS U—232(CHBRTEZBRUTLLIEEV, BlCCnVYU1—-23>a27 704 L TWLWRIBEI.
BEFEDOVI1—23>"T7 A AM=ILTDIRERSDFET, FlllcOWTE. YVUI—>3>07vI7—
N s a ESBLTRE,

727’01 DOEIE

ROFIEZFEALT, COYY1—>3>% AWS (77010 UFT,

ATV 1 BIBEXYVIRELENT D

e aws-sharr-deploy.template AWS CloudFormation > L — k% AWS Security Hub O&EIEE )7
IO hTEEUET,

o ARAMINITBEFIVFTABEZERULET,

o FARIBIEAFOA-—T AN —5—0OT0)IL—TZFIRULET (LUBIDA A R—JL T S00111-SHARR-
Orchestrator MBECHFIEL TLBRIBE(E Yes BEIRLTLIZEWY),
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ATV 21 ARGV I =R T D

e CIS 3.1-3.14 DIEETERT B CloudWatch O J)L— T D&ai%xigsELE I . CloudTrail 0T %% (F
Ex% CloudWatch Logs @O0 JIL—T DEBITHDIRENSHDET,

o BEEO—-IZAZAB—ILTBINEDINEERLET ., CDO-ILEF. 7HD> I EC 1 ELTA2R
h—=JLUTLZE0,

o ARABILFTBTILATYVIERERLET,

e AWS Security Hub OEBB&ET7Z LI bDIT7HI K ID ZAHNULET,

ATvT 31 (AT 3>) FIFRREIMEEZRAET D

o AIN\=THI R ECEEEBEZINTHIRULEYS . COFIREATZa>TY,

ATV 1: EHEISYVIDIRRET S

5E

ZOYY1—232([CF BRIESNEERA NI IR %E AWS [CXEFTDAT>I>HAEFENTVET. AWS T
ZOTF—FEFEALT. - -NHZDVUi1—->3>, HEY-—EXBIUEBZEDLD(CTFERLTVDIHNZEK
DK<L, IBMEITDIH-—EXPRBOBE(CKIITET ., AWS (. CDOF7>o—bhzBUTRNESNET—9%
FMBLET. T—FREICIE. AWS TS5+ /S —BAMNERAINET.

COMBEZEBENC T B(CE. T>TL— 'S TI>0O—RUT. AWS CloudFormation X v E>Jtwo>3>%
ZE L. AWS CloudFormation >V —)LZFERLTC>JL—bz7yvIJO—-RU. cOVYU1—>3>%25T
O UET. FHllCcDOVTIE. COH1 RD TBRflbEniz—9DRE] €02 a>z28RBU TS,

ZoOBRB{t=NT= AWS CloudFormation =>7L — k&, AWS ToOB#t=nNfztFa VT eV Jy1—>
I>FEAWS SO RICTTOAUET . XYV I%IERENT DAIIC. Security Hub ZBICUT. BHRSAFZHER
IINENHDET,

=

ZDYI1—>3>OFRTHRICHEALRLE AWS B—EXDIOX MME, BSBHFOESIBLRDFET., FHICDOVWTE. 2
DHARD DA ] BO23>T. SOVYYI1—3>THEASNTNDE AWS U —EXDRERDT T INR—-
ZSRUTLES0,
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AWS ToBEEMbeNZtF YT« Wit EEHA R

1. AWS Security Hub BMRTERTESNTULD 7 NI hD AWS YR AD ROV —=)LICHA>1A>2 LT
M5, aws-sharr-deploy.template AWS CloudFormation > 7L — hN&EE# T BT > &R L
x9,

Launch
solution

MBCHRIRAXITBEHICT>TL—hz2dI2O0-RIBTEETEFT,

2. ZOF2TL—bE TIAILNTKRERE (JN\—-2074688) U—>3 > TiREienEd. Ao AWS U
—23>TZDYI1—23>2ZEHITDICIE. AWS YR— A2 ROV —)ILDFES—232)(-T
V-3t 05 —=2FRALET.

b= )

DY) 1—23>(F AWS Systems Manager ZfERALTWVWEIN, RECSS(IFED AWS U—-=3>
DHTHABIEETT ., COVII1—>3>(F. COY—EXZYR-KITBINRTD AWS U—3 > TEME
UET. AWS U—=3 >3 ETHIRATIEER AWS B —EXDSHFIERICDOWVWTIE. AWS U—=3 2 5lob —
ERETBRLEE,

3. RIYVIDERMNR—>T. IELWF>TL— b URL 5 Amazon S3 URL 7+ X MRy IR (CAHENT
WD EZMHERU. [IRN] ZERUFE T,

4. RYVIDHMEIBENR—>T. COVYYIYI—3>DRAIVICEBAIZREIDETET ., BRIDXXFEH
PRICRE9 B5EMM(E. AWS Identity and Access Management 1—HY—}4 RdD [IAM BKLU AWS
STS UA4—%] #BRULTIZE,

5. NSA=HR-2T, [IRN] @ERUFT,

NSA—5 FIAI b A

Load SC Admin Stack yes SC O> bO—)LOBEEMEEDIHICER I R—R> A2 b
—IILTBINESHZEREELET.

Load AFSBP Admin Stack DS FSBP > rO—)LOBEEMEEDZHICEEBEI > R—R> 1R
N—ILTBNEDIHEIEELET .

Load CIS120 Admin Stack  °° CIS120 O> hO—JLOBEIMEEDZSHICEEI > R—R> 1>
AR=ILTBIMNESHhEIBELET.

Load CIS140 Admin Stack  "° CIS140 O> bO—ILOBEEMEEDZH(ICER I R—R> ha1 >
AR=ILTBINESHZEIBELEFT .
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AWS ToBEEMbeNZtF YT« Wit

NSA—5

Load PC1321 Admin Stack

Load NIST Admin Stack

Reuse Orchestrator Log

Group

Use CloudWatch Metrics

Use CloudWatch Metrics

Alarms

State Machine Executions
Alarm Threshold

6. RAYVIATSI>DH™ENR—

FIAIb

no

no

no

yes

yes

1000

ErLE ]

CIS120 O> bO—JLOBEEEDZH(CEEB I R—> 1>
AR=ILTBNESINEIRELET.

NIST O> bO—ILOBEBMEEDTzHICEERI > MR—FR> b1 > X
h—ILT DN EDSHZIRELET .

BI#FD Amazon CloudWatch Logs @ S00111-SHARR-
Orchestrator JIL—TZBRAIDINESHEBIRLET, N
KD BEION=23>000F7—F72K52 LR B2 b
—IETYTITL— ROGHEICITRE T, v1i.2 UBHST7vITIL
—RIIBEE yes BERLTZE,

CDV)1—>23>HmFEZAHITT BT CloudWatch X kU
DREBNCTBINEDINEIBELE T, CNICKD. AKNJITX%Z
RKRIDIEHD CloudWatch F'w S 1 R— RHBMERRSNE T,

cDOYYUa1—23>d CloudWatch X MUY O TS —LAEBIC
FIRINEDIHZEIBELET ., UKD, CHOYYIYa1—33>(CkD
TINESNTEFEDA NI ITZADT S —LDMERESNE T,

ATF— NI 2EITTPS—LADUSWMEZIBELE I, CNICEKD.

ERCAEDETHRIVA XN LEVMEZEIRL T, FREEHEE
BADMEEDEZRI CENTEFT,

2T, [RN] BERUFE T,

7. LEA—R->T., KEZHRELET., >>TL— bAY AWS Identity and Access Management (IAM)
DY —XZER T D EZERITDF T VIRV IRBBLTAICUET,

8. [RIYIDIER] Z:&RL CRYY U= IO LET.

RV IDAT—A X (. AWS CloudFormation >V —)LDRAF—H RS THERTEEI, 1 159D T

CREATE_COMPLETE RF—HANERRENET,
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AWS ToBEEMbeNZtF YT« Wit EEHAR
AT 2: & AWS Security Hub DX > )\—7hHD> MIEEO—I
Z212AM=IVT B

aws-sharr-member-roles.template StackSets (&, A>/\—=7HI> T EC 1 DDI—3 2 (CDHTT
O14923ENHDET., SHARR DA—T A ML —F - TEABNSDIORT7HDI> b API d—)L%Z=FFA]
9300-/ULO0-IL2EELUET.

1. AWS Security Hub X )\=P >~ (A I\—TEHIEBE T HI> hZED) T EIC AWS IR
ANV A2 UFET, aws-sharr-member. template AWS CloudFormation 5>
TL— bZiEE T DINRTZERUET . MBICHAINAXIDEHICT>TL—bhado>O0-R9D
ZEETEFT,.

Launch
solution

2. ZDOF>TL— & FIAINTKRERSE \—>Z2774688) U—a > TEEgENEd. Bldo AWS U
—23>TZDYI1—23>2ZE#HITDICIE. AWS YR—Z A ROV —)ILDFES—232)(-T
V-3t 05 —=2FRALET.

3. RIYVIDIERRNR—>T. IELWLWFT>TL— K~ URL B Amazon S3 URL FFX MRY IR (CADENT
WD EZER L. [IRAN] ZBIRUE Y,

4. RAVIDHMEIBENR—>T, COVYYI—23 DRIV ICLaIZEEDHTET, RICERTBIX
FOHIPRICRIT DEEMCDLTIE. AWS Identity and Access Management 1—H—HA RdD 1AM
BELU AWS STS A4 —4 1 #SRBRULTIEEU,

5. NSA—=HR-T, ROI\SA-FZEELT [RN] ZERULFET,

NSA—5 FIAIbB L)

Sec Hub Account Admin < AP wHZE> AWS Security Hub OEIBET7HTI> D 12 HIDT
NI K ID ZANUET, COEICKD., BEETH
> hOYVY1—23>00-)UIC T OEREFAINMT S
ENFEY.

6. RIYVIATSIADDE/ENR—TT, [RN] ZBIRLET.
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AWS ToBEEMbeNZtF YT« Wit EEHA R

7. LEA—R—->27T, REEHRUET.,. 72T L — bH' AWS Identity and Access Management (IAM)
Y =BT D EZERITDFITVIRYIRZMLT ACUET,

8. [RIYIDIFR] &R TRYYOZTIO1LET,

AV IDAT—4S X (F. AWS CloudFormation I>YV—)LOAF—H ARG THRTEEI, fI59T
CREATE_COMPLETE RF—HAZANEKREINET . DRIV INGZHHFHAFTNTULDEIE. RORATY T (TED T
ENTEFET,

ATYD 3: ARV DO ZERET D

EE

ZDYY1—>32(CF. BRIEESNGERAXA NJOR%Z AWS [GXETDATS I AEFENTULET, AWS TlE
COF—AEFERLT. I—HY-—NZDVUi—->3>, BES-—EXBLUORBZEDLDS(CHEALTLIHEKX
DKR<ERL., IBMHEITDIH—ERXPRBOBE(CKIITES, DV >T—haBU TIREETNIZT—5(E AWS A
FIELEYS. T—FIREIC[E. AWS TSA/\S—RUS—DEASNET,

COMREZEENC I BICE. T>TL—bh&'ESD>O—RUT. AWS CloudFormation DY E>JE0> 3> %
ZE L. AWS CloudFormation J>V—)LZERALTC>TJL—bh27yvJO—-RU. COVYU1—>3>%5T
O1UET. FHllCDODVTIE. COH1 RD TBRfbENizT—9DIRE] €02 3>zE8RU TS,

aws-sharr-member XA W&, & Security Hub DX /)\=FPHI> MCA A M=ILTDIRENRGDET,
CDRIvOE. BREEBRDS S IVIZERZLUE T, EX/I\—=T7HDO> hOERE(E. CDORITYVIEHAT
FIFEEIgE/MEEZ 1> bO—ILTEET,

1. AWS Security Hub DX )\=FH I & (A2 I)I\—THEHIEBETHI> bEED) ZEIC AWS Yx
ARV =I)UCHA A2 UFET, aws-sharr-member.template AWS CloudFormation >~
TJL— bzt DRI ZERUET .

Launch
solution

WMB(CHRIRAXTDHICT T —haFI2O0—-RIBDTEETEET.

2. ZOF>TL—bE TIAILBNTKRERS JN—->2774688) U—>23 > TiEghanxz 9. Bld AWS U
—23>2TIDYYI—>3>2ZREITDICIE. AWS YR—Z A ROV —ILDFES -2 32T
V=232l 05 —&ERLET.
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AWS ToBEEMbeNZtF YT« Wit

pe £

CDYYU1—>3>Tld AWS Systems Manager Z{ERAUEI. COY—EX(E RE. (FEAED AWS
-3 > THIATRET Y. COVYUI1—>32(F CNS5D AWS H—EXBEHYR— K323 IRTD AWS
U—=3>2TRBLEXT. AWS U—>3 > ETHAFEER AWS B —EXDEHIERICOVNTE. AWS
-3 Rl —EXZZERITE0N,

3. RIYVIDERR—>T,. IELLVWFT>FL— ~ URL B Amazon S3 URL 7FX MR O RXICAHNESNT
B EXZERL. [RA] ZBIRUE T,

4, RGYVIDFMEIBENR—>T. COVUI—23 DRIV IICEFIZEIDHTET, ZEIDOXFEHIR
(CE89 B5%#(Z. AWS Identity and Access Management 1—Y—HA RdD 1AM S LT AWS STS

OA—45 ] ZBRUTIES0N,

5. WSRA—=HR-TT, ROI\SGA-FZEBEL T [RN\] Z&EIRLFET,

NSA—5

Provide the name of the

LogGroup to be used to create

Metric Filters and Alarms

Load SC Member Stack

Load AFSBP Member Stack

Load CIS120 Member Stack

Load CIS140 Member Stack

Load PC1321 Member Stack

Load NIST Member Stack

Create S3 Bucket For Redshift
Audit Logging

FIALB

<A HZE >

yes

no

no

no

no

no

no

ﬂ

CloudTrail #* API J—)L% 352859 3 CloudWatch O
=T D&EIEEBELET. NIE CIS 3.1-3.14 DIEE
(CfERRE=NZET.

SC O> bO—)LOBEBMEEDIZSHIC A\ —OR—FR>
rEA>AR—ILTBINEDIHEIBELET,

FSBP 1> ~O—)LOBEMEEDI=HIC A /\— 2 R—
FREADZAN=ITBINEDIHEIBELET,

CIS120 > bO—)LOEIEEDIZSH(C A )= 2R
— R hZEARAR=ILTBINEDIHEIBELET.
CIS140 O> bO—)LOBEIEEDTZSHIC A I/)N\—TR
— 2 NEAVRA ML BINEDIHEIRELET.
PC1321 > FO—JLDOBEEMEE D= A > /)\—TO R
— X hEAAN—ILTBINEDSHEIBELET .

NIST J> hO—JLOEFMEEDZHIC A /=T R—F
S hEAAR=ILTBINEDIHEIBELEY.

FSBP Redshift.4 {E18RIC S3 )\ NE/ER S BN
HDBEF. yes BERUET., S3 /0wy MEEED:E
HICDLTIE. AWS Security Hub 1—5—HA RD
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EEHAR
INSA—4 FIAIB AR
Redshift.4 DEEEZSEL T ZELN,
Sec Hub Admin Account < ABHwiZE > AWS Security Hub OBEE7ZHDI> hD 12 #iDF7HD

>~ ID ZEAALETY.
6. RIYVIATZIA>DRENR—TT, [IRN] ZEIRULET,

7. LEA—R-—2T, KEZHRELEI, T>TL— bH AWS Identity and Access Management (IAM)
UV =R T D ERFERIDF TV IRYIRZBLT ANCUET,

8. [RIYVIDIERL] &8 RL CRYY U= TO1LET.

AAAYVIDAT—A XL, AWS CloudFormation >V —)LDRAF—H RS THERTEEI, $1 15 9T
CREATE_COMPLETE RF—HAANKRENZET,

ATYT 4: (AT>3>) FIATIEEIRMEEZAET S
A =TRSO SHEDEEENIRT BHEE. R NSNERY Y IETF1 T« BECADE TER
TBHTETHRTEET, SOTILCTBRBIC, RANSNERTYIDOATS 3> FI— hRY Y I(CHEE

SNFEA.

1. AWS CloudFormation >V —)LICHA>A4> LT, RARSNERIVIOZIERUEY,

2. [BE#] ZERULKT,

3. [RARENERY Y DZERH] Z&EIRLU T [RIYIDER] ZEIRLET.
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-redshift-4
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Update sharr-v130-rc1-member- X
PlaybookMemberStackPCI321-LWXPIU3B3J89?

It is recommended to update through the root stack
Updating a nested stack may result in an unstable state where the nested stack is out-
of-sync with its root stack. Learn more [4

Go to root stack (recommended)

© Update nested stack

RARENIZRIY O DEH
4. REDT>VITL—PMEER] Z&RL. [RAN] ZBIRUET,

5. FIAHEDJgEMEEZRAELUF T, HERIO> FO—JLDEF Available (C. AR>S MO—JUIE Not
available ([CEBLTLIZELN,

e £
BIEEATICIDE, CF1VUFTABELTS MO-IILADOY Y- 3> DEES > Ty INHIBRENE
g_o

6. RIVIATSIA>D/ER—ZT. [IRAN] Z3&IRUET .

7. LEA—R—>7T, REEHRUET. 7>TFL— bH' AWS Identity and Access Management (IAM)
Y —REER T D EZERIDFIVIRYIRZMLTAICUET,

8. [RIYVIDEM] T&ERLET,

RV IDAFT—4A X (. AWS CloudFormation >V —)LDRAF—H RS THRTEEFI, £ 159D T
CREATE _COMPLETE RF—HANKRENET .,
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Service Catalog AppRegistry [C&LDVYUI1—>S3>D
T E=HU>D

CDVJ1—>3 (2. CloudFormation 7> 7L — hEZDEREERD YUY —X %, Service Catalog
AppRegistry & AWS Systems Manager Application Manager A (CFZTUT—> 3> & U TERT B28HD
Service Catalog AppRegistry UY—ZAWEENTLET,

AWS Systems Manager Application Manager (&. COYJ1—>3>EUV-XEZTFTUT—23 2 LANILT
R TEDIEH. RDEIDRSENTIRECIRADET,

o UY—X RHYIPL AWS PAD> hEHRTTIOAMSNZUY—-XDIR S, ZOVY1—->3>(CH
EIRO00%Z—CEZSFUITUET,

e ZOVYU1—23>DYUY—-XDERT—4 (77014 AXFT—%X, CloudWatch 775 —A. UY—XETE.
ER LORREIRE) 27 TV —23 >0 FTF AR TRRUET,

ROETE. Application Manager DV U1 —>3> XAV OTODT7ITIo—23 > E1—DflERUTVET,

AWS-Systems-Manager-Application-Manager Start runbook
[ Components (2)
Name | Alarms Application information | View in AppRegistry [
=] & Aws-Systems-Manager- Application-Manager
Application type Name 7 Application monitering
[ AWS-Systems-Manager-A AWS-AppRegistry AWS-Systems-Manager- Application-Manager © Not enabled

Description
Service Catalog application to track and
manage all your resources for the solution

Overview Resources Instances Compliance Monitoring Opsitems Logs Runbooks Cost

Insights and Alarms info Cost

Manitor your application health with Amazon CloudWatch. View resource costs per application using AWS Cost Explorer.

Cost (USD)

Application Manager TOYU1—>3> XYY
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Amazon CloudWatch Application Insights ®&%h{it

1. Systems Manager 1>V —)LICOJA>ULET,

2. TES—23>ZRA2T, [PTVT—23>IR—v—] ZERLFET,

3. Applications T, COVYYI1—>3>D7TUT—2 3> 8%2RRUGERUED,

TIUT—23>20FTVor—23>Y—R5(C(E App Registry EFRRxESN., YU1—>3>%, U—
3>, 7AHD2 K ID. FRERGYILHEFENDETNET,

4. AVR—RMYU—T, BIMELIEWI TV -2 3> Ry IZBIRULE T,

5. E=#HU>4 45T d Application Insights T. [Auto-configure Application Insights] Z:&RUZE
3_0

Overview Resources Provisioning Compliance Monitoring Opsltems Logs Runbooks Cost

Application Insights (0) info (O View Ignored Problems ‘ Add an application

Problems detected by severity

Q, Find problems ‘ |Last?‘days v‘ ‘ C ‘ 1 &

Problemsu... ¥ Status v Severity v Source v | starttime v | Insights ¥

Advanced monitoring is not enabled

When you onboard your first application, a service-linked role (SLR) is created in your account. The SLR is predefined by CloudWatch Application
Insights and includes the permissions the service requires to monitor AWS services on your behalf.

‘ Auto-configure Application Insights ‘

IV =23 >DFEZSYITINBRICIED ., RDAFT—HARY DANRRENET,
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Overview Resources Provisioning Compliance Monitoring Opslitems Logs Runbooks Cost

Application Insights (0) nfe (P view Ignored Problems ‘ Add an application

Problems detected by severity

Q. Find problems ‘ ‘Last?days " ‘ &) ‘ 1 )

Problemsu... ¥ Status v Severity v Source v | starttime v | Insights ¥

) Application monitering has been successfully enabled. It will take some time to display any results. Please use the refresh button to
view results.

VUI1—->3VICRAETZIIAR NIV ZIHRT S

VUU1—-2 3> (CEETDIAR MR FIZEBHC LS. AR MendI&ERL DY IU1—>3>00R
NetER I DMENDDET, ROFIET. IR NN FI &R LET,

1. Systems Manager 1>V —)LICOJA>ULET,

2. FEF— a3 RA2T, [PTUTF—=23>I¥1%—Sv—] Z&RLET.
3. Applications T. COYJ1—>3>07TU5—23> &7 &RUET,

4. BIBSYTDIAXBMT. [Add user tag] ZiERUET.

View resource costs per application using AWS Cost Explorer.

el

To enable cost tracking, add the "AppManagerCFNStackKey" user tag to your CloudFormation
stack.

Adding the user tag will require redeployment of the stack.

Add user tag
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https://console.aws.amazon.com/systems-manager
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5. Add user tag X—=T confirm &ABU. [Add user tag] ZiERLFET.

TOTANR=23>TOCANTT UTHIT—INTRRESNDETICHRK 24 KON DIEENHDFT.

VU1—232([CEET S IR MNER T I DBEIE

CDYVJ1—>3>(CREYZIARNYTZ2HR LS. DX MENF I 2B CLTIDY J1—>3>0aX
R D BENS DX T X NED T (E. HEDERTHDT> M SDHFENICTEET .

ROFIET, AR MEDTITZEBNCUET.

1. EREODRXMEEIYV-ILICHA>A>UFT,

2. FES—23>RA> T [ARMRDHI] 2ERLET .

3. JABMEBDPHIR—ZT. AppManagerCENStackKey T I« ILIUT L. RRSNIEHERENS ST
ZEIRUET,

4. [BE] ZBRUET.

AWS Cost Explorer

AWS Cost Explorer EDIEE(ICKD. 7TV —23>BrOT7TVS—2 3> R—32 MIEETSZ X
NOIEZ Application Manager 1>V —)L TR TEE I . Cost Explorer Tld, AWS UY—XDIRX b &fE
AR ZRRINTRRIDZET, IR NZEBETEET,

1. AWS YHRZXY ROV —)LICBA2 A2 UET,

2. TES—>3>AZ1—T. [Cost Explorer] Z&RULT. VU1—>3>0DIR MEFERIRRZRERS
THRRUET,
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Amazon CloudWatch 4w < a1hk— REFEHLTY VU
—S3>DANL—>3>'EETEZ=SIIUD

ZDYJ1—>3>(C1F. Amazon CloudWatch Aw > 1/h— RICRRESNDIHDRI LA NI DR ETS—LWE
FNZEI,

CloudWatch w2 Rh—REFS—AlFE. YII1—>3>DARL—23>FZFTZAIUT U, BENLEEN
REURESICTS—bEHULUET,

CloudWatch DX RNUO R, PS5—A, VS a1Rk—REEHIC
EES)

CloudWatch O#EE(C (& 3 DD CloudFormation > L — NS X—FHHDFET,

CloudWatch Metrics
UseCloudWatchMetrics

Enable collection of operational metrics and create a CloudWatch dashboard to monitor solution operations
(e )

UseCloudWatchMetricsAlarms
Create CloudWatch Alarms for gathered metrics

= )

StateMachineExecutionsAlarmThreshold
Number of executions in one period to trigger the state machine executions alarm

(Lroc0 )

1. UseCloudWatchMetrics — CMN%& Yes (CREIT D E. BRAA MU OZDINENBZNCAD, TNSDA
N O %=RRT D CloudWatch v 17— RHYERRSNZE T,

2. UseCloudWatchAlarms — CN% Yes ([CERETDE. VUL —23>DFT TAIL MFS—LHEMITRR
nZEd,

3. StateMachineExecutionsAlarmThreshold — X5 — NS> DOEITV S — LA ZkRE I DHD—EHAMED
E17[EIES
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CloudWatch v < 1Kh— RZ{EHRTS

AwaR— RERRIDICIE:
1. Amazon CloudWatch . Fw>1/h— RDIECFEENLET,
2. [ASR-Remediation-Metrics-Dashboard] &WDEEIDA WS 1/h— RZEEIRLUET,

CloudWatch Fw > a2/R—R(C(E, SESFRBANITRXZRRIDERBEHDIAZTY MIGELTVET,
A NUDZRDF T AL SOUREERRR (S 24 BT,

1. State Machine Executions — X7 — hY 2 > (C K> THIIASNIZIEEBDE,

2. Remediation Outcomes — SUCCESS & FAILURE BICTIL—T{b SN EBFHERDE.

3. Remediation Failures by Type — {EENKE U S £ S R IBHDEL,

4. Remediation Scheduling Queue Length — {E18& X5 > 1 —)L 9 DcHDF 1 —DERAE.
5. Maximum Remediation Delay — 18D R T = 1 —)LEKENSEITE TORKIELERE,

6. Runbook Assue Role Failures — @720 —)L &SI EZ (TSN D T CRB UTEAEEDE, SN,
V)a—>3>ha9—45v hPHADY MIEULLTTOASN TRV EZERUTVETD,

CloudWatch #w > 1/h— RICIE, —fERARL —> 3> IS5 —%2ZBEIBIERRHFDT S—ALABMRELTWLE
ER
1. State Machine executions > 1000 (24 BRILA)

a. BEFRITORBEF. AR MNL—ILAERUEXD BHERICHIESN TS Z E&RUTVSaIEEMEN
HDET,

b. UZULME(X CloudFormation /\S X—4—%ZFEHUTCEECEET,

2. Remediation Failures by Type = NOREMEDIATION > 0

a. ASR [CEFNTULVRMEE(CH UTEEMR&FSNTNET . N> AR MNL—ILAERUIZ
TORBEZEVLS(CEENZ EZRUTVDEEEEN DD ET,
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3. Runbook Assume Role Failures > 0

VU133 UAENICTF T OA SN TORNT AT hEREU— 23 S TEEARF SN TVET,
TN ARY NL—LDBRLEEDEZDTHT MEEDLSICEESNLETEERLTNS
AR B DET .

IRTDT7S—LUEVMEEF, B42DFTO1D-—XCEDETEETEET,

Cloudwatch > Dashboards > ASR-Remediation-Metrics-Dashboard Autosave: Off @ Perlod override 1 hour (auto)
ASR: iation-Metric: v ¥ ‘ th  3h 12h 1d  3d 1w Custom [ | Local imezone ¥ H (o] l v H 52 H Actions v +
State Machine Executions i Remediation Outcomes i Remediation Failures by Type

Remediation Failures by Type

Count 529 0 This widget displays the frequency of different remediation outcomes.
S
1000 < emadiations startad »= 1000 for 1 datapoints within 1440 min & / If there Is an Increase In NOREMEDIATION results, this Indicates that
remediations are being attempted for remediations not currently Included
- w In ASR. You should verify that this is not caused by a modified automatic
504 /\ remediation rule.
i EMED! >= 1 for 1 datapoints within 1440 minutes (1)
A 2 —— . 123 12115 1217 12/19
1213 1215 1207 1209 1213 12115 /17 1219 oL ™ S
@ Remediations started @ FALURE @ SUCCESS @ STANDARDNOTENABLED
Remedlation Scheduling Queue Length (O Maximum Remediation Delay H Remediation scheduling Widgets
Count Seconds These widgets are related to scheduling of remediations.
2100 5200 Triggered remediations are inserted into a queue and a scheduling Lambda

picks them up to schedule the remediation execution.

The queue length represents the number of triggered remediations that

ol b are waiting to be scheduled.
‘The maximum delay Is how far out, In seconds, that the scheduling Lambda
i " ’ has scheduled a remediation for execution
1213 1215 12717 1219 1213 1215 1217 1219
@ Queue Length ® Delay
Runbook Assume Role Fallures { Runbook Assume Role Failures

This widget displays the frequency of the remediation lambda failing to
assume the role necessary to remediate on a different account.

This may Indicate that ASR Is attempting to remediate on a spoke account
that does not have ASR Installed

e

1 . Runbook Assume Role Failures >= 1 for 1 datapoints within 1440 ...

218 1218 2 219

® Runbook Assume Role Failures

P7S53—LDULEWNMEZEET D

1. Amazon CloudWatch -> 75—/ -> IRTOF7S—/A DIEICEELUET .

2. BEEIDT7S—LEERL. [770232] -> [RE] DIRIGERUET .

CloudWatch x| CloudWatch > Alarms
Favorites and recents > Alarms (3) () Hide Auto Scaling alarms Create alarm
Dashboards [Q ASR- x} [Anysme v | | Anytype - \ Any actions ... ¥ 1 @
ASR-Remediation-Metrics-
Dashboard (] Name v | State v | Laststate update v | conditions Actions v
v Alarms Ao @1 Qo NOREMEDIATION >= 1 for 1 datapoints within 1
AoOn O [m] ASR-NoRemediation @ ok 2023-12-25 15:36:25 ool @ Actions enabled

da
In alarm Y
. Runbook Assume Role Failures »= 1 for 1
All alarms [m] ASR-RunbookAssumeRoleFailure @oxK 2023-12-22 18:27:56 N @ Actions enabled
s datapoints within 1 day

Billing
— ExecutionsStarted >= 10 for 1 datapoints within
[ ASR-StateMachineExecutions @ oK 2023-12-15 16 T hour P @ Actions enabled
¥ Logs
Log groups

Log Anomalies
Live Tail

Logs Insights

¥ Metrics
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3. LEWMEZHRLDEICEELTRIFLET,

Cloudwatch > Alarms > ASR-StateMachineExecutions > Edit
Specify metric and conditions - optional

Step 1 - optional
Specify metric and conditions

Step 2 - optional Metric

Configure actions

Graph

Step 3 - optional 3 p N 3 A
This alarm will trigger when the blue line goes above the red line for 1 datapoints within 1 day.

Add name and description

b4
Step 4 - optional Count Namespace
AWS/States
Preview and create s ) /S
1,000
Metric name
‘ ExecutionsStarted |
501
StateMachineArn
‘ arn:aws:states:us-east-1:221128147805:stateMachine:s
1 =
01/05 01/07 01/09 01/11 Statistic
@ ExecutionsStarted ‘ Q. sum X |
Period
‘ 1day v ’
Conditions
Threshold type
© static (O Anomaly detection
Use a value as a threshold Use a band as a threshold
Whenever ExecutionsStarted is...
Define the alarm condition.
O Greater © Greater/Equal O Lower/Equal O Lower
> threshold >= threshold <= threshold < threshold
than...
Define the threshold value.
1000 <
Must be a number
» Additional configuration
Cancel Skip to Preview and create | | Next

4. CloudWatch v 1/R—RICEBEL T, HILLWEREEL—HIDILDICTISTZEELET,
a. WMEITDVA>TY bDBELICHDEARESZEIRLET.
b. [fR&E] Z0UvILFET,
c. AT23a>HTCEELET.

d. FILLERECENDETT S —LDFERZIEELET,
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State Machine Executions £ Persist time range © th 3h 12h 1d 3d Tw  Custom [ | Localtimezone ¥ | Line

Count
Remediations started >= 1000 for 1 datapoints within 1440 minutes (1,000)
501

1 3
o01/04 o1/04 o1/05 o1/05 01/06 01/06 o1/07 01/07 o1/08 o1/08 01/09 o01/09 01/10 01710

@ Remediations started

Browse  Multi source query - new = Graphed metrics (1) Source

Widget type

Une | Datatable | Stacked area Number | Gauge Bar | Ple
Legend position Live data

Hidden © Bottom Right Display most recent data point, even when not yet fully aggregated.
Left Y axis Right Y axis
Label Label
Limits Min Max Limits Min Max
Show units Show units
Horizontal annotations / thresholds ©

Label Value Fiu Axis Actlons
[ ] Remediations started >= 1000 for 1 datapoints within 1440 minutes [% 1000 % None v > X

Add horizontal annotation

Vertical annotations Info

Add vertical annotation

PS—AhiBMEYIIRASAT IS

oymn

Add math v

v‘clv

o/m

Add query ¥

BEETHI> AT, BEEXYYVIICKD TERENIZ Amazon SNS ~E w47 SO0111-ASR_Alarm_Topic

ZHITROSATUET. CNUTKD. 7S5 —LN ALARM REE(C/RD Tz LS (CBHMSNFET .

60



AWS ToBEEMbeNZtF YT« Wit

VUi1—>3>0r7vIr—hb

vi.4 BEION—->3a>hs507vI oL —KR

vi4x UgioV)a1—>3>%257 040 0 TCVWBHEEEF. 7oA A =ILUTHSEH/\—23>%Z1> A h—
JLUTLIZE0N,

1. Mg Oosuvievy)a—>3>%zZ7>A>AM=ILUEY, [VYU1—23>D7 A2 A M=) %=
SR LUTLESL,

2. ROT>TIL—bhZEEEBULES. [VI1—23>07704] 28R LTS,

be
v1.2.1 BIEIAS v1.3.0 B IC 7Y IO L — RTBBE(E. Use existing Orchestrator Log Group %= No

(T3

CERELFET. v1.3.0 UEZBEA > X M—ILTDIHEEEF. CDATSIZT ves ZBRLFET, COATS
ASEFEATDE AT AR —F-XFTyTEHEALUOT I -T(C5lEhas0d ziEiHz cEEFz I,

vi.4 BEHNSDOFYIIL—R
v1.4.x 57V T —RIBBEF. IRTDRALYYVIEE StackSets BRDKSICEFUET,

1. BD7>T L — hEERALT. AWS Security Hub OBIBETZHDO> DRIV IEBHUET.

2. EXZN=THI2 KT, 8BFDFT>TL— hOF7IOCRFaIZEHLET,

3. IRETOAMLTVDIIRTDOY =3 2DEAIIN=THI2 RT. &HDFT2TL— hDA /)-S5
W OEEFHUET,
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NSITNSa1—FT+0 20D

BAIANDEEAER(C (. BINIDIS — 28T DICHDFIENELH SN TNE T, CNSOFIECTHEENERRLUIZN
wBalE. TAWS B7IR— bADEBVWEDE] (C. ZOYYUI1—23>2(CFTSD AWS HiR— b —XZk< A
EN RSN TNET,

VUyai—3>oOosd

O3 vCF. COVYLI—-23>DRSTILEa1—FT+ 2OBERNMEENTVEIT, hEYVIICDNTE
EADFES—23>28RULTIIZE,

DV 1—>3>(F AWS Systems Manager TEITSNBDEES > TvIONSHHZIREL. ZDER%E
AWS Security Hub MEIBE 71> hd Amazon CloudWatch Logs ZJ)L— (s00111-SHARR) (CEEERUE T,
J> bO—IILBKUVHTEC 1 DO NI —LADMERENZE T,

A=A L —F -5 v TEEIE. AWS Security Hub OEIEE 773> T S00111-SHARR-
Orchestrator @ CloudWatch OJJ)L—FICIRTDORATY TOBERZLIFRUETIT., coOdid. XFTvIHE
HDOEA DRI ADIRREBE ZiLiRk I DEBIMN CI. ATV IBEHOETT &I 1 DOOT R MY — LAHVWERK
=NEI,

EE55DO00)L—TE AWS KMS key ZfEH U ClES{IEENET,

MORSTILZ2—F+ DB/ TE. S00111-SHARR O IIL—T=ERLTWET, cOOJCIMX T,
AWS Systems Manager Automation I>Y—JL. A—hX—23>M%FE470O4. AWS Step Functions J>V
—JL. AWS Lambda oOJ%ZEALT. BMEDSSIIL>a—F+ 2 0%ZTVWET,

BIEENKE TR E., RDOEIDRAYVEZ—TH s00111-SHARR (CE#%¥, O> hO—JL. BAARDOOT R MY —AIC
SHRESNET, (B: CIS-2.9-2021-08-12)

ERROR: adcbb9bb-24cc-492b-a30f-1123b407a6253: Remediation failed for CIS
control 2.9 in account 123412341234: See Automation Execution output for
details (AwsEc2Vpc vpc-0e92bbe911cf08achb)

RDOAY - (M EESHINTUVET, CcoBNiE. tFaUqE#EETO> ~O—)LICEA TS SHARR DS
>y OINSDEDTY. (Hl: SHARR-CIS_1.2.0_2.9)
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Step fails when it is Execution complete: verified.Failed to run automation
with executionId: eecdef79-9111-4532-921a-e098549f5259 Failed :
{Status=[Failed], Output=[No output available yet because the step is not
successfully executed], ExecutionId=[eecdef79-9111-4532-921a-

e098549f5259] }.Please refer to Automation Service Troubleshooting Guide for
more diagnosis details.

COERFIEBEFRZRUTNET . COBE(F. X2/ =THI RTERITSNTVDIFA—MA—=2 32T
NFI, COMEZ NSTILZ21—FT1>TITBCE (LRDAYE—ZKD) A2)\=FHD> RT AWS ¥R

A ROV —)LicOP4> L. AWS Systems Manager (C#&)L T Automation (CE&1L. £17 ID
(eecdef79-9111-4532-921a-e098549£525) MO HENZEARBIHENHDE T,

BTN DRIRERRR

e MEE: COVU1—>3>07701&. UY—XH Amazon CloudWatch TBREICERRIEETH D&%
RILS—TCEREMUET,

fiFREK: CloudFormation DUV —X /| AR> b 3> T, O —THELICEFEEIT DRI EERT
IS —XAVvE—HRUONMESRLE T . SHARR O TOBHDOT> T L — heERT3 & BFoOdd
I—TE=BRRETEET, BARAZERUIzCEZERLUET,

e MRE: JLATJYIODRIARNENIERSWIT EventBridge JL—ILZERR TERWNWEWDS IS —HREL.
VU1—-23>0O57 700 CKRBUET,

BRRR: SO NETLATVIDEICKLD. EventBridged)L—)LH EBRISGE U IZRIREMN B D E T,
CNEEE Y B(C(E. Security HubDfEE&=N/zd> bO—)LDgEERZEZCDY I 1—>3>0D SC
LADYvOEHPEDETERT DN FRHESNTWSEBEDT L ATV ODHZ27T0O414 T D\
EventBridge JL—ILD I A —FDE|E LIFZIYTTARUTLSZEUY,

« [IEE: @UJ7HD> NT. Security Hub Z## DU -3 > TEITUTCWVWET, COVYU1—>2 3> %8
HoU—->3> (7O 0ENTT,
fRRER: Security Hub OBIBEER U7 LI MBLUU -3 U (CERERSYVORT TOA1 T INE
MBHDET, Security Hub DA N—MEERESNTVBIEITHI AE AWS U—=32(80 A2 )—F
>TL—bhZEA2AR=J)LUZET . Security Hub TEHNZBRICLUET,
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BIRE: > J0O-rE%(C. SO0111-SHARR-Orchestrator hV/Xd 502 TS—T Get Automation
Document State TXKEAUZE T, [Lambda was unable to decrypt the environment variables
because KMS access was denied. Please check the function's KMS key settings. KMS Exception:
UnrecognizedClientExceptionKMS Message: The security token included in the request is
invalid.(Service: AWSLambda, Status Code: 502, Error Code: KMSAccessDeniedException; Request
ID: -]

BRI BEZRITIBRIC, COVIYLI—2I3HREITDETH 10 DHEFT. BELNFRLVNEG
&l BR—bFov bzt)dh. GitHub @ Issue (CEFRLTIZEULY,

B REBROEEZRAFT UM, AEECDFEATUR.

BRRER: (BB SHUIN D FEIEBANRVD, RERBROAEZHER LU TS0, —ENRARRAG. Ok
ERCEBEEHKEN VNS ETY, BEFATE. XELOMNIEBENMFELRVNGEER. 1T —([CEED
« — RNy ORI DHFEEHDFEEA, COVY1—->3>nO00ZHR L TIEE, I>Y—ILT
CloudWatch Logs ZRWLT</Z& L), SO0111-SHARR CloudWatch OJJIL—TJ%ZRDIF%E 9. &k
B ENIEA RN —LPRAICRRISNDELDICURRZUARBZI TSRSV EITULD EUARERER
DOTARI—LZERUET, T TIS—HEDNBEITI. KBROFERE U T, AREFEROHIE
CEEDFIHDA—E. JOXTHI> hOEE (FZHR— hESNTLVRW), FE(HREFERN I TIC
BESN TSI ENEZSNE T, KBMORAZFE TSN > EFEEEG. OJZNEL. PiR— hFo
w o TIZEN,

RIRE: (8= B Uz (C. AWS Security Hub O Y —I)ILDRAFT—AZANEHF N TULER A,

R AWS Security Hub J>V—)L Tl BEMICEHFINFEFA. REOEI—ZFEHLTLZSE
W BREFERDRAT—HANEHRNE T, 1REFHERD Failed 1S Passed (Ci5179 D F TICEEFRIN
NBBENHDFET, BEFBRE. AWS Config REDMDH —EXHS AWS Security Hub (TIR{EEN
AR BF—INBIERENE T . IL—ILEFHMESN DS ETORMIE, BELRDIT-—EXCLOTE
RDFET, INTHENFALRVES(E. £iD MREERDEEZEAFFELLN. AIEERIDFLAT
LTzl ORAEZSRUTIZE0,

BIRE: A — XL —45—RX5 v TE#T. Get Automation Document State Wk LUET. [An
error occurred (AccessDenied) when calling the AssumeRole operation. |

AR’ SHARR WMRIBFERDIEEZIHF TVD AT NI MTAZNN—DF2TL— A2 X b
—ILENTVELRBA. A2/N\=F2TL—b27T0O1FDHDOFIRICH D TIZS0N,
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BIRE: L J—4 —FEEEFrRILNT TICHFETDEH. Config.l DS TV INKEMUET,
FRRER: AWS Config MESERIEE(CFANXT. AWS Config NIEELLK Y Py TFanNTWL3Z & &R
TLIZEW, BMEERTIE. BEICKDT. BHFD AWS Config DIEREZIEIETEEH A,

RIRE: (IR INLTULB M. "No output available yet because the step is not
successfully executed." DAVEZ—IHREIND

R CNE. FEDBES > TV INL AR RZRE[BRVN] EWDSZDUY —XDEFXDMBRETY
BES > TV ORERCKKMU. BELRWEEICCOY U1 -2 3> (BAUETD,

RIRE: ARRICKEL T, RV T L —AMNXEETND

BRR: ZEICKDTIE. IT—AVvE—2TIFIRKRAIYVI ML —XR(ICIRD LS —IRRE(CWHU T D=7
RITZENBDET, SL—RFT—FNSHEBD NS TIL>a1—F 4 0% HHFTLIEE0,. HiR— E'ws
BRIGEF. HR—hFow I TS,

BlIfE: D XS LT7023>2DI)Y—XT v1.3.0 DAYV IZHIBFTEEFERATUR.

BERR: DRYLTO23>zHIRTDE. BBERTTL— bOBIBRNKEI D ENHDFET. N
(FEAFNDRERE T, ROV —XTEESNDFECTT . TOXIIHEF. RODKXSICEDET.

1. AWS Security Hub Y= A> b2V —=)LICHA2 A2 UET,

2. BIEERADINDI NT, HECBEULET,

W

. [BRAILTFOSI>] FITZERUET,
4., [Remediate with SHARR] O > bUEFENTHIBFRLUET .

5. BE. RV IZHIBKRLET,

FiRE: EEERYYVOEBET SO UZ#&(C. AssumeRole T AWS Step Functions WRBRLE T

R BEEERYYOZBES O35 L. EEBEVNHDY hMOBEBEO-ILEAT/I=THDI> D
A2\ —O—)LEDOEEERFEMIMENE T, A2 /\—O—-ILRYYVIZIRTDAYIN=THIT> MNIB
EJO149320ENSHDET,

fEIRE: 24 BRIZB X TH CIS 3.x DIEEN PASSED ERIRSNFEH A

BRIRER: ChUE. A /=71 > MC SO0111-SHARR LocalAlarmNotification SNS hEWIAD
HBIZXOUTS 3>RS ICK<SRELFET,
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EDIEESEICEHYT SREE

SetSSLBucketPolicy h* AccessDenied TS5—T%kHI S

BEET> bO—)L: AWS FSBP v1.0.0 S3.5. PCI v3.2.1 PCI.S3.5. CISv1.4.0 2.1.2, SCv2.0.0 S3.5
fIRE: SetSSLBucketPolicy 7' AccessDenied TS5 —TCTKREUET,

PutBucketPolicy AXL —33>%1—)L9 35 &I S5— (AccessDenied) & UT=: AccessDenied

JOvoNT Uy o7 oRZEEEN) oY RNTEMCERD TVWDIGE, /\TUyI7IOTRZHTDRAT— hX
> hEET/I\TY MRUS—ZERELLDETDE, COIT—TRBULET, COXRDIPMREICTDICIE. TD
KOBRT— A hZEU/\TY MRUS—Z/EL. TD/\TY bD/\TVUy o702 T0v JZ283(CL
ig_o

ConfigureS3BucketPublicAccessBlock (B:&E1> bO—)L: AWS FSBP v1.0.0 S3.2. PCI v3.2.1 PCI.S3.2.
CISv1.4.0 2.1.5.2, SCv2.0.0 S3.2) OfEETH. /\Uowv MRUS—Z2ZEET(/\TUvor7oeXTI0Ov o
WEZITDOESD. Iy hMZEZDRREICT D ENTEFET,

SetSSLBucketPolicy (&. SSL ZFERAURWVWIITIR hEIEGET D AT — X he/\Twy MRUS—(SEIIULE
T MU —ADMDRAT— b A MHMEIEESNRWzD. NTUYOT7OCRZHTTDIAT— A "HD
BEF. ENSDRAT— A MIEEEENTUVBREBEEZNZ/\TY MRUS —ZEBIILELD ELTE. B8
KBMUZET,

R )Ty b\ TV o7 oRE2TOVIITIREEFET D/ TV IV IR EHTTDRAT— hXA

> hZHEBRT LD/ Ty MRUS—ZEIELE T,

PutS3BucketPolicyDeny Hh'%&B9 3

BEET> bO—)L: AWS FSBP v1.0.0 S3.6. NIST.800-53.r5 CA-9(1). NIST.800-53.r5 CM-2

RIRE: PutS3BucketPolicyDeny T. RDIS—MNETRESNET,
Unable to create an explicit deny statement for {bucket name}.

F—=Gv Ny ROIRTORIZ—DTUZS)ULS [*] D&, YI1—>32EIRTOTU>2)UL
DINRTDI\ Ty hF7o23>72TOvIF DI, F—5vy MN\Uy MIABEBRUS —ZBITEHEE A
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RRER: /Uy MRUS—ZBIELT. [*] TJUZ2)OLEERT IR0 (CRHEDT HI> NMI7O> 3> %
AL, EEENETOS 3 EHRUET,
CDYVVUI—>3>2aBHhCTBHE

AEFTUMMBELRBE. A2 ISANSIFvZEIRETCYY1—23 228N CTIRNENSDIHEN
HDFEI, INSOZFUATE. COVYI—>32DETFESHFROAIR—R hEBHCTDHECDNTH
ULSERBALE .

SFU 1: BE—O> bO—JLICK T DEEMEEZECT D.

1. AWS CloudFormation 1> —)LC. EventBridge (CFBEILFE T,

2. A RI\—(2HD =] Z#EIRULE T,
3. TIAIBDARY MRZERLUT, BH(CITDI> bO-IILEERLUET,
4. IL—ILZERUT, [#E] RY>ZERULFET,
SFUA 2: IRTOI> bO-ILICH T DEEMEEZINICT D,
1. J>Y—JL T EventBridge (CBEILET,
2. B R)I\—(CHD =] Z#IRUE T,
3. TIAIBDARY MRZBIRULT, TDFICHDIINTDIL—ILEERLET,

4. [#ME] RYZZEIRUE T, BER—ZD)IL—ILTTNZITOIRENSDHENHDZLITERELTL
ZE

SFUA 3: 7HI MW ITDIFEMEEZENCTD.
1. J>Y—JL T EventBridge (CFBENILET .
2. BARIN\—(CHD =] Z&ERLET,
3. TIAILBDANRS MR ZERLUT. [Remediate_with_SHARR_CustomAction] Z1&%&LFE 7.

4. IL—ILZ#ERUT, [#E] RYZERUE T,
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AWS Hh— MOBHELEDHE

AWS ROV /\—H7R— b, AWS EZRIPR— b Ffeld AWS T2 —T 54 XY R— hZZFHIHDOHBE (.
YIR— b5 —ZFALT. COVY1—23>ICBIDIITFR/\— DB R—- hZ2ZRIFTDENTEFT . X
Do 32T, EOFEESHBALET.

r—R&{ERk

1. YIR— b5 —- 124> UFET,

2. [—R%ZFRR] ZFRIRLET.

EDLSRYR—EZHFLETIH?
1. [#%4l7] 2:8RUET,
2. B—EXT. [Solutions] &i&RULZET,
3. AFJVUT. [Other Solutions] Zi#RULET.
4. BRET, 1 RT—RXCmBBUEATS 3> 2&RUET,

5. B—EX. HFOV. BREZANITDE. A>F—T1—X MRS TILE 1 —F« ST DERIN
DU IRRRESNE T, INSDYUZIZERLUTCEREZFRERTERVNEE(E. [ROIXAFTYIT': Ehl
R/#] ZBRUTSES0N

ENTRE
1. &, BMFERNEEENLETFR NEASLET,
2. BBAIC. RIEORMEADLET,
3. [IPANERM] ZRRUET.

4. AWS BR— bV I TR b2MIB T D12 (CHBINBIRERMTUE T,
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AWS ToBEEMbeNZtF YT« Wit

I—ZADRRREERICTH NS TEE LY
1. BERERERALET.

2. [ROARAFTYT: STHREZFBHENVEDE] ZBRUET,

SISHERFEESRERWEDOE

1. [SF<HRIR] THRRZHRBLET,

2. TNSOFRRCTHEEZFRTESRVESE. [BEAVSDE] Z&IRL. BEQBIRZANDLUT FE] =

EIRUE T,
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VUua1—>3>0r7>A A M=)

AWS YRZA ROV —)ILTZDYYL—232%& 7oA A =)L DICIE. ROFIEZFERLET.

V1.0.0-V1.2.1

J1J)—2X v1.0.0 ~ v1.2.1 Tl&. Y—EXHHOTZFERLT CIS £IZ(E FSBP DT L ATV oA S
—)LUZEY, v1.3.0 TlE. Service Catalog (IMERA=NRLEADEL,

1. AWS CloudFormation >V —)LICHA >« > L. Security Hub OS54V 7HI> MMIBEILE T,

2. [Service Catalog] =&RLT. JOEZa—>JdankzJLAJvo%=#ETL., TFaUFTcTIL—T.
O—J)L. £zE1 - —-Z=HBKREUET,

3. AWS Security Hub A2 /)\=7HT> MMSRIR—2D CISPermissions.template 7L — K%
HIBRLE T,

4. Security Hub OBBEBLUA/\=T7HT> SIS AIR—TD AFSBPMemberStack. template 7>
JL—bhEHIBRUET .

5. Security Hub 7 SAUT7HDI> MMIBHL, COVI1—23>DA > A M—)LAS Y IEEIRLU T,
[HIFR] Z#IRUE T,

pE 0

CloudWatch OJJ)L— o007 (#MRFNFE T, MBEOOJRIERU S —DERICIEU T, cnsoOdz&E
FI9BdCEEDENDHUET,

V1.3.x

1. BXA)\=T7HI> M5 aws-sharr-member. template ZHIBRLUE T,

2. BIEEZHDI> M5 aws-sharr-admin.template ZHIBRUET,
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p= =
v1.3.0 TEBEET T — hRHIBRITDE. DRAILATIS 3> DBIRICKIT DIEENHNDET. TNILEER
DOEET, ROV —-XTEIEESNDFECIT., XOFIEZFERAL T, COBBEZERLTLSIZEU,

1. AWS Security Hub YR A2 bV —)ILICHA>A > ULFET,
2. BEHERDOT7ZHND> KT, HELCEHLET,

3. [BRELTDZ3>] FT=ERUET,

4. Remediate with SHARR DT> ~UZFECHIBRLZE T,

5. BE. XYY IZHIKRULET.

V1.4.0 B

AFvODFTorO4
1. BXZ)\=77HI> M5 aws-sharr-member. template ZHIBFRLUE T,

2. BIEEIHDI> 'S aws-sharr-admin.template ZHIBRUE T,

StackSets 57’04
StackSets C & (CRAYVOEHIBRLUTHS., 0O+ &IFXFEDIEFT StackSets ZHIBRLET .

F>TL— MHBIBREMNTH aws-sharr-member-roles.template M IAM O—)UFRFINDZEITERL
TLIZEW, CoO—-ILZERUEEN S ESHEMETDILDCTDRDIICLTVET, 2D SO00111-* DO
—JLIZ. CloudTrail 5*5 CloudWatch ADOF> X2 RDS DILREZF Y > IR ED T U5+« TIMEE T
SNTUVRWS 7R UTERICFEITHIBR TEE I,
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EEENA R

VUI1—-S320—8lBHTEEHICT S
VU1—23>08EEEF. VU1 -—2320LEDKEZEMICTDINZRDXDCT> FO—-ILTEFT,

AIN=EXAD)N—O—-IDRF Y IHFTTOA EThBiEm:

o BEEISHVIF. NSA—F—EEUTIBESNEERBE A MESZMAL T, A2 /(—&X2)C
—O—ILDRIYINFTTOASTNTWVWB T IO NTDH. (DRILTISI3>FEEEIR2ICEHES
N7z EventBridge JL—)LZiE U TC) B1EBZMIBETEET,

o FRHIDKFEEFYU—-2322YV)1—-23 20N STECEHEINTDICE. A2/ —FZ>FEA)/)(—0O
—IILDRIY DRENSDT NI hERFYU—232(CFTO4 ULIRNTLIZEL,

Security Hub TO7Z A > bEU—23 > DIREERDOENHNE:

K

o BEERAHvVUIF. BIEE7ZHO NEU—3>(BUWVEREFERICHUTDH (DRILTISI>FE
ZERE(CEBEEENTZ EventBridge JL—ILZ@ U T) EBEZRAIBTEEY,

o FHIOIKFREEIVU—32EVYI1—-a3>OFENSTRCHENTDICE. BEERSYYVINTTOA
TSNTWBDEEUBEBETHDIY MU -3  (CREBREXEITDZHI MEREFU—a> %5
HIRNTLIZEE0,

EDBEDRANENERIYIBFTITOCETNTNS b

o BEEIAHVIIE. WRERDAI/N=THO>hED—32(CO> b O-IILS>TvoONTTOq SN
T3> bO=ILICHUTDHIH. (ARILTOSI3>FEEITEICEBEMEEN/Z EventBridge JL—JL
ZEUTC) BEZMIATEET . CNSEREBEDA/N-RFVIICL>TFIOMENZET,

o BEBEXSYVITEZRCEIMMESNIBEZRIBETEDIDE. BIEEXIYVICKDODTEDEED)L—ILH
WARINTULSI> bO—JLD EventBridge JL—ILDHERDET, CNSEFEEBETHD> MO
1ENET,
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o OMDWPILLFTBHIC, BEBEVHIZ NEADN=THIY MEFT—BULCEERZST JOAIDE
ZHIIHULEI. AWS FSBP & CIS v1.2.0 ZEDIKRSIFEF. N5 2 DORX hSNCEEERY
v ORBEIBEHI MITTOANLT. NS 2 DORARESNIZEADIN—RIYVIZEAIN—=T1
2 hEU-232(CTTOM0FEY,

EDT> bO-LS2TYIDBERARENEAN-RFIYO(CTITOMETNTNS DN

o BEEIXIVIEF BRIZHI—ROAZNN—REIYICELOTHRERDIAN=THI> hEU—-23
2(Ca>hO=-IILS 2Ty onT7O02N TV IS bO—ILICHUTDH. (BRILFDOSIa>FEZ
([FEE(CHBMESMNIZ EventBridge JL—ILZ&E U T) EBEZRIBTEET,

o HWEDREFETEDIZ bO—-ILZBMICTBINZXIDEHMN<OS FO—-ILITDEHC. BEDERA S
SNERAFYOICE > bO-IILS>TVvIORTTO4MEND/ISA—F—NHDFEY, I> bO—ILD
NS A—%—% [NOT Available] DECHELT. £0O> OS2 TvoOZE7>5TIOALET.

BREZAMDEIENCT BIEHDSSMINSA—5:

o BEERASvVIL. EBEOBEBEXYVIICI>TTIOATNE SSM /NS AXA—F%E L TEMEENE
BEDBIEDHE (DRI LTS 3> FZEZTECEBEENIZ EventBridge JL—)LZ@E U T) BIAT
SEER

o EMELMLH(CIDIC(E. /Solutions/SO0111/<standard_name>/<standard_version>/status / VXD
SSM J\S X —FDfE%& No ([CEREULET,

SNS & Dl
EEP R3S

{
"severity": "INFO",
"message": "00000000-0000-0000-0000-000000000000: Remediation queued for
SC control RDS.13 in account 111111111111",
"finding": {
"finding id": "22222222-2222-2222-2222-222222222222",

"finding description": "This control checks if automatic minor version
upgrades are enabled for the Amazon RDS database instance.",

"standard name": "security-control",

"standard version": "2.0.0",

"standard control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",
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"account": "111111111111",
"finding arn": "arn:aws:securityhub:us-east-1:111111111111:security-
control/RDS.13/finding/22222222-2222-2222-2222-222222222222"
}
}

EENRIUIZHE

"severity": "INFO",

"message": "00000000-0000-0000-0000-000000000000: Remediation succeeded
for SC control RDS.13 in account 111111111111: See Automation Execution
output for details (AwsRdsDbInstance arn:aws:rds:us-east-
1:111111111111:db:database-1)",

"finding": {

"finding 1id": "22222222-2222-2222-2222-222222222222",

"finding description": "This control checks if automatic minor version
upgrades are enabled for the Amazon RDS database instance.",

"standard name": "security-control",

"standard version": "2.0.0",

"standard control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding arn": "arn:aws:securityhub:us-east-1:111111111111:security-

control/RDS.13/£inding/22222222-2222-2222-2222-222222222222"
}
}

BIE(CKBUITEE

"severity": "ERROR",

"message": "00000000-0000-0000-0000-000000000000: Remediation failed for
SC control RDS.13 in account 111111111111: See Automation Execution output
for details (AwsRdsDbInstance arn:aws:rds:us-east-
1:111111111111:db:database-1)",

"finding": {

"finding id": "22222222-2222-2222-2222-222222222222",

"finding description": "This control checks if automatic minor version
upgrades are enabled for the Amazon RDS database instance.",

"standard name": "security-control",

"standard version": "2.0.0",

"standard control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding arn": "arn:aws:securityhub:us-east-1:111111111111:security-

control/RDS.13/£finding/22222222-2222-2222-2222-222222222222"

1
}
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VUai—>3>0ER

ZOF21—KUTILTE. ASR ZHHTTIOA T 23FIEZHMALET, FI. COVYII1—23>ZEAIDILE
SHORIRFEMZHIAL. TREICAZ /=T N> FOREEROAIZIEEBLET,

Fa—bkU7)L: AWS TOBE{EENIZEF 1 U5 1 WIiLDk%E
ik

COF1—KUTIILTE. MHTTTOAIDFIRZHBLET. £ COVIU1—>3>ZEAT DIZHDRE]
REMZHBL. BRRICAZ/I=THI> bOREFEROHZEEBLET.

FPho> hae#wmd D

CODOVY)1—23>000RTHI> MBIOZOR) -3 > DIEEMEDTEXTDSRSHIC. TOF1— KU
FILTIE 2 DO LD MEFERULET. COVYI1—2 3> 2B—0O7HD> NI TO4AI23TEETEFT,

ROFITIE. ZHDO N 111111111111 & 222222222222 ZEALTCZHOYVYI1—3>DFEEXTVET,
111111111111 (FBBE 7D MNMIRED, 222222222222 (FAIN—T I MIRDZFET, us-east-1 &
us-west-2 DU—23>DVY - (CHTIREEREEBEITDV )1 -3 >%&FULET,

RORE, ETHOREV—23>DERXTYITERITIDT7I>3>ERIBITY,

FZho>bk =[] us-east-1 TOFIS3> us-east-2 TOFIS3>
111111111111 '.:E‘-.‘-IE% 20 20
222222222222 L) t— 20 20

BEEVHI NI VU233 BRI 3> ZRITIDT7HIO> T, BANICE. FEciEBzmM

aL7ZD. EventBridge JL—ILZFERA L CRE(CBEMEESNIEEBZEBMCLIZDULET. CDO7HT> MME 18
HEREBIELIEWVWIRTDIZHI > hD Security Hub OFREFEIBETHDI Y MTERITNIERDERAN. &
BoD7 A0 S8 B AWS Organizations @ AWS Organizations BI2EE7HD> FTHIRE(FRL., £
'S THDINEEHDFEE A,

75



AWS ToOBEEteNZEF1 U T+ WK E AN

AWS Config Z8%(CT S
RDRFIAS bZHERUET .

e AWS Config R+ X> b

e AWS Config O#ls&

e AWS Config DBt

WADTHIT> SE@mMBDY—23>7T AWS Config ZBHCULET . CNICIEFRENRELFT.

EE

g [00O0—/ULUY—X (AWS IAM UY -2 E) BEDHD| AT 3> #BRUTLSEEL, AWS Config =8
MCFTBEECTOATI I oEBIRURWNE, JO—/ULUY—X (AWS IAM DY —X 72 &) (CRET DR
NERRESNFEE A

Zho>b B9 us-east-1 TOF7I<3> us-east-2 TOF7IS3>

T11111111111 BEE AWS Config #B%11C9 3 AWS Config ZE%CF 3

2012222222222 A )\— AWS Config ZB#ICT S AWS Config #E#(CF 3

AWS Security Hub Z8%hlCF D
RDRFIAS bZEHERUET .

e AWS Security Hub RFaX> b

e AWS Security Hub M#}s&

e AWS Security Hub mBZE

WAEDOFTHI> SEMADY—3> T AWS Security Hub ZBRICUET . CNITIIRENREELET,

Zho>bk =[] us-east-1 TOF7HIS3> us-east-2 TOF7IS3>

e BiEE AWS Security Hub Z8%(C  AWS Security Hub Z&%h(C

EE EE

228228222220 A )(— AWS Security Hub Z&%1(C  AWS Security Hub Z&3)(C

ERS) EES)
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masnZzd> bO—-ILOREERZR/MCT D

RDRFIAD MetERUFET,

o 12 hO—)LOIRHEFEERDAERK & B

COF1—bUTILTIE. HEEETHD AWS Security Hub i SNz > bO— /LR HERIERE B3R
CLIYVUI—23>DFRAAEZRUET . COLEEEVNTVDRETIOMEEZY/R— ML TLVRV (-5
423>7T} SC (BFa1UF«0> hO—J)L) TRERKBEEBDOIL ATV o257 TO1IDIRNENDDFET.

WADTHAI> SEMBDY—23>THRESNZOY bO—)LOREERZEMCLET .

Fho> bk [=[:h] us-east-1 COF7I>3> us-east-2 TOF7I>3>

JLLLL AL L BiEE mAaSNEIS NO—LOE  Hasned> ~O—)Log
HHEREENCTS HIEBEEEMICTS

Zliliiooiion A )\— HASNEI NO—ILDR  HEaSnEId> fO—ILog
HHEBEEENCTS HHEBEEEMICTD
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https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html
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Remediation queued for <standard> control <control ID> in account

<account ID>

Remediation failed for <standard> control <control ID> in account

<account_ ID>

<control ID> remediation was successfully invoke via AWS Systems Manager

in account <account ID>

NETTAYE—2TI, BENIS—RUTRTURIEZRUTVWEIN, BIEZHINSEDTZHDREN

25X &, AWS Config DF T W I XICIEFEMREECIRDFE T,

SNS NEYOIDHBITROVUTS3>aIJ« VIV ITS

Amazon SNS I ROUT> 3> T4 )LF—RUS—:
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1. SNS hEYVODBIRTITZ 3> (CHEEILET,
2. YIOROUT23>T4IAF—RUS—T. [#w&E] ZBIRLET,

3. YOROUT23>T4IF—RUS—ZEHAL. YTRXOUT23>TAILF—RUS—AT 3> %t])
DBATCIAINAY—ZBHCLET,

4., [XYE—2FKX] OXAOA-TZ#ERUET,
5. JSON I+« 5 —IIRUS—ZENMULET,
6. EEZRFLET.

B2 TILIRU S —:

PRI TIAILT—

"finding": {
"account": [
"l111111111111"™,
"222222222222"

IS5—DIAILEF—

"severity": ["ERROR"]
}

J>bhO—-J)LTIaILY—

"finding": {
"standard control": ["S3.9","S3.6"]
}
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Amazon SNS REW D - CloudWatch 75 —A

ZDYU1—>3>(F Amazon SNS hEWZJ 500111-ASR Alarm Topic ZERUET. CDKEWIIET
S—ATS— hOWRICERENET,

ALARM REE(C/2D T2 7 S — LADFHE. COREY DX EETNET.

Config DIREFERICRET SIS >V OZMKT S

ZDYIJ1—23>TlE BRYL AWS Config MHEFER(CEDWNTS > IV IZRIBTEF T . TDEHICIE,
RDZEZTOBHENGDFT,

1. BB UTzL) AWS Config IL—IL&ZRDIFTET. i, AWS Config F/z(& Security Hub & dD)L—
JURICER UTTAREFERDWVINMNCH D ET,

2. AWS Systems Manager D/\SA—=F X RFICEHULT. [/\SA-FDIERM] ZBIRUET.
3. JL=I)LD%&"EIE. /Solutions/S00111/Rule name from Step 1 (CIRDFET,

4. BEIROEISIBERICTDIHENGDFTT,

{
"RunbookName" : "Name of SSM runbook",
"RunbookRole": "Role that Orchestrator will assume"

}

5. RunBookName (BT« —JLRT. O Config IL—ILZBIET BRICEITINB STV IICIRDE
9, RunbookRole (&, A= XML —FNCHOO—-ILEETITDES(CEIERITDRO-ILTY, CNlEwn
BI14—ILRTEHBDODFERA. BRERUIEEES. A—TXAM—FEFTAILNTIHI MDA )\—0O—
IWEERUEY,

6. CNMZET LS. Security Hub (C$3 [Remediate with ASR] HRXF LT 3> %EHLT Config
L= =B’ TEFT,
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COEI2aVICF. COVIYLI—2ICEBDA NI IRXZINET DIeHDATS 3 HEEE. BhEY Y —IND
IRA>F, ZOVI1—-2 3> CEMUIZEILSY —DUR MBI IBERNEENTNET.

EgftEnis—50E

COVYII1—>23>2(C(F. BREIESNEERX MU O %E AWS (SXETDIATa>HEFENTULET, AWS
TlEZCOFT—A%EFRALT, I—HF—-hHCcoVIi1—>3>, FEY—EXARLIVRBEEDOLD(CFEARALTND
M KD K<KEBEL, BMEITBIH—EXDRBONRE(CHIITEIT., BMCITDE, ROBHMNMUIRE=N., AWS
(CIXfESNZET,

e Solution ID - AWS VU1 —>3>D#BIF

e Unique ID (UUID) - AWS Security Hub MOXIfS EMEEDT T O Z & LT 2F ACERESNIE—EDH;
BIF

o Timestamp - > —FWNETALRI>T
o Instance Data - COXA v ODFT IO (CEAT BIEHR

e CloudWatchMetricsDashboardEnabled - =014 (C CloudWatch X RO R EA WS 3 R— RO
BT D>TLBIBE(E. Yes.

e Status - 7 JO1MDAT—HFR (VYU1—>3>DRINEIFEKR) Fizld (IBIEDMINE(FKER)
e Error message - X7—5ADT 4 —)LRICRRESNDI—MBNRIST—Avtz—>
e Generator_id - Security Hub ®D)L—)LI&E#R
+ Type - BEDS AT E&H]
o productArn - Security Hub A" O0/ancunadyu—-=3>
« finding_triggered_by - E{TENIEEBDI AT (DRI LTOSI3>FEFBE F ) H—)
AWS (&, CO7>T—bhaBU TIREENET—9Z2FBLET. T—FIREIC(E. AWS TS5/ S —BAIMNE

HENEI., TOMEEEEMNCT DICIE. AWS CloudFormation > L — a9 BEIIC. ROFIEZEH
LTLIEEL,
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1. AWS CloudFormation &> L — bZO—HILDI\— RRSATJ(CHD>O—-RUET,

2. TF XI5+~ T AWS CloudFormation > L — h&aREE9,

3. AWS CloudFormation 7> L — bV E> OIS 3> ROELSICEELET,

Mappings:
Solution:
Data:
SendAnonymizedUsageData: 'Yes'

ZRICEBELXT,

Mappings:
Solution:
Data:
SendAnonymizedUsageData: 'No'

4, AWS CloudFormation >V —JLICH1>1A> UET,

5. [RIYOIDIERK] 2 RUE T

6. RIYVIDEBRNR—>DF>TL—RDIEELEZDI> 3> T, [FUIL—RIF7AIMOFZYTO—R] 7

RUET,

7. TTL—RI7AMDFPYITO—RT. [T7AIDER] Z2IRL. O—HDILRSATHSIRELIZT

2T —bhEERUET,

8. [RN] &&RU. COH+ R 1B8H>TJ0O41 €3> [(R9YIDEE) | OFIECHNET,

FiEUY—X

AWS Security Hub (C K2 BEXIISE(EE

e CIS Amazon Web Services Foundations benchmarks, version 1.2.0

e« AWS Foundational Security Best Practices &=

e Payment Card Industry Data Security Standard (PCI DSS)

» National Institute of Standards and Technology (NIST) SP 800-53 Rev. 5
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FEY—->3>07 IO FIEZENM. Security Hub OBBETHD> MHADOYU1—-23>07I0OA
FlExEFEFH, SHHICDLTIE. GitHub U/RS MUD CHANGELOG.md J71I)LZESIBLTLIEE0N,

DJ)—2Z v1.2.0: FILWIL ATV OIDT—FF0F v EF UL FSBP DIEEXIBI. sHHCDLTIE.
GitHub U7RZ UMD CHANGELOG.md 71 ILESBL TS0,

UU—2Xv1.2.1: EC2.2 BKU EC2.7 (CEET DRIRED/\VIEE. FHMICDLT(E, GitHub UR kU
@D CHANGELOG.md J 7 (LZZRL T IZE),
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GitHub U/R= kUMD CHANGELOG.md Z 7 1ILESBRL T IZE0,

1)U —2 v1.3.1: CreateLogMetricFilterAndAlarm.py ZZE LU TC. 733> BNCITBILDCEE
L. SNS i@40% SO0111-SHARR-LocalAlarmNotification (Ci&fll. CIS 2.8 DIEEREFT UL MREFERDT
—SAERIC—HTBLDCEE, FHMCDULTIE. GitHub URZ hU®D CHANGELOG.md J 7 ()L =SHR
LTLIEELY,
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@ CHANGELOG.md 71 ILZSB LT ESEL,

U —2 v1.4.0: StackSets ZFERALTCCOY U1 -2 3> TO1/TERLDICRDELRE. JORT
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U —X 1.5.1: SSM RF1 X> bDIERkZE DRSS AUV —X Lambda 55 CfnDocument (CEINEX D
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