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https://solutions-reference.s3.amazonaws.com/aws-firewall-manager-automations-for-aws-organizations/latest/aws-fms-automations.template
https://solutions-reference.s3.amazonaws.com/aws-firewall-manager-automations-for-aws-organizations/latest/aws-fms-automations.template
https://solutions-reference.s3.amazonaws.com/aws-firewall-manager-automations-for-aws-organizations/latest/aws-fms-automations.template
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'O FRERSR: 9 3

HITESAF

AWS Firewall Manager & AWS Organizations DS/ UT7HT> MIBEL TLRWNES(F. &
MDYV 1—->3>DRRENHT>TL— b2 70143 2mENHDFEFI, CDF>TL—
N&. Z|ATIC. AWS Organizations O IR TOMEA TS a> w2705« TCLTHMS. AWS
Organizations BB 7 HDO> MIFTOA T IRENSDET,

AWS Firewall Manager ¥ AWS Organizations OEIEI7 D> MNIKREBH THDIBEE. BlIREM
FOTL—bDARAM—IILERFYVILT OO E] (CEH. aws-fms-automations
F>TL— hEIBES D AWS Firewall Manager OBBET7H I MIA A M—ILTEET,

HER AREMT I — A >R =L RIBE EBERDBIDTHD> & AWS Firewall
Manager OEBET7HDI NEUTEEIDATSa>hHHDET., COATSa>wERULE
&Al&. AWS Organizations OEB7ZHDI> MMCaHREGT>TL— b2 > A M—=)LUEET. 8
EURTZHDI> NC aws-fms-automations T FL—NEFETA A M=ILTDIRENSGD
SN

FHCDOVWTIE. TEHREAT>TL— DA X =)Ll ZBRUTIEE),

S04 OIE

ROFIFZEALT, COVI1—23>% AWS (7O 0FT, FIROFMICDOLTEH, &R
TYIDUO=BBUTIRE,

2TV 1. 25D ED

AFvJ 2. FMS /RUS —DiENN & B

16 /45 R—==> aWS
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AFwvwT 1. XAV IDICE)
CDBE#EEENZ AWS CloudFormation > L— k&, AWS 2= R(C TAWS Firewall Manager
Automations for AWS Organizations] YU 1—>3>%7 04 UET. XRIVIERLET DHEIIC.

AWS Firewall Manager & AWS Organizations Z77H10> MMIEEUTHEKBERNHDET (CNn
S5OHY—EXZKETDIHECDONTIE. (aHEEMH] Z22BLTREN),

1. AWS YRZAZ ROV —=)UTHA A2 U, BRIDRS > ZFERLUT.
aws-fms-automations AWS CloudFormation > 7L — hZic& LE
9. HDNE MBCHRAINAXITDEHICT>TL—bhzdo>O—
RIBTLEETEFT,

VUya—3>0D

icE

2. SOF2TL—bME TIAIILNTRERE N—Z74680) V-3 >TEBILET, DY
Ua—>3>%&pn AWS U—=3> TR IDCE. I>Y-ILDFES—23>/\—-(CHD
V=232t 05— ERLTIES,

3. RIYVIDIERR—>T. IELLWF>TFL— ~ URL B Amazon S3 URL 7+ X MRw IR (CRR
SNTVNBRCEZHER L. [IRN] ZBIRUET,

4. RIYVODFMEIBENR—>T, YU1—2 3> RV ICEEIZMT. Compliance Reporting
IS A= DIEZIBTE LT [RAN] ZEIRUET,

NSA—5 FIAIB e

Compliance Reporting Yes AWS Firewall Manager OtzF+a1UF«/RUS—D>F
SATUALR—=RZERTINEDHE Yes FIzld No
TIEELEY.

5. RAAYVIAT S >D/ENR—TT. [RN] ZBRUE T,

6. LEA—RXR-—>2T, ZXEZRBUTCHERELET., >TFL— T AWS Identity and Access
Management (IAM) UY —XZ/ER T D EZERITDF TV IRV IRZACUET,

7. [ROYODIERL] &8 RLTCRYYOZFTTOALFET,

2V IDAT—A Z(F. AWS CloudFormation IV —J)LDAF—H ARG THERTEEI., #93
9T CREATE COMPLETE RF—HAANKRRENET,
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https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?templateURL=https://solutions-reference.s3.amazonaws.com/aws-firewall-manager-automations-for-aws-organizations/latest/aws-fms-automations.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?templateURL=https://solutions-reference.s3.amazonaws.com/aws-firewall-manager-automations-for-aws-organizations/latest/aws-fms-automations.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?templateURL=https://solutions-reference.s3.amazonaws.com/aws-firewall-manager-automations-for-aws-organizations/latest/aws-fms-automations.template
https://solutions-reference.s3.amazonaws.com/aws-firewall-manager-automations-for-aws-organizations/latest/aws-fms-automations.template
https://solutions-reference.s3.amazonaws.com/aws-firewall-manager-automations-for-aws-organizations/latest/aws-fms-automations.template
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AFwT 2. FMS /RUS —DiEN & B8
ESRXZ-XCEDET. FMS /RUS —ZE#D OU ™ AWS U—=3 > (TBINTEET, AWS
Systems Manager D/I\SA—=F&FHAITDE. RUS—Z/ERRE(FHIBRT D AWS U—=3 240
OU ZEBIBUEED., Tag N\SA—HZFERAULTCRI-—TADUY - ZEBUZDTEFET. &/
A—DZEHHIDICIE. ROFIECHNET,

1. AWS Systems Manager 1>V —J)LICHA1> A2 ULET,

2. EAIDAZ21—RA2(CHDPITVI—>3>ERBT, [NSA—HRARP] ZBIRLFET.
3. BT/ SA—SZERL, [fREK] @#ERLET,

4. EZEHLET,

5. [BEEZHERF] &ERULET,

INBDINSGA—=F(F, I—XT =X, OU. AWS U—=>3> HUDI—H—-EKECEDET.
WO TEMEBRERLCITERTETET. INSD/ISA—FDOERIFRDESDTT,

e /FMS/<PolicyID>/0Us: <StringList>
e /FMS/<PolicyID>/Regions: <StringList>

e /FMS/<PolicyID>/Tags: <String>

CNBDINSA—IEFFHI BHCDNTIEZ. TAWS Systems Manager DJ/\S A —SEERD T+
AL ZBRUTLIES,

AWS Systems Manager Parameter Store MDERE(ICT7 IR T D

AWS Systems Manager Parameter Store M/\S XA —-SFDEBEZFUOH U1 - — =R
BIC(E. ROFIEZEITUET,

1. AWS Systems Manager >V —)LICHA1> A2 ULET,

2. KAIDAZ1—RAUICHDPIIT—a>ERT, [NSA—HRART] ZBIRLFET,

3. J\SA—5Z#ERL. [Fll] @FRLET.
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https://console.aws.amazon.com/systems-manager/
https://console.aws.amazon.com/systems-manager/
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4. [FBRE] &&RUZET,

HER T IAINBMDRUS —ZHRIYAXT DIHE. FI2(E 0U W AWS U—=3 2 BICERBR
U —ZEATdHaE. [TRUS—DHRAIYAX] Z#28RULTIEEV, COto2 3> T,
aws-fms-policy.template ZHALT. OU t° AWS U—>3 2 RICERBRUS -ty hEE
AI3RECDVNTCHRMBLTNET,

AWS 12 TSRANSOF v TCIATLZBRET DIHE. TF1VUT v LOBFEEHERE AWS DfH
THEEINF T, COBEHBETILCE IRRMARL =5« 2T X5 A REBIEL A7 —, U—
EXzER Y D OYRENRATF 1 VT IREDT MR- b AWS WER. B, Flflgdre
. BEHFEOERLOBEIAERLET. AWS TF1 U DFMICDOVTE. TAWS 5T Rt
FaUFv | ZERUTIES0N,

AWS IAM O—)L

AWS Identity and Access Management (IAM) OO—)LZ@EREI D E. AWS 50 RADH—EX
PI1-HF—(CWUT. SHMHR7ICARUS —EHFRZEDETRIIENTEFET, DY I1—
>3>7Tld AWS Lambda BEICH LT, U—=3 > UY—RXZERT DIHD 7 I A %0 I D
AWS IAM O—)LZERR UE T,

AHRRMAFDR Y D (BRI U1 X350

AR ZmIZ T (T B AWS IAM OV O ZAHFARETY ., NS0T I REHFAICE.
AWS OB —EXE AWS Organizations EDEFESNETFOCADEME. A )\=T7HD> ~C
AWS Config ZRE T DRIV ITY bDA 2 X5 ADVERK EHIBR. AWS Firewall Manager M&
IBEIRTE. Amazon CloudWatch Logs AMD AWS Lambda D12 hDEEFENEENE T,

TSATUREIY BRIt Z550]
AWS Firewall Manager /R > —Z BT IIBEE. @R AWS IAM OF7 I RFFINMNETT,
NSOt REFRC(E. AWS WAF, AWS Shield. Amazon VPC otzxxa1UF4J)L—F,
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http://aws.amazon.com/security/
http://aws.amazon.com/security/
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Amazon Route 53 Resolver DNS Firewall (Cx9 % AWS Firewall Manager M7RY = —DYERL & Hl
bR, RUS—DAYFT—S%FH LI Amazon DynamoDB F—J)LDiHED EEEFAFH. SSM D
NS A —ZEHRDRHELD . Amazon CloudWatch Logs AD AWS Lambda D> hDEEENEE
NEJI. =5(C. AWS Lambda D ComplianceGenerator B&X(C(E. I XTD AWS Firewall
Manager O/RJS —ZEik L. A>T 547> X LR— hEERK LT Amazon S3 /Wy MNZF7v T
O—RIDF7IOCFRINNRETT,

AWS Systems Manager Parameter Store

CDY'J1—23>TIlE. AWS Systems Manager Parameter Store Z{EFH L T AWS Firewall
Manager MRS —(C3 9 D/ERK. FwAHERD. EF7. HIBR (CRUD) #EZ KNUH—-UET, CDY
Ua1—>3a>THERUIE SSM DS A—=FEFEF1UT 1 TREIDHENHDEFT, 7OTX
(G FEDOTU2)ULFEREI-—TF - (COMIGTDIHRENSDET, CNSD/INSA—F(CTD
TATERERDHDI—HF—(F. BFEURL) AWS Firewall Manager O/RU S —18/F (RUS—D
HIBR/IRE) Z#BIER I nIgEMEN D DET . CDOKDRIEEE. AWS Organizations DIEEID A > ) (—
FAD KT HRIUA—ENBHENHDFET.

IAM 1—H—, O—-J)L. F@EFITF7L—FTav RI-—F—(F FIAISTIVICIAMESEETNTHL
F9., I—Y—-(CF PO 3>OERTZARNCHFDITDIRENDDET, INSD SSM DI\
A—=B T OTR T DARNRFAZEEURVRD, SOV II1—-23>D/I\GA—FZEEITD
CEEFTEFRA. 5IC. ROYTILRUS —(TRIKLD(C. BBRIVMIESZFERALT. TIN50
Y =R ITBDEBRBT7ICRZBILETEET, COU>TILRUS -1 - —(CEIDHETS
Z &ET. Amazon DynamoDB —JILB KU SSM DINSA—FUY —ZANDTF I A &=ZEIETEE
ER

{
"Version": "2012-10-17",
"Statement": [{
"Action": [
"dynamodb: *"
]I
"Resource": "arn:aws:dynamodb:<region>:<account-
id>:table/<table-name>",
"Effect": "Deny",
"Sid": "FMSDDBSecure"
}I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html#AccessPolicyLanguage_Interplay
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"Action": "ssm:*"

"Resource": [
"arn:aws:ssm:<region>:<account-id>:parameter/FMS/0Us",
"arn:aws:ssm:<region>:<account-id>:parameter/FMS/Regions",
"arn:aws:ssm:<region>:<account-id>:parameter/FMS/Tags"

i

"Effect": "Deny",
"Sid": "FMSSSMSecure"
}
1
}
}
AWS OY—EX
e AWS Config ¢ AWS Lambda
e AWS CloudFormation ¢ AWS Systems Manager
¢ Amazon EventBridge ¢ AWS DynamoDB
e AWS Firewall Manager e Amazon Simple Storage Service

TDHthd AWS WAF DYV VYI1—-S32EUY—-X

e [AWS TO WAF A—hX—=>3> ] VYU1—-—>3>

o AWS WAF DUY—X

BNX—==>3>0vVUi1—-—>3>2%277040CVWBRBEF. ROFIECK > TR/ -3 >0
[AWS Firewall Manager DA —hA—>3> | VU1 -3 ([CRECHBITTEEI,

1. AWS CloudFormation IA>YV—JLICHA > > U. aws-fms-automations > L — &5
O1ULET, [RAvODiEH ]| 228U TIZEL),
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https://aws.amazon.com/config/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/firewall-manager/
https://aws.amazon.com/lambda/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/s3/
https://aws.amazon.com/solutions/implementations/aws-waf-security-automations
https://aws.amazon.com/waf/resources
https://console.aws.amazon.com/cloudformation/
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2. AAVIOERIEEICEKR UTZS. SSM Parameter Store M/\SA—SF%EZZELT. OU, AWS U—
3>, ZUDEICIEUIE FMS RUS —%Z1ERkUET ., [FMS RUS—DEBENNEEIE| =S8R U
TLIZ&0N,

3. E5IC MRUS—DYZITRARI7AIDEEEEITDZET. NRYLBHZHIZT LSRN
US—ZEETCETEFT, FHHAICDONTIE [RUS—DHRIVAX] ZBRUTIZE0N,

4, FILLWFMS/RUS—2FT0O41 L. TNSORUS —HBA(CEML TWD T EZER LS. KU
gic O uie/\—23>nVa—2 3> %HIBRTEEI. AWS CloudFormation 1>V —

WEHA2 A2 U, BIfFD aws-centralized-waf-and-security-group-management AWS
CloudFormation X5 v 07%&RU T, [HIBR] Z#IRUET,

ZNT. COVYY1—23>ORM/N\-3>BRUOPYR—hENTVSD FMS RUS —(CRE (BT
TEFY,

CDYU1—>3>TIlE. AWS Systems Manager @ 3 DD/I\SA—SFZFEHALT. AWS Firewall
Manager M/RUS —DERL. BH#i. HIBRZRIKULET . RO FUAZSECLT AWS Systems
Manager MZHI DI RATZHELTLIZELN,

o 2 DOFEMEENML (OU) & 5 DD AWS U—=3 D (CEENBRUS —ZERT D

o MRUS—MSHITZHIRT D

e AWS U—=3>RUS —ZHIBRT D

o INRTORUZ—ZHIFRT D

BINS A =5 StringList BATY, BXFINZXYD(CE. DX ZFERALET,
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https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/
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>rUA 1
2 DM 0U & 520 AWS U= 3 Y [CHRBRUS —ZHERK L. KUS —DERRREREDS S
BCHRT S ROFIECHNET,

= U AEER:

e OU: ou-xxxx-ylylylyl, ou-yyyy-x2x2x2x2

e AWS U—=3>: us-east-1,us-east-2,us-west-1,us-west-2,eu-west-1
o« S

{"ResourceTags": [{"Key":"Environment", "Value" :"Prod"}], "ExcludeResourceTag
s":false}

1. OU EZERLT /FMS/0Us /\SA—SZFFHLEI,
ou-xxxx-y1lylylyl,ou-yyyy-x2x2x2x2
CDTI23>TlE. AWS WAF B KU AWS Shield Advanced 20—/ ULRU S —Z/ER UE
ER

2. BRUTZ AWS U—=3>T /FMS/Regions /\SA—~ZEFHULET,
us—-east-1,us-east-2,us-west-1,us-west-2,eu-west-1

COFIIIS TR U—32RUS— (1 DO AWS WAF, 1 DD AWS Shield, 2 DDtz
UFaJIL—F) BIEKRUET.

3. HUEEFEALT /FMS/Tags /\SA—S%&EHLET.

{"ResourceTags": [{"Key":"Environment", "Value" :"Prod"}], "ExcludeResourceTag
s":false}

ZD7I23>TlE INTORIS—ZEHUTHEELCYIEZRIRUET .

AWS Firewall Manager M/RU S — (&, RDOFNECH D> TERLET . BIRLZE AWS U —
>3>CE. 2 D20J0-/VRUS—& 4 DD -3 RUS—HEBTY ., COSFIATIHE.
(4*5) + 2 ELWSOHZFEAL T, &5t 22 DRUS—Z/ERULET,

23 /45 R—> Ei‘d\lss
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>FUA 2
RUS—WBSAHTZHIBRT DIC(E. RDEZFRLT /FMS/Tags /\SA—-SFZEFFHLET,
/FMS/Tags: delete

ZDFI23>TlE INTORIS—ZEHL. BAULLCYTZHBRLET,

>F>FUA 3
IARTOYU—-3 2 RUS —ZHIBRT B (&, RDERER LT /FMS/Regions /\S X —5%&EFH L
ia_o

/FMS/Regions: delete

ZDT7I23>TlEH IRTOYU—-3 RIS —ZHIBRUET .

SFUS 4
INRTORIS—ZHIBRTDIC(E. ROMEZFERALT /FMS/OUs /\SA—SFZEBHULET,

/FMS/0Us: delete

ER: RUS—DAS5—4(E Amazon DynamoDB F—JILICEFESNTVET, CDYU1—
> 3> DEAFE. COF—TILZHIBRURWTSIZE,

— oY% AWS WAF DY %R — RIL—)LDOB&EN1E

AWS Firewall Manager ZH7/R— K93 3eHIC. CDVYUI1—>3>TIE AWS WAF D AWS ¥
F—=TRIL=ILEA A N=)LUET, A (OU) £ZEUY—-IXFJICEDNT, ERERET
DIVNI NEHECSTET,

A2 ABR=ILENTND AWS YHZ—2 RIL—ILDO—BZRICRUE T,
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
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e J7I—IEY K (CRS) — UIT ACL F+¥){3F1—1=w k (WCU) 700 : ZD)L—
FICE, DT 7TV —2 3> IC—RNIGERTE3IL-ILAAEENTVET, CDJ)L—
Td. OWASP (CERHINTWLWBMEIEMEESSH. XS FRMBHEOER (T I BIREXIRME
LET.

e Amazon IP iU X b — WCU 25 : ZDJ)L—F(CIE. Amazon OBR->FTIZ 1T > RI(C
HEOIL=ILAEENTUVET, COYUZXBME Ry MOZOMOBRICEET ZY —X%xT
Ov o9 3GaICEIBEET,

o BHEIDARIEIRAF (KBI) — WCU 200 : CDJIL—T(CF B\ THDIZENOM>THED,
MeSStEDBRAPER(CAEITDIVIIRA N Y—22T OV ITEDIL—ILRAEFENTHE
J. SNSDANEG. BREOHDIANMNIMRERFZ T I —23>2HKRIDIURITZERT
BDICHIBEEXT,

e SQL-WCU 200: COJIL—T(CIE. SQL 71> 023 >KERE, SQL T —HFIR—AD

BAHCEEIDUVIIXA NS —272TOvITEDIL-ILFAEFENTVLET ., INSDIL—
W REROTVUDVE— 22T 02322l <DICRIBEET.

FIAILRTIE. CNBSDIL—)LICED<HREFER(E AWS Firewall Manager (C&k> TEEMEESN
F9., COREZZELUCHEBMEEZFHTEITIDICIE. CDYII1—-3>DYZTIT AT 7A
ILCEIRRNESZEHLUET.

—mREF 1T I —TDEBEFIT VY
CDYUa1—>3>(%, AWS Firewall Manager T, FERQREBE I DI MHSINRTDZET DT
D> b Amazon EC2 1 > XF >R (CxF LT Amazon VPC DtzF1 YT« J)L—TRICERIERE
SNEEBREFIVIZA A N—ILUET . 7HD> bOBEAEE(E. OU F£2@FYY—-—XRFTICED
WCERETEEzT., CDOVYUI1—23>TlE. KMEABIURERCFIVUFT 1 IIL-TDEEREY
U—>7w I ZITWET,

FIAILRTE. CNBDIL—)LICED <HREFER(E AWS Firewall Manager (CXk> TEEMEESN
FtE A
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—7thHY73 DDoS fREDBIMLE
AWS Shield Advanced £7 205« F(CLTWBHEIE ZDIL—ILERUS—%EML TR
DDoS KN BRETEET.

FIAILRTIE. INSDIL—)LICED <REFER(E AWS Firewall Manager (CKk> TEEMEEEN
F9. COREZZEUCEHEBBEEZFHTEITIDCE. CDYII1—3>DIY_TTARNIT7A
ILCEIRRNBSZEHLUET .

—tiY7 Amazon Route 53 Resolver DNS Firewall JL—
JLOOBE &L

CDYV'J)1—>3>7TIlE Amazon Route 53 Resolver DNS Firewall JL—)LD—cEEBEH/R— K9
DIz, FBHIFRE Sz Amazon Route 53 Resolver DNS Firewall dDJ)L—)LJ)IL—TF% AWS U —
23> &AM A =)LLET . Amazon Route 53 Resolver DNS Firewall DJ)L—)LTIL— (.
AWS DYR—T RRAAZDUZ M2ERLUET .

FEH(CDULTIE. Amazon Route 53 O w/\—7F- R®D [Route 53 Resolver DNS Firewall] &
BLTLEEL,

MU —DIY_TT AT F7AIL

CDYJ1—>3>27TldE JISON DT T AT 7A)LZFERHLT AWS Firewall Manager d7RU
S—ZERLET, COYUI1—>3>2%7TO149DE XZITRANIFZFAINTHDI bD
Amazon S3 /\Zrwv K~ (<Stack-Name>-xx-policymanifestbucket-xx) ([COE—aNFET, D
RZITJTARIT7AILIE /RUS—AIC AWS TRHELTWST IAIL hDTEY R TY, NS5O
AN I—RT—R(THELUTWLWRWMBEE (. ROFIBECH OS> TYNZI T A NDREZRAETEE
9,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-managed-domain-lists.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
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"WAF": [
{

"policyName": "FMS-WAF-01'|, adjust policy name
"policyScape": "Global",
"resourceType": "AWS::CloudFront::Distribution",
R e adjust remediation behavior
"excludeResourceTags": false
"policyDetails": {
"type": "WAFV2",
“preProcessRuleGroups": [

{

"ruleGroupArn': 0
"overrideAction": { "type": "NONE" },
"managedRuleGroupIdentifier": {
"version": null,
"vendoriName": "AWS",

"managedRuleGroupName": "AWSManagedRulesCommonRuleSet" update rule groups

}!
"ruleGroupType": "ManagedRuleGroup",
"excludeRules": []

}l

2: RUS—DIZIT AT 71D

NZIJIAMDAF—Y
A—-RT—-RICEDBTNYZITTRANI7AIVEEH I DEIC, RDAF—VOFHEERZHE LU
3_0

: <Policy-Object>

default: Y"J T X hD)L— hF—. BEEUFEA.

Policy-Type: CDOVU1—>3>TH/R— KU TULD AWS Firewall Manager ®/RU S —, H7R— b
ULTWBEAAT(E RDEBDTT,

e "WAF_GLOBAL",
o "WAF_REGIONAL",
e "SHIELD_GLOBAL". "SHIELD_REGIONAL".

e "SECURITY_GROUPS_USAGE_AUDIT",

27 [/ 45 R—> EEI\I\,SS
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e "SECURITY_GROUPS_CONTENT_AUDIT",

o "DNS_FIREWALL",

Policy-Object
policyName: AWS Firewall Manager MO7RU S —D&HI,

policyDetails: H—EX 51T (CEBD/RI > —5# (JSON ). THESFQRUS -1 TDsF
MCDOWTIE BF2UTAH—ERDRIS—F7—FZSBLTIIEE0,

resourceType : RUS —TRE NN, RUS—DBEREENTRE=NDIIY-ADTAT,
COERICDNTIE. TAWS DY —-XBROTONFAHATDIIT7L>R] #28lBLTLIES
(A

resourceTypelList : resourceType DU K,
remediationEnabled : /RUS —ZB&#HNCHUWIY —-XITERAITINESH. BRWRUZ—D
RLERZ BB (BB’ T DINEDNERLET,

ZDVYIY1—23>DHRAITAZXDFHFMCDLNTIE. GitHub UR= KU README.md J 71 I)L%
SRBLUTLIESL,

ZDYJ1—>3>TlE. AWS Firewall Manager Otz UFRUS—%F T A)L NEETT SO
A UET, 2L, OU ° AWS U—=3 2 BIC, RUS—BREZZELIED, BRZRUS —%EH
LIEDTEZET,

AWS Firewall Manager OtF+1 U4 RUS—DF IAILNKEZZEITBICE. CDY DU 1—
23>DAA =)L, ROFIECHE > TSEELY,

1. TOVYI1—23>0O7 O/ EECTE T UES. Amazon S3 >V —)LICHA> 1> U,

<Stack-Name>-XX-policymanifestbucket-xx D Amazon S3 /7w h&EERUET,

2. )\WUw BA®D policy manifest.json JF7AILZBRUET,

28 /45 R—= aWS


https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/clients/client-fms/modules/securityservicepolicydata.html#managedservicedata
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://github.com/aws-solutions/aws-firewall-manager-automations-for-aws-organizations/blob/master/readme.md
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3. NIz AXhI7A) ey o>O0—-RU. RUS—DIYZITTARDTIAIL MREZRHEL
F9., FHICOWTE. [MRUS—DIYZITXALT7AI)L] ZBRLTLIZEV, BFLE
NZIJIARI7AIVBUSHHRCT7YyIO-RUET,

4. SSM Parameter Store D/\SA—FZEFHLEI, SSM /S A—-4 (OU. AWS U—-=32,
EEFHTDINSA—4) #EFFHLIZS., FMS SRUS—EEFH LT, FlE 3 TIToEEAEKR
R DIHNENGDET,

OU 1> AWS U—=3 2 RIICRIRDIRY S —ZBA I BIC(E. ROFIEICHE D T IZE0N,

1. aws-fms-policy.template Z{EALT. OU > AWS U—=3 > BICERBRUS —&H
MR—=BEITBEHICREBEREMDUY - ZEREUET, CDOFT>TL— I BEBRRIS —
REDICIHUTIEDRUEE)TEET.,

2. RIC. RIYVIDINSA—FEZIEELET .

NSA—5 FIAIE S8R

Policy Identifier RU S —DEBDHBF .

Policy Table RUS —DAIFT—5%{RF I D Amazon DynamoDB F—
Lo CTOF—TIE. T5AUF>TL—hOFTO1D—
EUTERESNE S,

UUID REYODFTITOAZ EDEBEDHBIF. UUID (F. T5AY

UF>TL— b7 70+4D—EE U TR ESNE T,

AR COYUI-23>OIVRRACMIEEX KUY
AEXMELRWBEE(EF. CDNSA—FEEHICTDIENT
XTI

Metric Queue CDYI)1—23>DI RRA > MIE&AA MU ORZEE
IBEHD Amazon SQS F1—. TOFa1—(F. TSI
FoTL— b0 D—8E U TR ESNET,

¥R : Policy Table. UUID. Metric Queue (3754 URYvODFT IO+ D—EBE U THERK
SNFET., CNSDERK. TTOA LRIV IDHNTEOS 3 > THERETEEFI., T5AIYUX
BV IDEATISIAVICERRINTNBIDERAUETH D EEBRL TR,
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3. TTOAMNERICKETIDE. 5(C 3 DD SSM Parameter Store hY AWS Systems
Manager >V —)LDI\SA—=F X KRT7ICEMEN., 5(C 1 DD <Stack-Name>-xx-
policymanifestbucket-xx /v Y Amazon S3 J> YV —JLISEIIENET,

4. ZNB5D SSM Parameter Store DfBEIFFAETEE I, SSM Parameter Store DfEZ KRR L =
FMS MU —MEEnNEd. Fe. RUS—BRERGFE. NZITJZT XMy D
policy manifest.json JF7AJLICKD TEEENZFI, policy manifest.json (FLV\D
THEEHTEFET.

/FMS/DefaultPolicy/Tags

1
b e e 1
= : |
' [Ep ¢ /ws/efaupolicy/ous !
1 . . . i
I | Parameter | /FMS/DefaultPolicy/Regions | :
I ! 1
1
1
1
1
1

Vi O Amazon S3
! T T
1
i E
! 1
I
1 AWS Systems Manager Amazon EventBridge AWS Lambda : Amazon DynamoDB
o | i
Mo mTrTTTT T T T T T T T T s s s s s s 1
, Policy Stack - 2 ] 0o,
User S ‘ ! (@?
I = : 1
i @\@I - /FMS/CustomPolicy-01/0Us | !
i * /FMS/CustomPolicy-01/Regions | " AWS Firewall Manager
: © Parameter , /FMS/CustomPolicy-01/Tags i 1
eSO Amazon 3 |
! T |
I 1
—8 -8 B
| I
I
: AWS Systems Manager Amazon EventBridge AWS Lambda
I

3: AWS Firewall Manager |[C$FDEBDORY > —XFYv o077 01

IRUS—ERERIDINY S — R W D= BIREITITER L. CN5%Z& OU 1° AWS U—=3>(C
BERATEXY,

RIS —DHRIIA X F I ADH
RIS —DIYZTTAMDRAF—TICDVNTCIE. [WNZITRAMDRF—V] #8BLTLEEL,. R
VS —DV_TTAMITESTERBETHRECEEX T, LD D—REIRSEZRICRUET,
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MUS —DEFEEDIHEZEZE I D
IRTORIS—(CE RIS —DIYZTT AT 7AILRAICT I AL bOEESIENSDEFT, &
NEBHC E(IC true F2E false ([CRABTEEI,

"remediationEnabled": false

AWS WAF Bot Control ®JL—ILT)L—T =BT D

Y _—J T XTI 7A)LAD WAF Global 7/RU = —Z 7z (& WAF Regional /RU>—%&HAFY1X LT,
AWS Y% —= R®dD AWS WAF Bot Control DJL—)LI)IL—TZEBIMTEET, WAF RUS—D
preProcessRuleGroups 2233 > & /z(d postProcessRuleGroups O3> (d, ROKS(CEFH
TEEY,.

"postProcessRuleGroups"

null
"NONE"
null
"AWS "
"AWSManagedRulesBotControlRuleSet"
"ManagedRuleGroup"

AWS WAF Bot Control DX —= R)L—)LIIL—TOFM(C DL TIE. AWS WAF RO/ \—HA
RD TAWS X7Z—= RIL—)LD)IL—ILIIL—TUR ] #SRUTIZE0,

BEDRIS—HATZ257TO01493D
HR— FENTUBRDIRIS—HS FMS RUS—%FTOA T BT EETEET,

WAF_GLOBA

WAF_REGIONAL

SHIELD_GLOBAL

SHIELD_REGIONAL
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html#aws-managed-rule-groups-bot
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e SECURITY_GROUPS_USAGE_AUDIT
e SECURITY_GROUPS_CONTENT_AUDIT
e DNS_FIREWALL
FMS RUS—DFATZE(C ISON AT O MYB 0. MU —EEZHIHIT DY =TI T XA DR

F—XTEENTNET ., BEDRY S —IBERWNMSZEE. CDISON AT I hEYZT TR
D7 AL SHIBRCEET,

ZDVYI1—232 (Lo TRISIRUS —MER SN TVDIHEE. ROFIRICH D THHI D/RY
S—FATZABRLU T EEN,

1. JOAEHD FMS RUS -5 1 TZHIBRLE T,

a. AWS Firewall Manager @EIBE 7 H D> MCOTJA> UET,

b. HIBfR9BRUS—ZHFELET,
c. CORUS—%&RL. [Delete] Z:&RUET,

d. Ry TF7wv T I+ > ROT [Delete all policy resources]. [Delete] DIE(ZiEIRL =
g_o

2. Amazon S3 J\Zw FRDRUS —DYZTIT AN I 7AILEEHFULET ., FMICDLTIE,
[RUS—DVYZTT AT 7AIL] ZEBUTLESEL,

3. SSM Parameter Store /\S XA —5&EFHUET, HHICDVTE. [AFWVT 2. FMS/RUS—D
EBNEEE| #8BLTZE0),

CDOVYYU1—23>T(E AWS Firewall Manager O/RUS—CZ &2 2 DDOLR— MEERBRUET,

1. PHAO>BRIASTSAFPOALIR—b : SOLR— K RUS —DBEREFERARND I NTD
ANN=TAHI>hE CINEDTVHAI MDA TSAT O RART IR 2—ERRUE
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https://console.aws.amazon.com/wafv2/fmsv2/policies?region=us-east-1
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9, CDOLR—BE, <timestamp> account compliance <policy-id> DapfaRAF—
Y7ZfEAL Amazon S3 /\Tw RRICHDFT .

MEMBER_ACCOUNT COMPLIANCE_STATUS
ceemimmmm o= COMPLIANT
---- COMPLIANT
-- .- {"AWSCONFIG":"Cannot create config rule resource for member account €..... .. __ ... Please ensure AWS Config Recorder is enabled and the Config resource limits are not exceeded."}

4: PHORIZTSAT 2 ALR— D

2. UYY=REBRLIKR—b: COLR—bE RUS—DBABERNDIRNTD AWS UV —
AD55. AT SATV2RICERLTWBRUY —RZ2—8XRRUET, ZDLR— K.
<timestamp> resource violator <policy-id> D@mBRAF - ZFEHL &
Amazon S3 )\ v hHICHDFET,

MEMBER_ACCOUNT RESOURCE_ID RESOURCE_TYPE VIOLATION_REASON
[ [ ——— AWS::EC2::SecurityGroup RESOURCE_VIOLATES_AUDIT_SECURITY_GROUP
[ [ AWS::EC2::SecurityGroup RESOURCE_VIOLATES_AUDIT_SECURITY_GROUP

5: UY—-RERLKR— D

LiR— MAYEEN TS Amazon S3 /Uy MNE. \TUwOT7oeIAATOyoEN. BE{LEINT
WET, Feo N=23Z>IMEMNCIRO>TNET. &51C. ZO/I\TY bDATZ 1O SOHIBRIC
U TIFZERZREE (MFA) ZBMICT DT E. INBSDLIR— MERREL(FHIBRT DIHDRIGE
N1 —9 — (S5 LRV (BRMSHEDGTRAICENT D) CEZzHe e LET. FMlICDL
Tl&. Amazon S3 1—Y—1- RdD [MFA HIBRDRE] 2SR LT ZE0,

CDY'Ja1—=3>F. AWS Lambda BIBDIS—. &&. Bk T/\vIDEXvE—>20T(1C
SERUE Y. OJICRET DAY E—2DFAATZERT B(C(E. AWS Lambda >V —)LTEHT
SEBZERDOIF. €D LOG_LEVEL RIFZEHEZZHT AV Z—ZDIATICEBUET.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiFactorAuthenticationDelete.html
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Level Description

ERROR Logs will include information on anything that causes an operation to
fail.

WARNING Logs will include information on anything that can potentially cause
inconsistencies in the function but might not necessarily cause the
operation to fail. Logs will also include ERROR messages.

INFO Logs will include high-level information about how the function is
operating. Logs will also include ERROR and WARN messages.

DEBUG Logs will include information that might be helpful when debugging a
problem with the function. Logs will also include ERROR, WARNING, and
INFO messages.

OJLANIVEAZELUT. S a—FTa0>7] THEUZBED hSTIVS>a—F+ > J(C&L
THdZENTEFT,

Amazon CloudWatch Logs Insights ZiENN9 3

IRDFIECHED T, DY 1—>3>(C Amazon CloudWatch Logs Insights ZENMUFE T,

1. Amazon CloudWatch >V —)LICEEULET,

2. EDAZ1—RA>(CHZO09T. [ATDA2YA M Z&RUET.

3. O9DA>84A M—2T, (O] YT EERULET,

4. [/aws/lambda/FMS-Stack-policyManager-xxxx] Zi®iRUx9. coOIdIIL—F(T(Z.
RUS —DERL. BT, BIBRICEHET 20044 MISENTUNET,

5. ROG>TIILOTUDWINNZIE—L. JTYU T+« —)LRICREDRITFET,

o IS—ANRIBNZERETDHE:

fields @message

| parse @message "[*] [*] *" as loggingType, microService,
loggingMessage
| filter loggingType = "ERROR"

| display loggingType, microService, loggingMessage
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https://console.aws.amazon.com/cloudwatch/home
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o MU —ERDRINANRY MZHET DIHE:

fields @message

| parse @message "[*] [*] *" as loggingType, microService,
loggingMessage

| filter loggingMessage like "FMS policy saved successfully"
| display loggingType, microService, loggingMessage

o RUS—{ERRDRBANRT hNENTET DHE:

fields @message
| parse @message "[*] [*] *" as loggingType, microService,
loggingMessage
| filter loggingMessage like "failed to save policy"
| display loggingType, microService, loggingMessage
6. BEIDREZERL. [JIVUDRERT] ZiBRLFEIT. NSDITUE. SEEHATEDILDICR

FLTHEFT,

IRD—AZANIR TS — (CXFL 9 B81(C. Amazon CloudWatch Logs MEMIL NIV ERAE T DI ENTEE
9, FHMCDULTIE. TAmazon CloudWatch Logs Insights] Z&BLTLIZE0),

— ARSI S —
1. BIHREMA RS W T AWS Config ZEME T

BIRE : COYV)a1—=3>0D aws-fms-prereq.template &5 0 9 3FX(C. Enable Config /(=
A—B% Yes [FRETDE. MOIS—NREEULET,

Received response status [FAILED] from custom resource. Message
I returned: stack set instance creation failed |_ogs: Jaws/lambda/tc04-3-
PreRegManagerFunction80D2ED4C-X8xz06V4RXIx at sendResponse
PreReqManagerCR ® CREATE_FAILED (/var/task/index.js:155:15) at Runtime.exports.handler
(/var/task/index.js:132:18) at processTicksAndRejections
(internal/process/task_queues.js:95:5) (Requestld: 3ed6460e-2b8f-4dcf-
87cb-8476cda9¢cb2f)

6: StackSets {ERN MDA
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R : AWS CloudFormation StackSets EDEFESNIZ7 012X (. AWS CloudFormation d>YV —)L%&
BUOTOHRENCTDSENTEEI, AWS Organizations 1—H—71-+ RdD [AWS CloudFormation
StackSets EDEFEINIZ7 OBl ZSIB LT IZEU),

ARIRER:

1. AWS CloudFormation O>YV—)LICEBEL. [EHEESNEFZIOCREZEBMICTS] & &IRLE
9, (BRBRHEREIEBEDIBEEIATSa>TY)

CloudFormation StackSets

@ Enable trusted access with AWS Organizations to use service-managed permissions. Learn more [4 Enable trusted access

7: EEESNEF OCRZBMCTS

2. aws-fms-prereq.template ZBEF O3 E. SEFKINTRIET T,

2. REL -4 —DERBEIC. AWS CloudFormation StackSets Z{#ERHE U

7= AWS Config @705 « TILICKET B
588 : AWS CloudFormation StackSets A>Y —J)LCTROIS—HEELFET .

ResourceLogicalld:ConfigRecorder, ResourceType:AWS::Config::ConfigurationRecorder, ResourceStatusReason:Failed to put configuration
recorder 'StackSet-FMS-EnableConfig-CloudFront-2765adb1-71a9-4a3e-9bbb-535c4efdf35e-ConfigRecorder-1VOGKT1MU9SVGJ' because
maximum number of configuration recorders: 1 is reached. (Service: AmazonConfig; Status Code: 400; Error Code:
MaxNumberOfConfigurationRecordersExceededException; Request ID: 4d48abd6-380a-4037-ab8e-51f239d203cc; Proxy: null).

8: AWS CloudFormation StackSets DIS—Xvt—<

FRA : & AWS U—>23 > THR—-hIB/EL TS —(F 1 DOHTY, LO—F—HBLCHFETD
&, AWS CloudFormation StackSets (& AWS 771702 F/AWS U—=3 2 (CRAFYIDA >R
SR ERRTEF A, CDOIS—(E. €D AWS U—=3>2T AWS Config ZIRTEFERLTULD
M BECHERUTOWEBEICRELET . FlllCDVNTE AWS Config RO /(=1 RD (5%
ELO—4S—1 28RL TS,

BRRER 1 329D AWS U—=3>T AWS Config 2775« J(CLT. MEBRUY - 51 TZ=5Ex
DI—TCHRICSHET . FMICDNTIE. AWS WAF. AWS Firewall Manager. KU AWS
Shield Advanced =~\Ow/\—4- RdD [AWS Config DBEML] #&RB U T ZE0,

36 /45 R—= aWS


https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html#integrate-enable-ta-cloudformation
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html#integrate-enable-ta-cloudformation
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacksets
https://docs.aws.amazon.com/config/latest/developerguide/config-concepts.html#config-recorder
https://docs.aws.amazon.com/config/latest/developerguide/config-concepts.html#config-recorder
https://docs.aws.amazon.com/waf/latest/developerguide/enable-config.html
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3. AWS Config A )\=071D0> N TP O5« TTI&D TLIRLY
BIRE: AWS Config A /N\=THIO> RNTT7OFT 14 TICRD> TWLWRWEEIE., AWS Firewall
Manager 1>V —)LICRDIS— AV EZ—INFRRENET,

Accounts within policy scope (3)

Q
AWS account ID v Status A Details
oo (®) Noncompliant Missing required services: AWS Config. Details
oI (®) Noncompliant Missing required services: AWS Config. Details
A (® Noncompliant Missing required services: AWS Config. Details

9: AWS Config DA IN\—=FHI> bk

R : CDOVYYU 11— a>DRIREMNT > T L — hEER LT AWS Config 2705« JICUIES
B, CNE—IFNREETY . AWS Config W'0707 « J(C/a>TH'S AWS Organizations D% 9
BDVHI MERICKRRENDETICHEANMNDET, BEFFOUENTTIDIETHULEFEET.
ZDOVI1—23a>ORHRESHFT T L — b2ERLUTVRWMEE. 8T7HDS MIFIEALT
AWS Config ZFEN Tl J(CUET, FMICDWNTIE. AWS WAF. AWS Firewall Manager.
B KU AWS Shield Advanced Ow/)\—H- RdD [AWS Config DBl Z2ZB UL TIZE,

4. FMS OEIEEI7HI> ~ ID A AWS Firewall Manager 1>V —)LICRRSE

80N
5% : AWS CloudFormation XAV O TIEEULEBEE DT> N ID ' FMS SBEICKMREINTULE
A,

BRRR : OV - TEEZRMRUTEH I DETICHEK 5 DHINDIHENHDET,

5. AWS CloudFormation StackSets -1 > X5 > Xh' Outdated &FRRS=ND
f53%E : AWS CloudFormation StackSets -1 > X5 > XD RAFT—SF AN Outdated &EFRKRESNET,
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https://docs.aws.amazon.com/waf/latest/developerguide/enable-config.html

IV J1x T B—EX — AWS Firewall Manager DA — hX—>3>

2021 € 8AH

eu-west-1

eu-west-2

eu-west-3

sa-east-1

us-east-2

us-west-1

us-west-2

(®) OUTDATED
() OUTDATED
(® OUTDATED
(®) OUTDATED
() OUTDATED
(®) OUTDATED

® OUTDATED

User initiated operation
User initiated operation
User initiated operation
User initiated operation
User initiated operation
User initiated operation

User initiated operation

10: AWS CloudFormation StackSets @ Outdated A5F—% X

R : Outdated (F—BF/RRAT—HF X TY ., StackSets DIRETT#(C. AWS CloudFormation
StackSets WRIZIKRE(CEH NDIFETCURESLKFEFRI, 8D AWS 7HIT> b> AWS U —
=3 > (=2 T AWS CloudFormation StackSets -1 > X5 > Rz {Epk I 27O R (. BEEHMH
NET, HIZIE £ 18 D AWS U—=3>2 (12D 6 DD AWS 7ZHDO> hdDiEE. StackSets i

B TIC(3KY 90 DHADDE T,

6. InternalErrorException A* AWS Firewall Manager T/RU S —%&4{ERR T

DERICHRETD

BIRE : InternalErrorException MREET. AWS Firewall Manager h'7RU S —DIERRIC KRB U E

[ERROR] [PolicyManager/saveShieldPolicy-Regional] failed to save policy

[ERROR] [PolicyManager/saveShieldPolicy-Regional] failed to save policy

11: InternalErrorException T5—

9,
v 2020-09-10T13:47:18.041-04:0...
[ERROR] [fmsHelper/putPolicy]
{
"message": null,
"code": "InternalErrorException”,
"time": "2020-09-10T17:47:18.041Z",
"requestId": "b8c75083-ec51-4cc@-a92c-5135abblfafl",
"statusCode": 400,
"retryable”: false,
"retryDelay": 80.23010098902039
}
v 2020-09-10T13:47:18.041-04:0...
38 /45 R—=>
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BRRR 1 COMRBIIARK—KRIREDTH D, AWS Lambda B EBENUE I EHENFRLE
9. BIRIE. /FMS/Regions /\SA—FZEHLZS. EMZBENFUCEIFIRZRITUET . XD
FIECRDO T, AR MEBEFUHE LTS,

1. AWS Systems Manager Parameter Store 1>V —)LICEB#HLET .

2. /FMS/Regions /\S X —%57%i#&R L. [Edit] ZERUET,
3. TIAILMEDEZH(CUT. [Save changes] #i&RUE T,

AWS Lambda @ policyManager FEN. BUEZFERLU TBEFUOHEINET . FMS RUS -
IERB([CEREND(ET T,

7. AWS API TOXXOw kU > 2514+
BIRE : COYV ) 1—>3>TEZED AWS Firewall Manager M/RUS —X> AWS 77H DT> hNEIIEL
TWBBE., AWS API XOwv MU EE ST DAREMENHDET .

IRDIS—H Amazon CloudWatch Logs (CEEERENET,

[ERROR] [ComplianceGenerator/getComplianceDetails] ThrottlingException: Rate
exceeded

fRIRER : AWS Lambda BIZRIC(E MAX ATTEMPTS IRIBZEHMNEFEFNTHED. COEH=ZRAEL TR
RBZFERTEET, MAX ATTEMPTS Z#(F. CDVYU1—>3>7T API UOTI X hzERITISE
HaHELET,

ARG (AT 32)
AWS Organizations DT SAXUT NI R TTIAIL NS A—=FZHERAL T AWS Firewall

Manager ORIREHSHFT>TL—hEA2AR=)LTDE. AWS U5 RAIORDRBENEBERINE
3-0
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https://console.aws.amazon.com/systems-manager/parameters
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| — BE— B
; AWS CloudFormation : i E AWS Config :

AWS Lambda StackSets H [ et

"i:;;:::::::;L:::::::f::::::::::::::::::::::::i__‘ L________________________________E

! Prerequisites

! #1. Check if Organization ALL Features is enabled

| #2. Designate member account as Firewall Manager admin
I #3. Enable AWS Confg in organization member accounts

12: 7—FFOFv: piRS&RAOEMIE

ZDF>TL— %z AWS Organizations DTS J 7LD MIZTO41 9D E. AWS Lambda
BA# IR DR Z R UET .

1. AWS Organizations DI N TODHEEN )7 57 1 T(CIRDTULD
2. AWS Firewall Manager OEBBENRESNTND

3. ATF>3>: AWS Config "7 05« J(CIR>TLD

R COMERE. IR T > T L — T TOACKC AWS Config 2705« J(CF 3 (Yes (T
RETD) EFfTENFET,

AWS Lambda BEZ(FAIHREMSZ 1> A M—ILUE T, BIHEFRHDA A R—ILRICIS—H'HD L.
Ay oDoO—-)UNY IOREEL, TS —AvEE—IHERRSNET.

AWS Firewall Manager ZfE9 3T2HDRIRRMA(CDVT(E,  TRIHERMA] Z2RUTIZE0,

aws-fms-prereq.template: CO>>7L — hEFEHALT. YUI1—

SIAOHREENHT I - b ZEBULET., T ITAI REETIE.

AWS Lambda Bd%%. AWS CloudFormation StackSets. AWS Config U
A wawlul dUF- 3
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https://solutions-reference.s3.amazonaws.com/aws-centralized-waf-and-vpc-security-group-management/latest/aws-fms-prereq.template
https://solutions-reference.s3.amazonaws.com/aws-centralized-waf-and-vpc-security-group-management/latest/aws-fms-prereq.template
https://solutions-reference.s3.amazonaws.com/aws-centralized-waf-and-vpc-security-group-management/latest/aws-fms-prereq.template
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
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AFwv T 1, BRSO DIELE)
CoBE#EtENz AWS CloudFormation > 7L — k&, AWS Firewall Manager MaliREZ45> T
L—b%Z& AWS 50 RRICTIO41LET.

5.

6.

. AWS YRZAS ROV —ILICHA > A2 U, BRIOIRS > Z{ER

FE OV -S> OETHRICFERLEE AWS OY—EXDOIR ME, BEFEOEEERDE
I, FHICDVTIE. COHrRD OXR M O3> (l&EeL., coVIa1— 3> TERTS
AWS O —EXFIOREI T IR—HSBLTLIESL,

UT aws-fms-prereq AWS CloudFormation > 7L — h&iLH) JUi—->3>0
UEd. £zl > TL—bhzFo>0O0-RU. INZEXTAEICLT
MEDOERRZMRIRT D EETEFET,

e

AV IDERR—>T. IELLVFT>TFL—  URL i Amazon S3 URL 73X MR R (CERR
SNTWVWBRCEZMHER L. [IRN] ZBIRUET,

AV ODHFMEIBENR—>T, COVII1—23 DRI Y I(CEEZEMITET,

NSA—=HIT, COVYI21—>3>DF>TL— bDINSGA—I%ZHERL. BECHUTEELE
I, 2DOYYIYI1—>3>TlE ROTFIAI MEZEFEARALET.

NSA—5 FIAIB EILE ]

FMS Admin Account ID <A JHWZE> FMS BIET7HO> b ZBICHEL TWVWDIHBE(E. AWS
Firewall Manager t—EXDEBEF7HI> K ID ZEIMUE
9, FTITERE LU TULRVEE(E. AWS Firewall Manager OF
BEFZHI>MEUTIBETSD AWS Organizations MDA >
IN=THD> K~ ID Z#RUET,

Enable Config Yes AWS Firewall Manager "B EFT DUV —X (IR U T, #Ei
2KT AWS Config #7707« JICULFETF., AWS Config =
BEHC TP OF7 4 TICLUTWBHBEF. No ZEIRUET,

[IRN] Z#RUE T,

RAYDATSIAD/ENR—TT, [RN] ZBIRUZET,
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https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?templateURL=https://solutions-reference.s3.amazonaws.com/aws-centralized-waf-and-vpc-security-group-management/latest/aws-fms-prereq.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?templateURL=https://solutions-reference.s3.amazonaws.com/aws-centralized-waf-and-vpc-security-group-management/latest/aws-fms-prereq.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?templateURL=https://solutions-reference.s3.amazonaws.com/aws-centralized-waf-and-vpc-security-group-management/latest/aws-fms-prereq.template
https://solutions-reference.s3.amazonaws.com/aws-centralized-waf-and-vpc-security-group-management/latest/aws-fms-prereq.template
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7. VEA—RX-—>T. REZRBEULTHERLEI., 7>FL— KT AWS Identity and Access
Management (IAM) UY —XZ/ER T D EZMERITDF TV IRV IR ZANCUET,

8. RIYVIDEHZEIRL TRV I TO1LET,

XAV IDAT—FA(F. AWS CloudFormation IV —ILOAF—H RAF THERTETET.,
10 9T CREATE_COMPLETE XRF—A AWK R=NET,

X5w S 2. AWS Firewall Manager 7725« J1t,

AWS Organizations T AWS Firewall Manager Z 7725« J(C 9 BI(C(E. RDFNECHRENET .

1. AWS Organizations DI N TOMEE® 77« TICUET.

2. AWS Organizations DI R TDA> /=7 HT> T AWS Config #7071 TICLET,

3. 1 DDOA>IN\—=T > % AWS Firewall Manager OEBE - LU TIEELET.

AWS Firewall Manager ZB3(C 9 D1zHDFFMICDINTIE. AWS WAF. AWS Firewall Manager.

B KU AWS Shield Advanced RO /=1 RdD TAWS Firewall Manager DFiI{EERMF] SR
LTLIZELN,

CDOVYYI1—-23>"BT7>AAM=ILUT., IRTORIUS —ZHEE(CHIBRI BIC(E. AWS
Systems Manager Parameter Store (C#&1L. /FMS/<Policy-Id>/0U /\S X —%% delete [C
EEITDINENGDET., ROWVWINHDFEZFEALU TCRAIYIZHIBFRTEET,

AWS YHRZA> OV —)LOEA

1. AWS CloudFormation 3>V —)LICHA> 1> UET .

2. ZOVI1—232DAAM—IVADRI Y T ERUE T,

3. [HIFR] Z3ERLUFE T,
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https://docs.aws.amazon.com/waf/latest/developerguide/fms-prereq.html
https://console.aws.amazon.com/cloudformation/home?
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AWS Command Line Interface ®O{EH

AWS Command Line Interface (AWS CLI) B DIRIBETHERATEINEOHIZHERLUET. 1>
A R=ILFIBICDWTIE. AWS CLI 1—Y =5+ RdD [AWS Command Line Interface &(&] =&
BUTLESL,. AWS CLI MERTERCEEERLES. ROOAY REEITUED,

$ aws cloudformation delete-stack --stack-name <specify-your-stack-
name>
HER: COVYU1—>3>TlEH RFvTOECDYY1—>3>”7TO140UEIRNTDOYY - %
TER(CHIBRTEE I, DRYLEEDIL—ILE Amazon S3 /\T v kN (A>TSA 7> ALR— &
BU) OHNEDFET,

CHOVYI1—>3>(CFd. BROERAXANIOR%Z AWS (OXETBIATa>hEENTUVET., H
HETOF—HEBALT. BBENTOYII—S3>, BEY—EIBLOBRE EDLS [
LTWBHWZERDRKIERL., BRI -—EXRBONECKRILITEIT., 7IT707(CTDE.
IRDIBERUNESTN. AWS (DX ESNET,

e Solution ID : AWS VU 1 —>3 > #5lF

e Unique ID (UUID) : VU1 —>3>DO5J0O4AC &S H ATERSNIZEBDHRIF

e Timestamp : > —FNEFATLRI>T

CDT>T— B UTRELTET—F(F AWS BB LET . T—FINEIC(F. AWS TS5/ —
IRV —HBASNE T, COKEZENCITDICE. ROIRTERITUET,

AWS CloudFormation > L — hDIVE> IO 3> ROEDICEELET,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://aws.amazon.com/privacy/
https://aws.amazon.com/privacy/
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ZEEHl:
"Send" : {
"AnonymousUsage" : { "Data" : "Yes" }
b
ZEE:
"Send" : {
"AnonymousUsage" : { "Data" : "No" }

y

GitHub URZ KU(CT7OERALT, COVYY1—23>DF>TL—hEROUT haFo7> 00— R
U. DRIV AXUEREMDI—F - EHBTEFT,

a4 =
20209 A | EIAVESY 4
2021 ¢ 8 A J—X)\—=3> 1.1: Amazon Route 53 Resolver DNS Firewall 7RU = —([CDUT.

FMS /RUS —(CBT BRI TSA 7 ALR— hD&ERKRE. BEOARSI LRI —X
AYvODTTOAICHTBUR— hEBIMUELRE, e, V—XI—R% aws-sdk-js-
v3 [CBITUE U, EFEMICDLTIE. CHANGELOG.md J71ILESB LT EEU,

e Garvit Singh

e Rakshana Balakrishnan
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https://github.com/aws-solutions/aws-firewall-manager-automations-for-aws-organizations
https://github.com/awslabs/aws-firewall-automations-for-aws-organizations/blob/master/changelog.md
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BEKIE. COXBCEHNTUVDEREZHE (CFHEID2EEZEDIEDELFT. TORFIAY
b (a) IBHIRHOHZENELTED. (b) AWS DRITRERET SO X 2R UIZEDTH D,
FERUICEESNDZENHD. () AWS BRUZDOEERMT. HTS5A17—. F@FS1z29—
NS DOEHEBH N ZEIRI DEDTEHDFERA. AWS OERBEPY—EX(E, PRFLEERE
B3, WHIRBDRIE. RA. FAZHSI LR [RRDFF] BHEINF T, BEKRICHITD
AWS DEEE. AWS ZFIICEDMESNE T . AEE. AWS EEZHRDOB TITONDIVNEDE
HID—EFCTERL. TDXRIBEHNORNEZEEIDIEDTEHDFEA.

[AWS Firewall Manager A —hX—=3>] YU 1—>32(d Apache Software Foundation T
AFAJEE/R Apache ST X)\—23> 2.0 DEHFICEDVWTSAME>AENEY,
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https://www.apache.org/licenses/LICENSE-2.0
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