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https://docs.aws.amazon.com/network-firewall/latest/developerguide/stateful-rule-groups-ips.html
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3. RIYVIDERMAR—>T. IELWF> T L — bk URL A Amazon S3 URL 7+ X bRy O R (CFRR
SNTVDZEZHER L. [RN] Z&EIRULET,

4. RAYVIDFMEIBER—>T, COVYI1—23>DRIVIICEFIZEIDHTEI . BEIDX
FEHIR(CRI I DEEMIE. AWS Identity and Access Management 1—H—71- RdD [IAM B &K
U AWS STS A4 —4 | #BRRLTIZE0),

5. N\SA—=HT. ZOVI1—23>DF>TL—bD/I\SA-5ZHERL. BHELCIGUTEELE
9. COVI1—23>TlE ROFIAIL MEZERALET.

VPC DE%TE
INSA—=5H FIAIE G
Provide the CIDR bock  192.168.1.0/26 Amazon VPC @ CIDR JOw %, /26 M tdD CIDR 7
for the inspection VPC OvITHDIBENDDET,

AWS Transit Gateway D%7E

NSA—5 FIAILB B

Provide the existing <AD(HE=> IR7ED AWS U—=3 > DBEFED AWS Transit

AWS Transit Gateway Gateway ID. (ffl: tgw-alb2c3d4e5)

ID you wish to attach to EE: AWS Transit Gateway ID ZHIb&k/E#H L TS
the Inspection VPC wOZBEHLUTULDIEE. AWS Transit Gateway D77

FYFAD NI AT S SEIBRENEEA. AWS
Transit Gateway D7V F A > MNIFENTHIBRT D
WENRNBDET,
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https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html

IV IxT B—EX - AWS EDORY MDD ST v IDSDI7A T IA—)ILA—bA—23>

INSA—H FIAILE

SHER

Provide the AWS Transit <ANIER>
Gateway Route Table to

be associated with the

Inspection VPC TGW

Attachment

BIFD AWS Transit Gateway @J)L— cF—)L ID.
Bl: D747 IA=ILDIL—F=TIL) (Bl tgu-
rtb-0alb2c3d)

ER: AWS Transit Gateway DJL— hF—)L ID %
HIBR U CRA Y OZEFHL TLDIBFE. AWS Transit
Gateway DF7IYVF A MNEIF LD M SHIBREN
FtA. AWS Transit Gateway DF7FvF A MIF
ENCHIRR T 2w ENBDET,

Provide the AWS Transit _ 3 fy(34£s>
Gateway Route Table to

receive 0.0.0.0/0 route

to the Inspection VPC

TGW Attachment

BB DBIFD AWS Transit Gateway DJL— b5 —
L 1D, (ffl: RIR—27 VPC D)L— ~F—=T)L) (fl:
tgw-rtb-183ael2f)

JER: AWS Transit Gateway ID/AWS Transit
Gateway JL— =TIV ID. BXUFTAILNL— K
d AWS Transit Gateway JL— >—J)L ID ZHIBR UL
TRV OZEEHRLTULDIHS. AWS Transit
Gateway JL— hF—TJILDFT T AL ML— .
0.0.0.0/0 ®)L—bI> bUEFHIBRENEBA. JL— K
FFHTHIBR T IRENSHDFT,

7 A7 DA —)LDOOTEEFRDEE

NSA—5 FIAIB

BIL ]

Select the type of log CloudWatchLogs
destination for the

Network Firewall

OJ DR SL—REFDP AT, Amazon S3 /v
~aE7z(& Amazon CloudWatch o002 J)L—F(cOo
ZIXETEFET,

FER: T JAJLMEIE cloudwatchLogs T3 TDY
Ua—>3>E. IJ7A7o4x=)L000000)—=
ZVERRUET . Amazon S3 /Ty NMCOJ%RFITD
CEETEFY, OJERZREIT DVENRNES
(&, ConfigureManually ZERULET,
BAOTTOARICEDI\SA-FZEH T DIHEE.
AWS CodePipeline ZFEThIIA L TOJ DXELETE
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IV IxT B—EX - AWS EDORY MDD ST v IDSDI7A T IA—)ILA—bA—23>

INSA—H FIAILE

SHER

IBDMELNSDET, FEHICDODVTE. VU1 —>
I>OOAR—F M #SBLUTLEE0N,

Select the type of log to  FLOW
send to the defined log

destination.

KEITDOTDIAT, 7S5—bOJFE. XF—rTIL
IW=IVE—HID S Trv e PS—hOTAvE
—DERET BT ICOREELIN—-BLET, T
O-0JE@ REORY ND—OKS5TrvoJ0-0
JTY,
ER: & ALERT OJICERETS DH. mADT1T
OOTZBNCT B ENTEEY . FHCDONTIE,
AWS Network Firewall = XOv )X\—HA RD
[ Logging network traffic from AWS Network
Firewalll ZZRBUTLIZE0),

Select the log retention 90
period for Network

Firewall Logs.

OJDRFEFERRE (B3). CO&E(E. Inspection VPC
DI7O—-O0J DEFHRMICEERAENE T,

6. [IRN] ZERULET.

7. RIYVIOATSIOD/ENR—T, [RN] EIRUET .

8. LEA—R—>T., ®EZHZELET, 7>TL— ' AWS Identity and Access Management

(IAM) VY —RZ2El T D EZARIDF TV IRY IR @MTA(CLET,

9. [RIYVIDMFR] ZERLTRYYOEFTTOALET,

XAV IDAT—4A X (. AWS CloudFormation I>YV —J)LDAF—H ARG THERTEEI., 97

93T CREATE_COMPLETE RF—HAMKRENFET,

AWS CloudFormation XAV O DIEKRZETT IDE. YVI1—>3>TERULIE AWS

CodePipeline H'5|EHE=ETLT. INRTD AWS Network Firewall UV —X&E/ERULET
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html

IV DT H—EX - AWS LDORY ND—DO RS T4 v IDHDIT 7 AT IA—ILA—~A—=23>

25w 2. AWS Network Firewall. 7174 —J)L/R
> — JL=ILT)IL—TDZEE

AV OEIEE(CT IO I SDE. AWS CodePipeline (& AWS Code Build DA —%BIELE T,

£XF—TTI(E. AWS Network Firewall > /R—%> MEREEIL T O LES, T IO RT—
Th'5eT9DE. AWS Network Firewall EJ 7147 OA—)LIRUS — %R TEET,

FJA)L b AWS Network Firewall, 714704 —)LiRUS —, BLXMERRLIZIL—ILI)IL—T %
ZEJB(CIE. TAWS Network Firewall DY —XDEE] #8BL TS0,

AWS OB —EX
e AWS CloudFormation e AWS Network Firewall
e AWS CodeCommit e Amazon S3
e AWS CodeBuild e AWS Transit Gateway
e AWS CodePipeline e Amazon VPC

e Amazon CloudWatch

Vai—23>%z770100E5. %Y hI—DODUY—-RZHRIIAXTETET, cOVYI1—>
3>7Tl&. AWS CodeCommit URS MUZ/ERR LT, IR TD AWS Network Firewall D3&E T 7
M ZFRFLET. INSOT7AILSEFHEEETH D, ILLWIY —RZMETDETAILTAICHE
RTEEXT, BEAXIZWY MUT AWS CodeCommit YIRS KNU(CTvSa19dE, CDVYI1—>
INFEETE/ W —ZFEH LT AWS Network Firewall DUY — X Z{ERREE(EEFHFUET . T7
AT IA—=Ib. T7ATIA=ILRIZ—, IL=ILIIL—TF T BZEE(E. AWS CodePipeline M3
TRERCET UETHRRETEEI. /A TSA2DRT—HIRZEZFIUITUT, BENEEIC
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https://console.aws.amazon.com/vpc/home?#NetworkFirewalls:
https://docs.aws.amazon.com/codepipeline/latest/userguide/pipelines-view-console.html
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/network-firewall/
https://aws.amazon.com/s3/
https://aws.amazon.com/transit-gateway/
https://aws.amazon.com/vpc/

IV DT H—EX - AWS LDORY ND—DO RS T4 v IDHDIT 7 AT IA—ILA—~A—=23>

FSIOASNECERERIT D EEZDEIDHLET . AWS CodePipeline T AWS CodeBuild 25—
SOOUERRT BT EETEET,

3R FirewallPolicyArn B KU ResourceARN DEBEMEADIANTOSRE(CIE. EBD ISON 7
7AIWNDESB) R Z2EHDIRENRNSHDET, CNESDEF. CDOVYI1—3>THREZEISIT D
TEDITERALET . AWS CodeCommit URS MUICRUTWBREREDFIZSB LTI IEEL,

AWS Network Firewall B KU T 74 7O A4 —)LiRU S —([CEBOXEFHEMEN. 1 DD AWS U
—23>TYUa—> 3> xEHEFT O TEDILSCRDEI. O uEUY—RI(T(F.
AWS U—=g> T ICEBD&ARINMYSEEY .,

VU1—-23>TERULTVWDDERUZRIOUY —XM AWS Network Firewall RICBE(CH D15
&, IN50UY—X(d AWS CodeCommit URT b (CIRHESN TV IRETEHNET ., BE
ZIZw hIBHEIC. 7HDI>2 bE AWS U—23 2 (CHEVTRAETIC AWS Network Firewall 1>V
—ILTER LIZUY —ADVY — R G ZHR T D EZ2HEMHLFET,

AWS CodeBuild DIREERFT—=

CDYYU1—>3>2TlE 2 DD AWS CodeBuild A7 —>Z R UET . RIDAT—TIlE. HE
7AW (T7ATIA=I. T7ATIA=ILRUS— JL=)LTIL—TF) Zi&REEL. JSON FZiHt
BINESHhZEHEZLET. CDVYUI1—23>2TlE. INSOT7A)LEERL T AWS Network
Firewall @ API ZA&EEL. T 7 AILICERSN TVIBE(CBWNRT —INHDD T EZERLET.
T7AIVCT A=Y SORIREYENIRT — I HD%E. AWS CodeBuild X7 —=(3 Failed JREE
([C7R2D. AWS Network Firewall ADT 7 A I)LDF T OA (dFEiTESNEE A AWS CodeBuild DIZEE
A= ROOTDBINTRT KD T7AILDLIS—DFlERRUET.

[TIMESTAMP] : "—-—-———-—————— INVALID FILES START-———-——-————- "
[TIMESTAMP] : {
“path”: “./firewallPolicies/firewall-policy-1.]json”,
“error”: “Unexpected key ‘key’ found in params.FirewallPolicy”
}
[TIMESTAMP] : "—-————————- INVALID FILES END-----—-—-—- "
[TIMESTAMP] : “WValidation failed.”
[TIMESTAMP]: “Error 1in firewall config wvalidation” : “Walidation
failed.”
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https://docs.aws.amazon.com/codebuild/latest/userguide/view-project-details.html
https://docs.aws.amazon.com/codebuild/latest/userguide/view-project-details.html

IV IxT B—EX - AWS EDORY MDD ST v IDSDI7A T IA—)ILA—bA—23>

Va—>g>pN5FOa0asnsd &, AWS CodeCommit URS KJIRDFT T A)L DT+ L2 KU
WEICIRDEYT,
e Examples - CO7 1 LU KUICIE. BRET7AILDHINEENTNET,

e Firewalls - CO5« L2 MU(CIE ISON ERD T 7A P IOA—)LRENSENTWVET ., B
CreateFirewallAPI 72> 3> (CRFAAS MELUTEIMENET,

ER: FirewallPolicyArn (L&, O—RIOZvV KNJIRSKNIADIT 7147 IA—ILIRUS—T 7
AINDTF7AIVI R EZR(C—T DIENSDDET.

R @D ISON Jr7v A4 I)lopflicrxIT XS5, oY Ji1—->32>T
(. ./firewallPolicies/firewall-policy-1.json A=WV KURSNI)XXTIF7ATIA4—
JLIRUS—&UT firewall-policy-1.json ZEAUTULET,

“FirewallName”: “Firewall-17,
“FirewallPolicyARN”: “./firewallPolicies/firewall-policy-1.json”,
“Description”: “Network Firewall 1”.

“DeleteProtection”: true,
“SubnetChangeProtection”: true

e FirewallPolicies - CDOF « LU ~U(CE. T7AT7 T4 —)LIRUS—H ISON el AYEFENTL)
F9. INSDRUS—DREM(IE CreateFirewallPolicy (CERBASNTWLEYT . B4 ResourceArn
(ClE O—RIOZY bMURS MURADIL=ILIIL=T T 7AILDT 7 A )L CX EIEFEIC—3 T B1E
W& DEF., AWS Network Firewall /RS —DFIZERICRUET .

{
"FirewallPolicyName": "Firewall-Policy-1",
"Description": "Firewall Policy 1",
"FirewallPolicy": {
"StatelessDefaultActions": [
“Yaws:drop”
]I
"StatelessRuleGroupReferences": [
{
"Priority": 30,
“ResourceArn”:“./ruleGroups/stateless-fwd-to-
stateful.example.json”
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https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_CreateFirewall.html
https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_CreateFirewallPolicy.html

IV IxT B—EX - AWS EDORY MDD ST v IDSDI7A T IA—)ILA—bA—23>

}l
{
"Priority": 20,
“ResourceArn”:“./ruleGroups/stateless-pass-—
action.example.json”

}
1,
"StatefulRuleGroupReferences": [
{
“ResourceArn”:“./ruleGroups/stateful-domainblock.example.json”

y
{

“ResourceArn”:“./ruleGroups/suricata-rule-reference.json”

}

FE: D7 A7 I9A—ILRUS—T7A1)LD ResourceArn BMEIC(EZ. AWS CodeCommit UR>
NUDIL—ILII—T T 7AINADIT 7 A IV AU ETY,

e RuleGroup - COF 1 Lo KJIICIE. IL—=ILIIL—TDEEN ISON XX TEFENTLET,
CNBDFEDREM(E. CreateRuleGroup (CERBAESNTWET . IL—ILITIL—T(E. RODRF
— R2IWIL=ILIOIL—=TF T 7 A ILDBNRT LDIC. RuleGroup EBME/Z(E rules (Suricata
JSv M) BHICHHEEZIEEIDCETEETEEY,

"RuleGroupName": "StatefulRulesExamplel",
"RuleGroup": {
"RulesSource": {
"RulesSourceList": {
"TargetTypes": ["HTTP HOST"],
"Targets": [

"test.example.com",
"test2.example.com"

I

"GeneratedRulesType": "DENYLIST"
}
}
}I
"Type": "STATEFUL",
"Description": "Stateful Rule",

"Capacity": 100
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https://docs.aws.amazon.com/network-firewall/latest/APIReference/API_CreateRuleGroup.html

IV DT H—EX - AWS LDORY ND—DO RS T4 v IDHDIT 7 AT IA—ILA—~A—=23>

IR®D Suricata 77 )LDABITIZE. rules BHEE. IL—ILBERSNTULD drop.rules J7MILZS
BUTWED, FHICDULT(E. Drop.rules 77 1ILOFIESIBL TS IZE0,

“RuleGroupName”: “suricata-drop-rules”,
“Rules”: “./ruleGroups/drop.rules”,
“Type”: “STATEFUL”.

“Description”: “Suricata rule group”,
“Type”: 100

FER: drop.rules J7AIUIEEKE/ Vo - (BT DREN DD, O—HILI\RDHHEFFE]EN
£9, Amazon S3 XU HTTP U O(FFFIENTUOEE A

BIRE: AWS CloudFormation XA v INIEE(CT T L TH. —3BdD AWS Network Firewall UV —2X
PMERR SR 0N,

BRRR: AWS CloudFormation Y IOMNTET U TE. YU1—23>THE/RLIZ AWS
CodePipeline X7—=1 In-Progress JARE(C/RD Z ENHNFET ., AWS CodePipeline X7—=h0
T I3DE. INRTD AWS Network Firewall UY —XH' AWS Network Firewall 3>V —)LTfEH
BJEE(CIRD E T,

BIRE: AWS CodePipeline X T—HVkENT B,

BRI AWS CodePipeline X—=1 Failed REDIHZE(E. DYV U1 —23 21 AWS Network
Firewall UY —XDERREC(IBFDREZETZT T TERM > e EZBIKRUE T . AWS CodePipeline
RF—2000%72SRUT. AWS CodeBuild A7 —HIEE(CTET LIcZ E&2ERL T IZE,
JSON T 7 AILAEZN TRV, 1BIRAE L <RUVMFEF. T71)LZIREET D AWS CodeBuild X5
—Z(CIF—BRUHBEDT 7 AIVEATRRENE T, FMlICDULTIE. AWS CodeBuild 1—H'—7j
A RZESRUTIIES,
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https://rules.emergingthreats.net/open/suricata-5.0/rules/drop.rules
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
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[AWS tDxY RO =D RS T4 v IDIZHDI7A T IA =)L A—-—bA—=232] YUa1—-23>

(F. AWS YR A OV —)LZFERT DN, AWS Command Line Interface (AWS CLI) Z £
ULCPVAAR=ILTEFET,

AWS YHRZA> OV —)LOEH

1.

2.

AWS CloudFormation >V —J)LICH1>1> UET,

ZTDVYYIYL—232DA A M—ILADRAI Y D&ERULET,

[HIFR] Z23#IRLET

RDIY—=X(F, VUI—3 > DHIBFREERIFINET ., UV —-XZFHTHIBRIDICIE. RD
D> 0SB ULTLIEE0N,

AWS CodeCommit UK KU

Amazon CloudWatch o002 4J)L——~

Amazon S3 (Cd3d AWS CodePipeline D77 —7« J 720 N\Tw ~

Amazon S3 (33 AWS CodeBuild DYV —XJ— R)\Twv ~

AWS Network Firewall

AWS Network Firewall DI 714 74 —)LRJS —

AWS Network Firewall ®JL—)LTIL—F

Inspection VPC

AWS Transit Gateway 7SV F A ~

AWS ON> RSA>2A 2 =T 14 ADEH

AWS Command Line Interface (AWS CLI) "B EFEDTRIBR THERATEINE DN ZHERUET, 1
A BRM=ILFIECDWTIE, AWS CLI 1—HY -7+ R @ [AWS Command Line Interface &(E&ED
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https://console.aws.amazon.com/cloudformation/home?
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-delete-repository.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/delete-bucket.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/delete-bucket.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-deleting.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-policy-deleting.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/rule-group-deleting.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#VPC_Deleting
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpc-attachments.html#delete-vpc-attachment
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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KDREDTIN] ZSRUTLLIZ=0. AWS CLI hMERRIREICIR> e Lz Lics. ROOX
> RERITUET,

$ aws cloudformation delete-stack --stack-name <installation-stack-
name>

ZDYY1—>32(CF BRAOERAARNITRZE AWS ([SXETDIATZI2HAEFENTVET ., &
#HEZOF—FZFEALT. I—T-HNZDOVI1->3> BEY-—EXSLIVRRZEDOLD(CE
ALTWahEXDX<IEREL, IBHETDIY-—EXAPHBOWE(CKILITEIT. BMCITDE RDIF
IAUNES. AWS [OXfEENZFET,

e Solution ID: AWS VU1 —= 3 >#kIF

e Unique ID (UUID): [AWS DY NI—T ST 4w IDFZHDI 7 AT I A —)LA— b A—
23> VYU1—23>07704Z LT ACERSNDEBDHBIF

e Timestamp: T —5FWNEF1 LRI T

o FPHUZBMIFTOAENIZ AWS CloudFormation X5 v I D
o EBEBNRODIFATIA—ILDE

o EERROI7ATFIA—IIRYS—DE

o FTOATNERT—RIIII=ILIIIN—T D

o FOAETNIERT— LRI =IO I —T D

e F2J’'OA &hJz Suricata JL—ILDEL

o AWS Network Firewall DX{E5%5 1T

e AWS Network Firewall DO9%414 7
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html

IV IxT B—EX - AWS EDORY MDD ST v IDSDI7A T IA—)ILA—bA—23>

AWS (F. COT7>o— hEBUTRESNET—FZFBELET., T—IUNEIC(E. AWS TS51/>
—RUS—HEBRAINET, COMETERICITDICIE. RDEKLS(C AWS CloudFormation > L
— b~V E OO I HEZETELEXY,

"Send" : {
"AnonymousUsage" : { "Data" : "Yes" }

}y
RDEDSCEBELEY,

"Send" : {
"AnonymousUsage" : { "Data" : "No" }

y

ZDVYY1—>3>2DY—-RI7A)Z2F0>0—-RU. BRIRAXATZ MO - —-EHEITS
(C(&E. GitHub URSZ hU(IC7OERLTLIZEW, [AWS LDORY ND—T RS T4 v IDIzHD
TJ7ATIA=INA—-rA=23>2]1 VYI1-23>D5F>TL— I AWS Cloud Development
Kit (AWS CDK) ZfERA U TER L TWLET, sHFlICDULTIE. README.md J7(I)LZSB U T
=\,

B xE
2021 ¥ 2A8 #MEY U —X
20224 4R UU—X v1.0.1: TS>FEZDEH., FMCDWNWTIE., GitHub URZ hUD

CHANGELOG.md J7 1 )L&SHBR LT ZEU),
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https://aws.amazon.com/privacy/
https://aws.amazon.com/privacy/
https://github.com/awslabs/aws-network-firewall-deployment-automations-for-aws-transit-gateway
http://aws.amazon.com/cdk/
http://aws.amazon.com/cdk/
https://github.com/awslabs/aws-network-firewall-deployment-automations-for-aws-transit-gateway/blob/master/README.md
https://github.com/aws-solutions/aws-network-firewall-deployment-automations-for-aws-transit-gateway/blob/main/CHANGELOG.md
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e Lalit Grover

e Nikhil Reddy

BEKE. COXE(CEEHNTUVDIERZIRB(CGFHE I SEEZEIEDELET, CORFIAS
b (a) IBHIRHOHZENELTED. (b) AWS DIRITRRET SO XE2RUIZEDTHD.
FERUICEEESNDZENH D, (c) AWS BRUZDOREERM, DTS4V —, FrESA22Y
— D SDOEHEB N ZERIT DEDTIEHDEFEA. AWS ODRBE Y —EX(F. BARFC(FHER
ZENT . WHVRDREE. RIA. &S 2L RIRDFF] #EENFT. BEKICHTD
AWS DOEEE. AWS ZFYCKIDIRESNE T AL AWS EEFROE TITHND VOB
D—ETEIRL, EDLIRBREZHNOABTZEEIDEDTELDFEA.

[AWS D3Ry NDO—=O RS T4 v ODIODI7A T IA—=)LA—KA=>321 VYI)I1—-23>
(&. Apache Software Foundation THIFAIEE/RX Apache ST X)\—==3> 2.0 DEHCEDL
o1 RENET,
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https://www.apache.org/licenses/LICENSE-2.0
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