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Cloud Accreditation, Compliance, and 
Security: Governments use existing 
domestic and international cloud-
centric accreditation systems to 
evaluate CSPs (rather than create their 
own unique certification programs) and 
leverage the shared responsibility 
model for cloud security.  

Data Classification: Governments 
categorize their data based on its level 
of sensitivity, and then manage each 
segment in a manner congruent with 
its level of sensitivity.  

Data Privacy and Control: 
Governments establish and/or adopt 
complementary security, data 
processing and privacy policies to 
support a successful transition to the 
cloud.  

Cloud Contracting and Procurement: 
Governments design and institute a 
cloud contracting vehicle that agencies 
can use to gain the full benefits of 
cloud, with cloud-centric terms and 
conditions, pricing, governance, 
security, etc. Contract vehicles and 
procurement guidelines recognize the 
pay-as-you-go model of commercial 
cloud computing, and the role of CSP 
partners and resellers in the cloud 
delivery model. 

 
As governments transition to Cloud First policies, CSPs have identified a few potential policy pitfalls. 
To optimize the cloud journey, government leaders need to (1) fully commit to the cloud, (2) formalize 
the budgeting and procurement processes, (3) establish timelines for cloud migration, (4) take steps to 
avoid traditional hardware and licensing-based vendor lock-in, and (5) take the time to build and then 
follow a cloud migration roadmap.  
 
The full AWS team is at the disposal of government leaders to help develop and implement smart 
cloud-first policies.  
 

  
The UK Government is a global leader in commercial cloud adoption. The UK Government first released 
a cloud strategy as part of its Government ICT Strategy in March 2011. The first cloud strategy fit right 

y articulated a need for a cloud contract vehicle (G-
Cloud) that would include pay-as-you-go with flexibility for agencies to scale-up and down as needed, 
and avoid vendor lock-in. By May 2013, the UK Minister for the Cabinet announced a Cloud First policy 
that applied to all public sector IT procurements and emphasized the need for faster adoption across 
government agencies to take advantage of cost savings. In the years since, the Cabinet Office 
established a three-tiered data classification system for government contractors (2014), the National 
Cyber Security Center published cloud implementing security principles (2016), and announced a shift 
from cloud-first to cloud native (2017). More recently, the National Health System issued guidance on 
best practices to secure patient data and other digital health initiatives (2018).  
 
  





 

 

 

 

 

 

 

 

Backbone Document 
Defines cloud computing and a Cloud First Policy,  
and introduces the cloud value proposition.  















 

 

 

 

 

 

 

 

Module 1: Security  
Introduces the Shared Responsibility Model, compliance programs, 
and how data control works in the cloud.  
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Shared Security Responsibility Model 

Security and Compliance is a shared responsibility between a cloud service provider (CSP) like AWS and 
the customer. While each CSP has a different model and terminology, the key elements of the shared 
responsibility can be understood by looking at the AWS Shared Responsibility Model. The AWS Shared 
Responsibility Model 
controls the components from the host operating system and virtualization layer down to the physical 
security of the facilities in which the service operates. The customer assumes responsibility and 
management of the guest operating system (including updates and security patches), other associated 
application software as well as the configuration of the AWS-provided security group firewall. 
Customers should carefully consider the services they choose as their responsibilities vary depending 
on the services used, the integration of those services into their IT environment, and applicable laws 
and regulations. The nature of this shared responsibility also provides the flexibility and customer 
control that permits the deployment. As shown in the chart below, this differentiation of responsibility 

 

AWS Shared Responsibility Model 

 

 - AWS is responsible for protecting the infrastructure 
that runs all of the services offered in the AWS Cloud. This infrastructure is composed of the 
hardware, software, networking, and facilities that run AWS Cloud services. 

Client-side data encryption
Data integrity authentication
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Module 2: Data Classification 
Introduces the value of data classification and best  
practices for creating a data classification policy.  
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Module 3:  
Starting your Cloud Journey 
Introduces key principles for government agencies  
to keep in mind when starting their cloud journey.  
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Module 4: CSP Accreditation 
Introduces the best practices for creating a cloud  
services provider (CSP) accreditation guideline.  
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Creating an Accreditation Guideline 

Governments should use existing domestic and international cloud-centric accreditation systems to 
evaluate CSPs (rather than create their own unique certification programs). The accreditation process 
should include baseline security assurance requirements to ensure basic levels of service reliability 
from CSPs, and to assure that they have secure and controlled platforms providing the necessary array 
of security features which government agencies can use.  

An example of baseline security assurance requirements is included in the table below: 
 

Requirements Baseline Certification  
and/or Protocol Required 

Description 

Security 
Assurance 
Requirements 

ISO/IEC 27001 - Information 
Security Management 

Payment Card Industry (PCI) Data 
Security Standard (DSS) 

Optional: Service Organization 
Control (SOC) 1 and 2 

Optional: ISO/IEC 27018 - Code of 
practice for protection of personally 
identifiable information (PII) in 
public clouds acting as PII 
processors  

These Security Assurance 
Requirements ensure that Cloud 
Service Providers have the 
necessary security certifications 
to host government workloads. 

 

Where government customers find the need to add requirements to existing security baselines, they 
should ensure that the requirements: 

Clearly articulate the risk analysis that justifies modification of the requirements baseline and 
existing requirements do not provide similar protection. 

Accept alternative measures or compensating controls that demonstrate security equivalency.  

Focus on security capabilities and outcomes instead of specific implementations that will be 
outdated or ineffective with advancements in cloud technology. 

Individual sectors may also have specific certifications required. These should be considered in tandem 

example, US Health departments require compliance to the US Health Insurance Portability and 
Accountability Act (HIPAA), and the Health Information Technology for Economic and Clinical Health 
(HITECH).  
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Module 5: Cloud Procurement  
Explains the differences between traditional  
IT procurement and cloud procurement.  



 

Amazon Web Services   40 

Cloud Procurement 

Cloud procurement is unlike traditional technology purchasing. Entities in the public sector are 
accustomed to buying IT infrastructure using procurement approaches and policies designed for 
purchase of technology products such as hardware and software, and human services such as 
consulting and maintenance services. However, such traditional procurement and contracting 
approaches inhibit customer ability to adopt cloud services. Cloud procurement presents an 
opportunity to re-evaluate existing procurement strategies  including procurement policies  in order 
to create a flexible procurement process that enables public sector organizations to extract the full 
benefits of the cloud. 

Hyperscale cloud services providers are able to provide massive economies of scale, which generate 
efficiencies and cost-savings. This allows CSPs to invest in industry-leading security and technology at 
a scale and cost than any individual customer could. Services are highly scalable and provided on a one 
to many basis, which means the services operate the same way for all customers. As a result, services 
and products cannot be customized for individual customers. Importantly, CSP terms and conditions 

 conditions are incorporated and utilized to the fullest extent 
practicable.

 

To create a flexible procurement process suitable for cloud procurement, policy makers should 
consider a) the key differences between traditional IT procurement and cloud procurement, and the 
implications for procurement policy; b) leverage industry best practices to provide direction to buying 
agencies; and c) evaluate and select the procurement model that works best in their local context. 
 
Key Differences between Traditional IT Procurement and Cloud Procurement 
 
There are five key factors that differentiate Cloud Procurement from Traditional IT procurement 
emanating from the fundamental characteristics of the commercial cloud business model. 
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Sample Cloud First Policy  
A template for creating Cloud First Policy   
based on global best practices.   
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Section 4: Security 

The benefit of migrating government workloads and data onto to public cloud is the ability to enhance 
overall data security. Accredited CSPs will meet international security standards, will be certified 
appropriately, and will abide by all relevant [Country] laws and industry standards. 

Government agencies will be expected to develop a security framework applying a risk management 
approach towards their own data control requirements (see Data Classification), and align this with 
internationally recognized standards and certifications, as well as [Country] industry standards. The 
precise baseline level of security requirements for contracted cloud services is laid out in the Security 
Framework section below. Stipulated security controls can include any one or more of the following: 

Personnel security  

Physical and environmental security  

Business continuity management and incidence response 

Inventory and configuration management 

Data encryption 

Access controls, monitoring and logging 

Network security and monitoring 

System security and integrity. 

Shared Responsibility Security Framework 

Managing the security of contracted cloud services is a responsibility that is shared between the 
contracting agency and the cloud service provider, with the contracting agency responsible for 
selecting and implementing security controls for any workloads that it operates in the cloud, while the 
cloud service provider is responsible for ensuring that the services used by the contracting agency are 
highly secure and resilient so they are available to use on demand.  

Data security of the public cloud depends upon:  

1. Meeting security requirements for each data classification level; and  

2. Employing standardized tools and procedures for audit. 

Data that can be migrated to the public cloud will need to meet security requirements for 
accreditation, and be verified by internationally recognized security assurance frameworks. Accepted 
international security assurance controls include ISO 27001, Service Organization Controls Report 
(SOC) 1 and 2, and the Payment Card Industry Data Security Standard (PCI DSS). Data will be encrypted 
using industry-tested and accepted standards and algorithms, such as AES (128 bits and higher), TDES 
(minimum double-length keys), RSA (1024 bits or higher), ECC (160 bits or higher), and ElGamal (1024 
bits or higher). 
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The table below outlines the baseline (i.e. required) and optional (i.e. agency discretion applied) 
security controls that to be applied to classified government data, and which accredited CSPs must 
have met to be permitted to host classified government data.

 

Security 
Controls 

Baseline Certification  
and/or Protocol Required 

Description 

Security 
Assurance 
Requirements 

ISO/IEC 27001 - Information 
Security Management 

Payment Card Industry (PCI) Data 
Security Standard (DSS) 

Optional: Service Organization 
Control (SOC) 1 and 2 

Optional: ISO/IEC 27018 - Code of 
practice for protection of personally 
identifiable information (PII) in 
public clouds acting as PII 
processors  

These are the baseline and 
optional Security Assurance 
Requirements for Cloud Service 
Providers to be accredited. 
 
These Security Assurance 
Requirements ensure that Cloud 
Service Providers have the 
necessary security certifications 
to host government workloads. 

Encryption 
Requirements 

AES (128 bits and higher) 

TDES (minimum double-length 
keys) 

RSA (1024 bits or higher) 

ECC (160 bits or higher)  

 

These are the baseline 
Encryption Requirements for 
Government Workloads before 
being deployed on an 
accredited. Note that while 
Cloud Service Providers can 
provide services with such 
Encryption technologies built in, 
these technologies can also be 
deployed by Government 
Agencies on such Workloads. 
 
These Encryption Requirements 
ensure that workloads on any of 
the accredited Providers is 
encrypted with the minimum 
baseline required by Philippine 
Government. 
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1. Take Stock 

Identify how IT resources are aligned to objectives, and how costs are optimized. Take stock of entity 
data classifications and the corresponding security considerations. Non-sensitive workloads and those 
that pose low security concerns should be prioritized for migration first. Government websites, public 
archives, development and testing environments, are more readily moved to the cloud.  

The value of moving workloads to the cloud is determined by the technology lifecycle and the 
increased functionality that cloud can bring. Moving workloads from IT resources that are near the end 
of their current technology lifecycle can avoid costly investments in new IT resources.  

2. Plan 

Create a roadmap for migrating service to the cloud, including defining responsibilities and reporting 
lines. Migrating workloads to the cloud can change the skills needed within the organization, for 
example by requiring more developers and engineers, and fewer people concerned with managing IT 
infrastructure. This means working with cloud providers to understand the staff skills, training and 
education needed in the migration and post-migration workloads. 

Identify data that can be shared, and would benefit from being shared, and requirements on 
security and access permissions for such data.  

Identify the suitable cloud environment, such as virtualization of legacy IT, performance and 
functionality requirements, costs, and compatibility with legacy IT.  

Determine whether replacing existing applications with new ones or to redesign service 
delivery architecture from the bottom-up is preferred.  

Contracted cloud services should be able to integrate with existing services and should be 
interoperable with locally provisioned IT. They should be contracted on an aggregated basis to meet 
planned data and workload migration needs. 

3. Migrate and Manage  

Track, document and analyze progress of the plan in an iterative manner. Monitor performance and 
service delivery against objectives, and compare costs against the migration plan.  

Following migration, adequate testing of the cloud environment needs to be performed before existing 
solutions are decommissioned. Testing should be performed on the basis of both typical/normal usage 
scenarios and extraordinary utilization/demand scenarios. 

Ensure that staff are trained in the contracting and management of cloud services through service level 
agreements (SLAs) with cloud vendors and possess the requisite skills to manage the migrated 
workloads.  
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Conclusion!

The [Country] Government recognizes [Country] citizens expect government services to be available, 
effective, and responsive to its communities, when and where required. Key to realizing such a vision is 

cing and 
leading with the adoption of cloud computing services. The availability of cloud services provides an 
opportunity for government to deliver services more broadly, more efficiently, and more cost 
effectively, as well as providing services that are more responsive to business and community needs. 

This policy document has been developed to help drive a greater take up of cloud services by 

approaches and the tools necessary for government agencies to be able to confidently get started on 
the cloud, identifying what to look for, what steps to take in which order, and the resources available. 

 
 

 
 



 
 
 
 

 
 

 
 

 

 

  


