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Agenda

Availability matters

Engineered for high availability

Architecture patterns for high availability

This is a Level 300 talk



i
Everything fails, all
the time ”

Werner Vogels
Amazon CTO l



Availability matters

The average cost of downtime
is $5,600 per minute;
well over $300k per hour

Gartner
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AWS Edge Networking Services
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AWS Global Infrastructure

AWS REGIONS, EDGE LOCATIONS, AND THE GLOBAL BACKBONE
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AWS Global Infrastructure

AWS REGIONS, EDGE LOCATIONS, AND
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AWS Global Infrastructure

AWS REGIONS, EDGE LOCATIONS, AND THE GLOBAL BACKBONE
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AWS Under the hood: Design patterns for high
availability

Route 535

CloudFront

Global
Accelerator

CloudFront
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Filters: Last 30 Days, Entire Radar Community, Client IR, Availability, Flatforms 8 . Availability
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Building highly available web apps



Origin failover



Origin Failover using Route 53

......... Health Checks
« Stateful é

. Cost effective Route 55 \
primary
« Custom origins [ ‘ Cﬁ
- Challenge with 8 % | L T
resolvers respecting 8 o

DNS TTL i

ALB eu-west-2
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Origin Failover using Global Accelerator

. Stateful Health ChecK s
«  Works with non .
HTTP apps : Cﬁ
- Failover in less than 8%6X6‘mplec0m> m A |
30 seconds HTTP o5 ALBCC S
* Premium DTO Global
v Accelerator - Ye:
EC2/ALB/NLB/EC2/
EIP NLB eu-west-2



Origin Failover using CloudFront

« Stateless (1) Try primary :
« |mmediate (15) :g

8 % example.com
» CloudFront as proxy 8 P — ELB eu-west-1

« Any origin

Users CloudFront (2) Then Failover
+ Only GET requests -~ - L EEEEE >
- Stable User
connection © 500 Internal Server Error 2504 Gateway Timeout IY[ag]s]ZRSYde]=1e]=

502 Bad Gateway 404 Not Found Service (S3)
# 503 Service Unavailable 403 Forbidden eu-west-2
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Combining CloudFront with Route 53

Route 535

88% = Primary | Cﬁ

—————————————————————

origin-1.example.com
origin.example.com

Secondary : %

origin-2.example.com
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Combine CloudFront with Route 53 and S3

Health Checks Cﬁ

—
Route 53 origin-1.example.com
8 % GET/HEAD (1) . aary
8 HTTP N |
I i (2) CF Failover @
Users CloudFront ' oo . d

origin-2.example.com
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DEMO
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Static stability



Static stability of CloudFront

aws
S

Control Plane

Create, update, remove distributions, invalidate
content, reporting

Prioritize strong consistency and durability

Regional component in us-east-1

Data Plane

Request processing

Prioritize availability

Global and distributed infrastructure
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Summary of the Amazon Kinesis Event in the
Northern Virginia (US-EAST-1) Region

November, 25th 2020

We wanted to provide you with some additional information about the service disruption that
accurred in the Nerthern Virginia (US-EAST-1) Region on Nevember 25th, 2020.

<item>
<title><![CDATA[Informational message: Change
Propagation and Invalidations Reporting Delay]]>
</title>
<link>http://status.aws.amazon.com/</link>
<pubDate>Wed, 25 Nowv 2020 21:44:31
PST</pubDate>
<guid
isPermaLink="false">http://status.aws.amazon.com/#cloud
front_1606369471</guid>
<description><![CDATA[CloudFront Access Logs,
Metrics, and Reporting continues to be affected by the
Kinesis event but we are observing improving recovery.
CloudFront edge locations are serving traffic as
expected. Change propagation and cache invalidation
times are operating within normal time windows.]]>
</description>
</item>




Case study: Dynamic origin routing

k|
8 Update routing logic — Cﬁ
ELB 1

m

Users CloudFront ~ Lamda@Edge ELB 2
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Case study: Dynamic origin routing

DynamoDB
Q- &
Update routing logic N %
DevOps '
ci ELB 1
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Users CloudFront  Lamda@Edge ELB 2

aws
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Optimizing global performance



Origin Failover using Global Accelerator

. Stateful Health ChecK s
«  Works with non .
HTTP apps : Cﬁ
- Failover in less than 8%6X6‘mplec0m> m A |
30 seconds TCP/UPD o5 NLBCE e
* Premium DTO Global
v Accelerator - Ye:
EC2/ALB/NLB/EC2/
EIP NLB eu-west-2
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Global static anycast IPs
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Performance

—

First byte latency (FBL) High latency via public internet

« Up to 49% better than direct W il m'w W Mp\ i jibr %' im il ‘ it N‘rw P
across continents | MH,‘]W | { w | h 1

o Up to 34% within a continent _ﬂ'u‘ 1 ’ ll‘
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22% reduction in FBL

|

Throughput |

« Up to 60% better than direct %WW“WM| ‘ M ||“| ' |
across continents

« Upto 40% within a continent Consistent low latency over the Amazon global network

‘ AWS Global Accelerator Direct via the public internet

Jitter

o Up to 58% better than direct
across continents

« Up to 8% within a continent

Third-party real-user measurement (p90) from users in
Singapore to Ireland Region
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Differences between CloudFront and Global Accelerator

Description Layer 7 HTTP/S content delivery network Layer 4 TCP/UDP proxy OR Global traffic manager

Protocol Support HTTP(S) Any protocol running over TCP or UDP

Content caching Yes No

Routing DNS-based Anycast

IP addressing Dynamic IP addresses, plus soon option to get |Two global static IP addresses, with ability to Bring
fixed IP addresses (unicast IPs per PoP) Your Own IP address ranges

Failover Native origin failover based on HTTP error Built-in origin failover in less than 30 seconds with no
codes or timeouts, or Route 53 DNS dependency on DNS TTLs.

Application hosting |Amazon S3 buckets, HTTP servers (for Application Load Balancers, Network Load Balancers,
example, a web server), Amazon MediaStore, |EC2 instances, and Elastic IPs
or other servers from which CloudFront gets
your files
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AWS Global Accelerator custom routing

« AWS Global Accelerator Customer
Routing (AGA-CR) allows gou to map
AGA port to a specific VPC IP address
and port

+ On Elastic Kubernetes Service (EKS) the
Pod Networking assigns a VPCIP to
each Pod

« AGA-CR can connect to those Pod IP
addresses as they appear as EC2
instances

« Need to disable EKS’s default SNAT
behavior

« The AGA-CR targets can be private only
requirement is that the VPC has a IGW
(doesn’t need to be in any Route table)

AWS Global Accelerator
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AGA-CR and EKS

AGA-CR Subnet Mapping
AGACR Subnet IP Dnlﬂnnﬂull

1st usable IP in
subnet
Src: User A IP : 45001 nd usable IP
Dst: Accelerator IP : 1000 in subnet

m_
[~ ] o~ | - |
| 1123 | PodBIP | 80 |
User B IP : 7487 I
Ac;;leratr_\r ’|F' ;F1 000 m
I

c: User C IP : 9483
st: Accelerator IP : 1123

AGA-CR
Accelerator IP
Listener: 500 - 65000 TCP/UDP
c: User D IP : 9483
st: Accelerator IP : 4543
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c: User A IP: 45001
st: Pod A IP : B0

Src: User B IP: 7487
st: Pod A IP : B0

c: User C IP : 9483
:Pod B IP : B0

c: User D IP : 9483
st: Pod C IP : 80

EKS Node

Primary: Node IP

Secondary: Pod A IP,

Pod B IF, Pod C IP

Public subnet

Blog Post Link
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Reducing your attack surface



AWS Well-Architected web applications

AWS WAF
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Securing access to S3 with OAI

AWS WAF

X4
( m) OAl enabled

<\

=I5 S

Bucket policy with OAI

End Users CloudFront Amazon S3
@
AWS Shield
L\
(940)
&/ 00
J
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Origin Access Identity (OAI)

A virtual user identity that gives your
CloudFront distribution permission to
fetch a private object from Amazon S3.



Managed Prefix Lists for VPC based origins

: 3
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AWS WAF

z\@’} AWS-managed prefix list

/<N

AWS Origin

oo @8 =55

End Users CloudFront

@

AWS Shield
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Hardening origin access control at layer 7

AWS Secrets Manager

?’é’) & AWS Lambda
/~—\
Sl g X-Origin-Verify Origin ALB AWS Origin
Client app CloudFront
{3
/<N
AWS WAF
©
es
CloudFront distribution used by malicious actors
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Defending against DDOS attacks



Well Architected Web Application

| N 0
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Rate Limits
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Conditioned Rate Limiting Rule Example

Request rate details

Rate limit
The rate limit is the maximum number of requests from a single IP address that are allowed in a five-minute period. This value is continually
evaluated, and requests will be blocked once this limit is reached. The IP address is automatically unblocked after it falls below the limit.

1700

Rate limit must be between 100 and 20,000,000. Action

IP address to use for rate limiting

When a request comes through a CDN or other proxy network, the source IP address identifies the proxy and the original IP address is sent Action
in a header. Use caution with the option, IP address in header, because headers can be handled inconsistently by proxies and they can be
modified to bypass inspection

© Source IP address

IP address in header

Choose an action to take when a request matches the statements above.
© Block
Count

CAPTCHA

Criteria to count request towards rate limit

Choose whether to count all requests for each IP address or to only count requests that match the criteria of a rule statement. .
¥ Custom response - optional
Consider all requests

© Only consider requests that match the criteria in a rule statement With the Block action, you can send a custom response to the web request.

Enable

Count only the requests that match the following statement Response cade
429
If a request = matches the statement
Response headers - optional
Specify the custom headers to be included in the custom response.
Statement Key Value

Retry-After 3600

Inspect

URI path Add new custom header

Match type

Starts with string

String to match

fsignup
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AWS Shield Advanced

Standard L3-L4

@M protection for

AWS infrastructure

Shield Advanced [I}‘@ - - . -
%
ol 1| | |
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Automatic DDoS mitigation at layer 7

AWS WAF

o)

/<N

=N = B

End Users CloudFront

_m_ :
e
Malicious actors @(l)

AWS Shield
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Take-aways

- Consider availability from different angles: infrastructure failure,
malicious activity, software bugs, code changes...

- Architect your application for high availability, and be intentional
about tradeoffs.

- Plan ahead your failures, because Everything fails, all the time

- Try out the origin failovers with AWS Disaster Recovery Workshop
https://disaster-recovery.workshop.aws/



Learn in-demand AWS Cloud skills

‘.@.l AWS Skill Builder . & AWS Certifications

Access 500+ free digital courses Earn an industry-recognized

and Learning Plans credential

Explore resources with a variety Receive Foundational,

of skill levels and 16+ languages Associate, Professional,

to meet your learning needs and Specialty certifications

Deepen your skills with digital Join the AWS Certified community
learning on demand and get exclusive benefits

2

T,

Access new

Train now exam guides
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Thank you!

Toni Syvanen
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Please complete
the session survey
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