
Procuring Cloud 
Technology

Guidance for public sector 
organisations in Ireland

June 2022



2

Contents

Introduction 

 Context 

Principles of procurement 

 Procurement methodology 

OGP guidance: Hyperscaler perspective 

 1. Security 

 2. Data integrity 

 3. Lock-in 

 4. Prime contracting and subcontracting 

 5. Contract Term 

 6. Pricing 

 7. Use of partners 

Future of cloud procurement in Ireland 

Appendix A: Case studies 

Appendix B: Additional reading 

Appendix C: AWS Shared Responsibility Model 

Table of Figures

Figure 1: Project Team Relationships and Responsibilities 

Figure 2: The AWS Shared Responsibility Model 

3

3

4

4

6

6

10

12

14

16

17

21

23

24

25

26

21

26

INTRODUCTION

PRINCIPLES OF 
PROCUREMENT 

OGP GUIDANCE: 

1. SECURITY 

2. DATA INTEGRITY 

3. LOCK-IN 

4. PRIME 
CONTRACTING AND 
SUBCONTRACTING 

5. CONTRACT TERM 

6. PRICING 

7. USE OF PARTNERS

FUTURE OF CLOUD 
PROCUREMENT IN 
IRELAND 



Introduction

Public sector bodies (PSBs) have a wide array of tools at their disposal to make 
their transition to the cloud as smooth as possible, particularly when it comes to 
procurement. This AWS eBook is a resource to help you navigate that transition.

In October 2019, the Office of the Government Chief Information Officer published the 
Cloud Computing Advice Note, underlining the benefits of cloud services. Following this, 
the Office of Government Procurement (OGP) published its Cloud Services Procurement 
Guidance Note (the Guidance Note) in February 2021. The Guidance Note highlights 
contractual and commercial considerations that PSBs should be mindful of when 
preparing to procure cloud services. 

A central recommendation of the Guidance Note is that PSBs engage with the market 
throughout the procurement process to make sure they successfully adopt the cloud. 
Amazon Web Services (AWS) as a leading Tier 1 Hyperscale cloud service provider 
(CSP)—as defined by the Guidance Note—is contributing to that process through the 
publication of this eBook.1

Read this eBook to dive deep on the main themes in the Guidance Note, such as security, 
data integrity, lock-in, prime contracting, subcontracting, contract term and duration, 
pricing, and use of partners. Gain additional practical information that can help you 
procure cloud services efficiently and effectively. Through real-life AWS case studies—
gathered from over 14 years of experience providing hyperscale cloud services to 
tens of thousands of public sector customers, including 7,500 government agencies, 
over 14,000 academic institutions, and more than 35,000 non-profit organisations all 
over the world—learn about best practices that PSBs in Ireland can draw from when 
undertaking procurement. 

Context
The transition in procurement terms from on-premises purchasing to cloud can 
initially seem challenging. This eBook details why that doesn’t need to be the case. 
Cloud procurement represents an opportunity to create a flexible tender process that 
enables PSBs to extract full benefits from the cloud including lowering costs, becoming 
more agile, and innovating faster. There are numerous examples, both in Ireland and 
internationally, of successful cloud adoption, including the Cork Institute of Technology, 
the United Kingdom’s Driver and Vehicle Standards Agency (DVSA), and World Health 
Organisation (WHO). Further information on these case studies is provided in  
Appendix A.

Cloud procurement does not require PSBs to innovate from scratch. When armed 
with the right guidance—including the resources provided in Appendix B—PSBs can 
confidently make this transition and upskill their organisation with cloud procurement 
knowledge. Additionally, we offer a no-cost online training course called Getting Started 
with Cloud Acquisition, designed for PSBs who want to learn more on effective  
cloud procurement. 
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Principles of procurement

One of the first steps for PSBs is to understand what they are procuring; this will 
determine and inform the terms and conditions that should be included within their 
prospective tender. The Guidance Note identifies the different offerings as infrastructure 
as a service (IaaS), platform as a service (PaaS), and software as a service (SaaS). 

PSBs can procure hyperscaler cloud services directly or indirectly through a reseller 
partner. Alternatively, PSBs can procure a managed service, in which case, the managed 
service consists of cloud services provided by hyperscalers.

In this model, the PSB would not have a direct contractual link to the hyperscaler; learn 
more in section 4. Prime contracting and subcontracting, of this eBook.

Procurement methodology 
There are three elements of the procurement process that require cloud-specific 
thought: 1. evaluation, selection, and award criteria; 2. scope and specification; and 
3. contractual terms and conditions. Cloud procurement engages most parts of an 
organisation, including security, legal, and finance. As a result, all stakeholders should 
be consulted during the procurement process. 

Evaluation, selection, and award criteria
PSBs should carefully consider the selection and award criteria to make sure it contains 
fair, transparent, and effective criteria that is appropriate to a cloud tender. The Cloud 
Infrastructure Services Providers in Europe (CISPE) is a nonprofit, independent industry 
group that represents CSPs in Europe. CISPE works with industry and policymakers to 
provide guidance and education on the role of cloud services in industry, public life, 
and society in general. CISPE published a handbook, Buying Cloud Services in Public 
Sector, that includes sample request for proposal (RFP) language for a cloud framework 
agreement. For example, the traditional evaluation model for IT procurement focuses 
on evaluating a total cost for a specific amount of goods and services over a budget 
cycle. With the cloud’s “pay-as-you-go” model, technology costs become an operating 
expense, much like a utility or telecommunications bill, fluctuating based on usage. The 
CISPE handbook advocates scenario-based assessment in relation to pricing evaluation 
and identification of the most economically-advantageous tender, as opposed to 
making assessments based on a fixed price. This is one key example of how PSBs can 
adapt criteria to improve their procurement of cloud services. 

Scope and specification
When developing cloud specifications and requirements, PSBs should engage with the 
market early in the process, as market leaders are well positioned to provide current 
solutions and information on cloud services. PSBs should also consider the possibility of 
issuing a request for information (RFI) or choosing a procurement route that gives them 
an opportunity to learn from the market before making a decision. For example, PSBs 
should be enabled to discuss different options and recommendations with suppliers 
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https://cispe.cloud/website_cispe/wp-content/uploads/2020/06/CISPE-Buying-Cloud-Services-in-Public-Sector-Handbook-v-EN-2020-05-11.pdf


to identify the solutions that best meet their requirements and they should have 
ample opportunity to participate in pilots, demonstrations, or additional discussions 
with vendors to align service offerings with organisation needs. We do not examine 
these activities within this document, as each organisation has bespoke requirements; 
however, PSBs can reach out to AWS for Ireland-specific procurement specialists, 
account managers, solutions architects, and AWS Partner Network (APN) Partners with 
expertise on all verticals within public sector. 

Contractual terms and conditions
The contractual terms and conditions, as raised by OGP within the Guidance Note, will 
be discussed in greater detail in this eBook. PSBs should move away from traditional 
terms and conditions associated with the procurement of goods and services and 
update them to suit their organisations and the cloud market to elicit the full range of 
benefits from cloud computing.  
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OGP guidance: Hyperscaler perspective

1. Security 
The Guidance Note states “under the terms of many standard CSP Agreements, the 
responsibility for data protection and security remains with the PSB, particularly for 
IaaS agreements.”2 Security is an important consideration for PSBs, and as a CSP, AWS 
sets security as our highest priority. 

Shared responsibility
When procuring cloud, it is important to understand that security and compliance are 
shared responsibilities between a CSP and a PSB. This should be considered at the start 
of the decision-making process, but it is designed to help relieve the operational burden 
for PSBs.

Per the shared responsibility model, CSPs operate, manage, and control the components 
from the host operating system and virtualisation layer down to the physical security 
of the facilities in which the service operates. PSBs—and in some cases, partners who 
work with them—control how they architect and secure their applications and the data 
placed on the cloud. PSBs should carefully consider the services they choose—their 
security responsibilities vary depending on the services used, the integration of those 
services into their IT environment and any applicable laws and regulations. Appendix C 
provides a diagram of the AWS Shared Responsibility Model and illustrates an example 
of where ownership responsibilites lie between AWS and our customers.

OGP Guidance Note consideration In practice

The PSB Services Contract should 
specify the CSP’s security compliance 
obligations. These should be defined 
by or agreed with the PSB’s internal 
information security personnel and 
form part of the contract. CSPs 
may employ Sub-contractors across 
their partner ecosystems in order to 
deliver and implement their services 
with speed and to scale. The PSB 
Services Contract must specify that 
the CSP will agree to enforce the 
same security obligations on the Sub-
contractors as the CSP agrees with the 
PSB. 
The PSB Services Contract should 
comprehensively address all relevant 
security obligations to be covered by 
the CSP.3 

The differentiation of responsibility 
is commonly referred to as security 
of the cloud (the CSP’s responsibility) 
versus security in the cloud (the PSB’s 
responsibility).
CSPs are responsible for protecting 
the infrastructure that runs all of the 
services offered on the cloud. This 
infrastructure is composed of the 
hardware, software, networking, and 
facilities that run the cloud services.
PSBs (and/or their partners) assume 
responsibility and management of 
the guest operating system (including 
updates and security patches); other 
associated application software; 
configuration of the provided security 
group firewalls; and other security, 
change management, and logging 
features.
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As security responsibilities vary from CSP to CSP, PSBs should carry out due diligence 
and refer to the division of responsibilities between themselves and the prospective CSP. 
Cloud security at AWS is our highest priority. As AWS customers, PSBs benefit from a data 
centre and network architecture built to meet the requirements of the most security-
sensitive organisations. Security of the cloud is much like the security of  
on-premises data centres, but without the responsibility for PSBs to secure facilities and 
hardware, which falls to the CSP (See Appendix C). In the cloud, PSB’s do not have to 
manage physical servers or storage devices. Instead, they have access to software-based 
security tools to monitor and protect the flow of information into and out of cloud 
resources.

As referenced above, the AWS Cloud enables a shared responsibility model. This means 
that PSBs retain control of the security they choose to implement to protect their own 
content, platform, applications, systems, and networks. AWS offers a variety of resources 
to provide guidance and support based on our expertise delivering cloud services for 
over a decade. PSBs get access to hundreds of tools and features that help them meet 
their security objectives. AWS provides security-specific tools and features across network 
security, configuration management, access control, and data encryption.

Additionally, AWS environments are continuously audited, with certifications  
from accreditation bodies across multiple geographies and verticals. In the AWS  
environment, PSBs can take advantage of automated tools for asset inventory and 
privileged access reporting.

AWS Cloud Compliance
Our compliance programmes enable PSBs to understand the robust controls in place at 
AWS to maintain security and data protection in the cloud. As systems are built on top 
of AWS Cloud infrastructure, compliance responsibilities are shared. By tying together 
governance-focused, audit-friendly service features with applicable compliance or audit 
standards, AWS compliance enablers build on traditional programs. This helps PSBs 
establish and operate in an AWS security control environment. 

The IT infrastructure that AWS provides is designed and managed in alignment with best 
security practices and a variety of IT security standards. The following is a partial list of 
assurance programs with which AWS complies:

• International Organization for Standardization (ISO) 9001, ISO 27001, ISO 27017, 
ISO 27018

• National Institute of Standards and Technology (NIST) 800-171 
• General Data Protection Regulation (GDPR)
• Cyber Essentials Plus 
• Cloud Security Alliance (CSA) 
• System and Organization Controls (SOC) 1/International Standard on Assurance 

Engagements (ISAE) 3402, SOC 2, SOC 3
• Payment Card Industry Data Security Standard (PCI DSS) Level 1

AWS provides PSBs with a wide range of information on our IT control environment 
in whitepapers, reports, certifications, and other third-party attestations. PSBs should 
review the compliance certifications they are requesting as part of a cloud procurement 
and it is best to include “equal or approved” clauses against any requirements. This is 
important because CSPs provide a one-to-many offering and, as such, may not be able to 
actively provide a particular certification required by an individual customer.7
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GDPR compliance
The European Union’s General Data Protection Regulation (GDPR) protects European 
Union data subjects' fundamental right to privacy and the protection of personal data. 
It includes robust requirements that raise and harmonise standards for data protection, 
security, and compliance.

In addition to its own compliance, AWS is committed to offering services and resources 
that help PSBs comply with GDPR requirements that may apply to their activities. 
AWS has over 500 features and services focused on security and compliance, with new 
features launched regularly.

OGP Guidance Note consideration In practice

In general, personal data must not be 
transferred outside the EEA or, if it is 
to be transferred outside the EEA, the 
transfer must be in compliance with 
the provisions of Chapter V of the 
GDPR.4 

Standardised contractual clauses 
(SCCs), such as the EU Model Clauses, 
which have been approved by EU data 
protection authorities, can be used in 
agreements between CSPs and their 
customers to ensure that any personal 
data leaving the European Economic 
Area (EEA) will be transferred in 
compliance with the GDPR.

Since the CJEU Schrems II judgment 
on 16 July 2020, Privacy Shield 
certification is no longer a valid 
compliance regime for US CSPs. 
Therefore, great care must be taken 
in specifying the data protection 
provisions in the PSB Services 
Contract, particularly where CSP 
organisations are likely to process 
data outside the EEA.5

The Court of Justice of the European 
Union (CJEU) ruling confirms that 
organisations can continue to use SCCs 
as a valid mechanism for transferring 
data outside of the EU (as long as the 
protection in the recipient country is 
equivalent to that provided within the 
EEA by GDPR, in order to comply with 
the guarantees provided by the SCCs).
AWS customers can rely on the SCCs 
included in the AWS Data Processing 
Addendum (DPA), which are part 
of AWS service terms and apply 
automatically to all AWS customers and 
partners globally.
Additionally, AWS provides a 
supplementary addendum to the AWS 
GDPR DPA, which offers strengthened 
contractual commitments that go 
beyond what is required by the Schrems 
II ruling and applies to all customer 
data subject to GDPR, whether it is 
transferred outside the EEA or not. 
Visit the AWS Security blog for further 
information on AWS and EU data 
transfers.

As advised by the Guidance Note, PSBs should “note their obligations under Article 28 of 
the GDPR as to what is required when engaging with a Data Processor.”6 
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As a CSP, AWS acts as both a data processor and a data controller under the GDPR:

• AWS as a data processor: When PSBs (as customers) and partners in the AWS 
Partner Network (APN) use AWS to process personal data in their content, AWS 
acts as a data processor. PSBs and APN Partners can use the controls available 
in AWS services, including security configuration controls for the handling of 
personal data. Under these circumstances, the customer or APN Partner may act 
as a data controller or data processor itself, and AWS acts as a data processor or 
sub-processor. AWS offers a GDPR DPA that incorporates our commitments as data 
processor.

• AWS as a data controller: When AWS collects personal data and determines the 
purposes and means of processing that personal data—for example, when AWS 
stores account information for account registration, administration, services access, 
or contact information for the AWS account to provide assistance through PSB 
support activities—it acts as a data controller.

AWS offers PSBs the AWS GDPR DPA as part of our online service terms. This means 
PSBs can rely on the terms of the AWS GDPR DPA whenever they use AWS services 
to process personal data under GDPR. The AWS GDPR DPA also provides PSBs with a 
number of other important assurances, including:

• AWS will process PSB data only in accordance with PSB instructions.
• AWS has implemented and maintains robust technical and organisational measures 

for the AWS network.
• AWS will notify PSBs of a security incident without undue delay after becoming 

aware of the security incident.
• AWS will make available certificates issued in relation to the ISO 27001, ISO 27017, 

and ISO 27018 certifications, and compliance reports (under a non-disclosure 
agreement), to further help PSBs and partners in their own GDPR compliance 
activities.

PSBs should also look for CSP compliance with the CISPE Code of Conduct for data 
protection to help PSBs and partners make sure that their cloud infrastructure provider 
is using appropriate data protection standards to protect their data consistent with the 
GDPR.

Wellola is an Irish digital health software firm that provides secure video and 
patient portal services to healthcare providers. When Wellola experienced 
a spike in users as the COVID-19 pandemic began, they turned to AWS 
to scale quickly to meet demand and deliver a reliable, secure, and cost-
effective platform that met regulatory standards and Health Insurance and 
Portability Accountability Act (HIPAA) and GDPR requirements. Today, Wellola 
is providing over 600 general practitioners, governments, allied healthcare 
providers, charities, and Section 38 entities in Ireland, the United Kingdom, 
and Italy with secure video consultations, messaging, digital letters, record 
keeping, and payment facilities. 

For more information on how Wellola was able to optimise the security and 
scalability of their SaaS platform, view the full case study on our website.
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2. Data integrity
As the Guidance Note states, PSBs “must have confidence in the CSP’s ability to  
ensure the integrity of the PSB’s data.”7 When procuring cloud services, PSBs should 
look for established formal policies and procedures to provide employees with a 
common baseline for information security standards and guidance to make sure it’s 
complete, accurate, and free from unauthorised change. In addition, policies should 
also establish guidelines for protecting the confidentiality and availability of customer 
systems and data.

At AWS, securing our customers’ data is essential, and we implement rigorous technical 
and organisational measures to protect its confidentiality, integrity, and availability, 
regardless of which AWS Region a PSB has selected. Additionally, we have industry 
leading encryption services that give our PSBs a range of options to encrypt data in 
transit and at rest. AWS strives to inform PSBs of the privacy and data security policies, 
practices, and technologies we have put in place.

OGP Guidance Note consideration In practice

The PSB Services Contract should 
specify the CSP’s obligations in 
relation to ensuring the integrity 
of PSB data and should reflect the 
context in which data is stored, for 
example:
• Data residing on the PSB’s 

dedicated infrastructure within 
the CSP’s environment

• Data residing on shared 
infrastructure (PSB’s dedicated 
virtual machines or shared virtual 
machines)

• Data residing in shared data 
stores (databases)8

AWS is a virtualised, multi‐tenant 
environment with implemented security 
management processes, payment 
card industry (PCI) controls, and other 
security controls designed to isolate 
each customer from other customers. 
Customer environments are logically 
segregated to prevent users and 
customers from accessing resources not 
assigned to them. Customers maintain 
full control over who has access to their 
data. Services that provide virtualised 
operational environments to ensure 
that customers are segregated from 
one another and prevent cross-tenant 
privilege escalation and information 
disclosure via hypervisors and instance 
isolation. Different instances running on 
the same physical machine are isolated 
from each other via the hypervisor.
Alternatively, PSBs can choose a single‐
tenant environment with dedicated 
instances launched within an Amazon 
Virtual Private Cloud (Amazon VPC) 
that run hardware dedicated to a single 
customer, isolating compute instances 
at the hardware level.
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These commitments include:

• Access: As customers, PSBs maintain full control of their content and responsibility 
for configuring access to AWS services and resources. We provide an advanced set 
of access, encryption, and logging features to help PSBs do this effectively. AWS 
does not access or use PSB content for any purpose without their consent. We never 
use PSB content or derive information from it for marketing or advertising.

• Storage: PSBs choose the AWS Region(s) in which their content is stored and the 
type of storage. PSBs can replicate and back up their content in more than one AWS 
Region. AWS does not move or replicate PSB content outside of the chosen AWS 
Region(s) without PSB consent (except in each case as necessary to comply with the 
law or a binding order of a governmental body).

• Security: PSBs can choose how their content is secured. AWS offers strong 
encryption for PSB content in transit and at rest, and we provide options that allow 
PSBs to manage their own encryption keys. 

• Security assurance: AWS developed a security assurance program that uses best 
practices for global privacy and data protection to help PSBs operate securely 
within AWS and make the best use of our security control environment. These 
security protections and control processes are independently validated by multiple 
third-party independent assessments.

Currencycloud was founded to satisfy the need for more agile, cost-effective 
ways to process international payments. Currencycloud needed to make 
sure its systems were not susceptible to fraud, hacks, or attacks on customer 
data. AWS worked closely with the team at Currencycloud to make sure the 
correct approach was taken to modernise their IT infrastructure without 
compromising security or compliance. AWS secures the IT infrastructure that 
forms the engine room of the cloud (like physical data centres, infrastructure, 
and networking). Currencycloud uses the tools provided by AWS to secure 
its customer data in the cloud (i.e., firewalls, operating systems). AWS 
also provides powerful AWS Identity and Access Management (IAM) and 
encryption tools that Currencycloud configures to ensure data integrity 
is maintained. AWS is constantly iterating on and updating our security 
measures, meaning Currencycloud’s security is always improving without any 
further investment from its side.

For more information on how Currencycloud was able to automate security 
and compliance controls for confidentiality, integrity, and availability, read the 
full case study on our website.
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3. Lock-in
Lock-in can present a challenge when switching from one alternative to another. A CSP 
should earn customer business by providing quality services and capabilities at the best 
price. If a CSP makes it difficult to switch away from them—the essential element of 
vendor lock-in—it suggests that they are not earning customer trust through the value 
they bring and that they are restricting customer choice. 

OGP Guidance Note consideration In practice

PSBs should also consider the 
potential effect of “lock-in” to a 
specific CSP and resulting loss of 
leverage that may ensue at the end 
of the contract term if the PSB wishes 
to extend the service beyond the 
initial term i.e. avail of any permitted 
extensions to the contract.9 

PSBs can decide how they wish to 
adopt the cloud. Pay-as-you-go pricing 
provides PSBs with the ability to shut 
down their environment, export their 
data and virtual machines (VMs), and 
walk away without incurring another 
expense. Many CSPs offer several tools 
to help move data in between networks 
and technology partners.
PSBs today have alternatives to 
proprietary tools with advances in open 
source software technologies, along 
with a range of solutions that support 
industry standards. These enable PSBs 
to choose what they want to invest in 
and architect for application portability 
from the beginning.

Many CSPs provide their services 
using a “pay as you go” model, 
which may be appropriate in certain 
circumstances to meet particular 
project requirements. Depending 
on the circumstances, PSBs should 
also consider the benefits of pricing 
discounts associated with fixed, 
longer-term contract commitments 
against the potential restrictions 
relating to CSP commercial lock-in 
resulting from a longer term.10

CSPs should not have mandatory 
minimum commitments or mandatory 
long-term contracts. Long-term 
contracts should only be offered as 
a choice for the PSB’s convenience—
these will typically come with a 
compensating feature like reduced 
pricing.
CSPs should provide a range of 
licensing options for PSBs. Examples 
include a marketplace with a curated 
digital catalogue that helps reduce 
costs by not over-purchasing with a 
perpetual license, multiple database 
offerings, robust open source software 
support, alternative virtualisation 
environments to support hybrid cloud 
services, and tools to help PSBs assess 
and reduce license costs.
Some CSPs, including AWS, work with 
independent software vendors (ISVs) 
who permit the use of their product 
on AWS, enabling PSBs to bring their 
own license (BYOL) and apply it to the 
product on the AWS Cloud, which helps 
reduce switching costs when moving 
away from the AWS Cloud.
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One CSP may offer services and capabilities that another simply cannot provide—which 
reduces the ability to use such services with another provider. The cloud, however, offers 
more flexibility in services and solutions than on-premises infrastructure and moving 
from cloud-to-cloud is easier than moving information within legacy systems.

AWS services are built to support both data migration into and out of AWS. Additionally, 
we provide many tools and documented techniques to make it simple to do both. Many 
CSPs offer tools to help move data between networks and technology partners. AWS 
services, for example, are built on numerous open standards like SQL, Linux, and Xen. 
This flexible foundation enables our customers to securely move information in and 
out of the cloud—regardless of where that information is going (such as cloud-to-cloud 
or cloud-to-data centre). At AWS, we provide PSBs with full control, ownership, and 
portability of their data, and allow PSBs to quickly move to another CSP should they 
choose to do so.

CSPs should provide the requisite features and services to exit their cloud, alongside 
supporting documentation on how to use these services as part of a reasonable exit 
strategy. It is difficult for a CSP to know the unique configuration of a PSB’s use of their 
standardised services; as such, PSBs may require a customised exit plan. 

Applications should be built or migrated to be as flexible and loosely coupled as 
possible. Mitigating potential switching costs requires good architecture, standard 
deployment practices, and pre-planning activities. A PSB’s cloud services should be 
architected with transience in mind to minimise the risk of vendor lock-in.

PSBs can look to CISPE members such as AWS who meet the requirements of 
the Switching Cloud Providers and Porting Data (SWIPO) Codes of Conduct for 
Infrastructure, in support of Article 6 Porting of Data of the Free Flow on Non-Personal 
Data Regulation (EU). This can help prevent vendor lock-in as it provides greater 
transparency to cloud customers on how CSPs support the switching process and help 
secure the safe transfer of data to a new provider.11
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4. Prime contracting and subcontracting
PSBs should note that the cloud model is agile, and as such, PSBs should avoid rigid 
terms in regard to CSP engagement of subcontractors or systems integrators acting as 
prime contractors. CSPs and prime contractors need to remain flexible and open to a 
choice of subcontractors based on their requirements and availability to successfully 
fulfil their obligations to PSBs.

The Guidance Note states, “The PSB Services Contract should clearly set out the 
roles and responsibilities of the CSP and any other entity which may act as a lead or 
prime supplier for a project,” and more often than not “an entity other than the CSP 
(for example, a Systems Integrator) may ‘prime’ the implementation and support of 
services.”14

OGP Guidance Note consideration In practice

The PSB Services Contract should 
specify the CSP’s obligations in 
relation to the use of Sub-contractors 
and should, ideally, list all Sub-
contractors.

In a direct procurement model, 
PSBs buy cloud services are directly 
from a CSP. A CSP typically rejects 
mandatory clauses appropriate for 
a typical commodity subcontractor 
due to the commercial nature of the 
contracted services, and the fact that 
most CSPs do not typically contract 
with subcontractors to supply their 
commercial services for a specific 
customer engagement.

The PSB Services Contract should set 
out clearly that the obligations for 
the Sub-contractors in relation to key 
obligations such as security and data 
protection compliance will be no less 
onerous than those that apply for the 
CSP itself and the CSP must be held 
responsible for the acts and omissions 
of its Sub-contractors.12  

As CSPs offer cloud services on a one-
to-many basis, PSBs cannot expect 
to individually approve or disprove a 
subcontract held by a CSP. However, 
any agreement entered into with a 
subcontractor should always be on 
terms appropriate with their specific 
role and duties, and CSPs remain 
responsible for any breach of their 
obligations.

The PSB Services Contract should 
clearly set out the roles and 
responsibilities of the CSP and any 
other entity which may act as a lead 
or prime supplier for a project.
Where relevant, the PSB Services 
Contract should address this [prime 
contracting] to ensure that the 
obligations of the CSP are not 
diminished by the involvement of a 
Systems Integrator (SI) to lead the 
services implementation project or its 
subsequent first/second level support 
of services post-implementation.13 

CSPs typically do not provide (or bid 
as) a formal subcontracting partner 
because they offer a commercial 
item service that is not tailored to fit 
a particular end customer's unique 
requirements.
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This scenario describes an indirect procurement model where cloud services are 
procured through a systems integrator (SI) or consulting firm. A Tier 1 CSP may reject 
clauses from SI partners, which are required as part of the PSB’s terms, as they are 
not applicable to a Tier 2 supplier of commercial services. In such a case, the CSP is 
not itself performing the scope of work under the contract; rather, a CSP partner is 
using CSP infrastructure to do so. The CSP is therefore a commercial supplier—not a 
sub-contractor—to a partner’s operations. PSBs should adopt the CISPE handbook 
recommendation (outlined below) within their terms and conditions, which is more 
acceptable to the market. Please note that the CISPE handbook refers to CSPs as Cloud 
Infrastructure Services Providers (CISPs).

There are limited instances in which a CSP would prime a contract. For example, AWS 
Professional Services (AWS ProServe), the consultancy arm of AWS, may act as the 
prime contractor in a contract and an approved APN Partner(s) may be subcontracted to 
deliver a portion of services required by the customer.

CISPE handbook recommendation:

Reseller/partner relationship with CISP
<ORGANISATION> requires that the prime contractor be directly affiliated 
with the CISP as a reseller or channel partner, certified by a CISP to resell 
direct access to CISP offerings to third party entities, with certifications by 
those CISPs designating their abilities and expertise. This eliminates the 
requirement for <ORGANISATION> to review of the Terms and Services 
associated with an additional layer of sub-contracting between the 
Framework Agreement prime contractor and CISP. This requirement also 
reduces the complexity that additional reseller layers generate when (1) 
<ORGANISATION> performs its due diligence to ensure clear assignment 
of responsibilities with regard to the services to be provided, and (2) 
<ORGANISATION> executes day-to-day activities involving the consumption 
of the cloud services.15
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5. Contract Term
PSBs should work with CSPs to compare the total cost of ownership (TCO) against 
individual requirements to determine the best value and the most cost-effective 
options, which may include a mix of short- and long-term commitments. 

PSBs can also leverage flexible pricing models. With certain AWS products, PSBs can 
invest in Reserved Instances or Savings Plans, enabling savings of up to 75 percent over 
equivalent new or existing On-Demand Instance capacity, in exchange for committing 
to a 1-year or 3-year term of service usage. Additionally, PSBs can purchase unused 
compute instances (Spot Instances) for up to a 90 percent discount. These offerings 
are not mandatory and are positioned to offer customers the flexibility to evolve their 
usage and continue to save money.

OGP Guidance Note consideration In practice

CSPs will generally have a strong 
interest in a long, rather than short, 
contract term and may provide 
incentives to customers to commit to 
longer-term contracts.
ICT market analysts also indicate that 
the price of CSP services may increase 
following the initial contract term. 
PSBs always need to consider whether 
a long contract term may have the 
effect of restricting competition.16 

CSPs should not have mandatory 
minimum commitments or mandatory 
long-term contracts. 
Although there may generally be a 
stronger interest in a long, rather than 
short, contract term—these should 
only be offered as a choice for the 
PSB and may include incentives for 
commitment. 
For some PSBs, this can sometimes 
be convenient. Longer contract terms 
generally result in guaranteed service 
provision at a defined price, increased 
price reduction opportunities, and 
lower TCO (subject to variations related 
to usage, etc).
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Brainly is the world’s largest online learning community, uniting more than 
350 million students, parents, and experts in solving academic problems. 
Brainly migrated to AWS to improve performance and take advantage of 
managed services. They were able to eliminate outages, increased uptime 
to 99.98 percent, and cut operational costs by 50 percent. In addition, since 
joining the AWS Enterprise Support program, Brainly has held regular sessions 
with an assigned technical account manager (TAM), receiving optimisation 
guidance and tailored deep-dive technology sessions. With these insights, 
Brainly uses Amazon Elastic Compute Cloud (Amazon EC2) Savings Plans, 
Reserved Instances, and Spot Instances—lowering its Amazon EC2 costs by up 
to 60 percent. For more information on how Brainly reduces costs, view the 
full case study on our website.

17

6. Pricing
To contract for the cloud in a manner that accounts for fluctuating demand, PSBs 
need a contract that lets them pay for services as they are consumed. Traditional 
procurement rules do not facilitate the pay-as-you-go model that is common in the 
commercial IT marketplace. 

Many commercial IT solutions, including cloud computing, operate on an on-demand, 
utility-style, pay-as-you-go service model, which significantly reduces costs and 
encourages efficiencies by making sure that consumers only pay for resources that they 
actually consume.

Customers pay for resources at commercial rates that fluctuate based on usage and 
innovation. PSBs lose the benefit of this model when they establish firm fixed price 
line item pricing in their contracts, eliminating any commercial fluctuation in rates 
and reduces the flexibility to use certain cloud services/software during contract 
performance at more or less than the fixed rates set forth in the contract.

Alternatively, PSBs should look to build a cloud procurement model for on-demand, 
utility-style, pay-as-you-go services and provide contracting officers with guidance and 
resources to ensure they can track spend against budget—assigning additional funding 
and resources as needed. This approach will ultimately lead to greater cloud adoption 
and smarter IT modernisation investments in the public sector.

OGP Guidance Note consideration In practice

CSPs may propose different pricing 
models, which can be difficult to 
evaluate fairly on a like-for-like  
basis.17

Cloud tenders should allow CSPs 
to offer their own pricing models, 
enabling PSBs to select a model that 
best meets their unique requirements, 
providing best value.
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Key pricing elements
When creating cloud procurement pricing requirements, PSBs should consider four key 
pricing elements: transparency, variable prices, multiple pricing models, and pay-as-you-
go utility model. 

Transparency
CSP pricing should be publicly available and transparent. Pricing in this format 
demonstrates the cloud’s true commercial nature. Our pricing information is publicly 
available and found at http://aws.amazon.com/pricing/. AWS also provides tools that 
enable customers to configure cost estimates that fit their unique business or personal 
needs, such as the AWS Pricing Calculator, a service that allows customers to evaluate 
our pricing against other CSPs.

Variable prices
Given the massive scale of cloud computing and the utility-like pricing model used 
to offer standardised services to millions of customers, it is not possible for a CSP to 
provide unique pricing that is locked-in at a certain price. Instead, a cloud procurement 
model should include the flexibility to allow cloud prices to fluctuate based on market 
pricing. This approach takes advantage of the dynamic and competitive nature of cloud 
pricing and supports innovation and price reductions.

At AWS, our economies of scale allow us to pass on the savings to our customers, and 
we have reduced our prices 109 times since our company launched in 2006. We provide 
numerous cost optimisation tools to help customers: 

• Keep spending in check with custom budget threshold and automated alert 
notifications

• AWS Budgets | AWS Budget Actions | AWS Service Catalog
• Raise awareness and accountability of cloud spending with detailed, allocable cost 

data
• AWS Cost Explorer | AWS Cost and Usage Report | AWS Application Cost Profiler
• Leverage no-cost trials and programmatic discounts based on workload patterns 

and needs
• AWS Free Tier | AWS Reserved Instances | AWS Savings Plans | AWS Spot Instances | 

Amazon DynamoDB On-demand
• Establish effective governance mechanisms with the right guardrails in place
• AWS Cost Anomaly Detection | AWS Identity and Access Management | AWS 

Organizations | AWS Control Tower | AWS Service Catalog

Multiple pricing models
Allowing CSPs to offer different pricing models enables organisations to evaluate each 
pricing model against their own unique IT requirements, as opposed to an arbitrary 
apples to apples price comparison of compute or storage units.

Cloud tenders should allow CSPs to offer their own pricing models, enabling customers 
to select a model that meets their unique requirements and provides the best value. 
Solution procurement tenders (as described above) should challenge SIs or consulting 
firm bidders to leverage a CSP’s pricing model in an optimal way when they present 
pricing in their tender responses. 
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The best way for a PSB to do this and be able to evaluate bidders on a fair basis is to use 
a scenario-based pricing evaluation. The following excerpt is advice from CISPE on how 
to develop a scenario-based evaluation process.

When making price comparisons between CSP offerings, PSBs should also look at the 
technical aspects related to their requirements. For example, in relation to disaster 
recovery (DR), AWS can facilitate PSBs in Ireland to build an active-active DR topology 
because our infrastructure is made up of data centres that are clustered within AWS 
Regions (such as the AWS Ireland Region). When a CSP does not have this kind of data 
centre configuration and associated redundancy, that CSP may end up being more 
expensive given the cost of DR needs on a like-for-like basis. The example below, 
provided by CISPE, demonstrates the need to compare scenarios from both a technical 
and financial perspective. 

Comparison between vendors 
“The evaluation process for call offs and mini competitions can then look to 
a selection of typical example cloud architectures and pricing scenarios that 
match some typical public sector workloads and have CISPs price them. Live 
test demos are also recommended to allow for comparison of performance 
and elasticity of cloud technologies services provided by CISPs… 

The evaluation process can also consider the typical scenarios that correspond 
to common systems or applications. Such scenarios (things like web hosting, 
or the implementation of a human resources system with x number of users, 
etc) can include variables such as the speed and scale of the resources, 
performance of the application or solution, storage access times, low volume 
complex data compared to simple computing tasks with high volume, etc. The 
applications or systems can also have typical scenarios [such as processing of 
high volumes of tax returns or emergency notifications for flood warnings]. 
The scenarios should be comprehensive to include the scope of technology 
and services that the customer may use during the project. This way, the 
customer is able to compare the estimated overall cost of the project.”18

Example: A customer wants to compare the price of object storage provided 
by qualified CISPs on a framework agreement. The price of the storage unit 
from CISP 1 is € 0.023 / GB. The price of the same unit from CISP 2 is € 0.01 
/ GB. In a simple unit-to-unit comparison, the customer may not ask critical 
questions, such as:
-  How many redundant copies of the object are available in case of failure? In 

the above example, CISP 1 is designed to sustain the concurrent loss of data 
in two different facilities and maintains multiple copies of data. In the case 
of CISP 2, redundant copies are not made.

-  What is the level of sustainability of stored objects? CISP 1 is 99.999999999 
percent, CISP 2 is 99 percent.

Consider the cost over the life of ownership of the overall project or workload 
and how cost optimization features can reduce costs when it comes to 
how data is stored and used (for example, increasing the use of serverless 
functions of a CISP can reduce costs by x percent).1919
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Pay-as-you-go utility model
Incorporating a pay-as-you-go model, where PSBs simply pay for total usage at the end 
of each month, is optimal for utilisation and resource metrics.

Upon migrating to AWS, the United Kingdom’s Driver and Vehicle Standards 
Agency (DVSA) greatly increased the rate at which it could develop and deploy 
new services. Responsible for driver and vehicle safety in Great Britain, DVSA 
was struggling with an outdated, on-premises legacy environment that was 
costly to maintain and scale. The agency initiated an incremental migration to 
AWS, and by using Amazon EC2 Spot Instances, was able to take advantage of 
unused Amazon EC2 capacity at up to a 90 percent discount (compared to On-
Demand Instance prices). By right-sizing instances and using Spot Instances, 
DVSA reduced hosting costs by a monthly average of 42 percent. 

For more information on how the DVSA was able to cut costs, view the full 
case study on our website.
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7. Use of partners
Depending on the complexity of a PSB’s workloads, there are often many parties 
involved in a cloud adoption project. AWS maintains, develops, and expands the AWS 
Cloud platform and the services available on it. We also work with an international 
network of APN Partners who can architect, deliver, and/or manage additional solutions 
used by PSBs to support a variety of workloads.

Even though PSBs are able to build with and use services directly from AWS, they 
can also work with AWS Partner organisations to help them get the most out of the 
AWS Cloud. AWS has over 30 public sector partners with a presence in Ireland with 
experience in delivering government, education, and nonprofit customer missions.

The process of architecting customer solutions
Figure 1 outlines the relationships and responsibilities of AWS, our APN Partners, 
and our customers within a typical project team. Even though AWS typically holds a 
contractual relationship with the partner rather than the customer, project teams often 
require close collaboration between representatives of each organisation. PSB projects 
may require engagement with more than one partner. 

Figure 1: Project Team Relationships and Responsibilities

OGP Guidance Note consideration In practice

CSPs may use Sub-contractors for 
the provision of services and this is 
often not visible to the PSB. In some 
instances, CSPs may agree to list the 
Sub-contractors used in the provision 
of the services, thereby enabling PSBs 
to assess the implications of the sub-
contract arrangement.20

In many cases, customers contract 
directly with an APN Partner and do 
not sign an agreement with AWS. 
Customers will typically contract 
with an APN Partner, who will hold a 
separate contract with AWS. Customers 
can choose to retain full control of their 
AWS account or outsource some or all 
of that control to an APN Partner of 
their choice.

Support
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Maintaining, improving and 
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infrastructure and delivering 
services
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Professional 
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21

INTRODUCTION

PRINCIPLES OF 
PROCUREMENT 

OGP GUIDANCE: 

1. SECURITY 

2. DATA INTEGRITY 

3. LOCK-IN 

4. PRIME 
CONTRACTING AND 
SUBCONTRACTING 

5. CONTRACT TERM 

6. PRICING 

7. USE OF PARTNERS

FUTURE OF CLOUD 
PROCUREMENT IN 
IRELAND 

https://aws.amazon.com/partners/


The PSB chooses which aspect of their AWS deployment they use a partner for. The 
principal point of contact for PSBs, in terms of AWS, is the account managers (AMs). 
Similarly, AWS Partners have a dedicated AWS team of partner development managers 
(PDMs). Discussions with AMs and PDMs are complimentary. In many cases AMs and 
PDMs may involve an AWS solutions architect in discussions at no extra cost. 

APN Partners effectively improve the reach of AWS, offering extraordinary domain 
depth and specialising in specific markets. There are many Irish-based AWS Partners, 
which allows us to gain a closer relationship with our public sector customers in Ireland 
at a ground level. 

The AWS ProServe organisation is a global team of experts who supplement the project 
team (either that of the customer, the AWS Partner, or both) with specialised skills and 
experience to execute enterprise cloud computing initiatives. The AWS ProServe fill 
capability gaps in the APN Partner and customer organisations. They work together with 
project teams to execute customers’ cloud computing initiatives. 

AWS provides account and technical support to respond to specific problems and 
keep PSBs abreast of new innovations and opportunities. PSBs or their AWS Partner 
can procure AWS ProServe to meet a specific project goal or capability gap within 
the project team. The choice of what support and when to involve remains with the 
customer. A managed service allows an end customer to outsource all or part of their 
responsibility for managing their cloud infrastructure to an AWS Consulting Partner. 

Many AWS public sector customers work with our diverse, global network of AWS 
Partners to help them get the most out of AWS Cloud technologies. Ultimately, 
customers may choose which stage of their cloud adoption project to involve them. Our 
partnership model adheres to the same philosophy used for all our cloud services (i.e., 
decoupling, flexibility, and choice for customers).

When investing in and building an AWS solution, PSBs should feel empowered to 
involve the AM and PDM to make sure that all possible solutions have been examined. 
This provides that a solution is built to the precise outcomes desired—leveraging the 
most applicable services from AWS—and refined and packaged with expert guidance 
from a member(s) of the APN Network.

The Irish Society for the Prevention of Cruelty to Children (ISPCC) needed to 
replace its existing websites, digital platform, and supporting databases to 
continue to support and protect children in Ireland. Using generous funding 
from the Vodafone Ireland Foundation, ISPCC worked with AWS Partner 
Singlepoint (acquired by Version 1 in May 2020) to create a cost-effective, 
secure, and resilient solution. By leveraging AWS, ISPCC developed a new 
platform for Childline, a free, anonymous, and confidential 24-hour national 
listening service for children in Ireland. The new platform brings together 
a contact centre, webchat, and SMS services into a single view and enables 
ISPCC volunteers to respond to children and young people more quickly and 
effectively. Since launch, the ISPCC’s live online chat service has recorded a 
45 percent increase in online contacts. Additionally, the ISPCC has introduced 
more interactive content and self-help options for children and parents via 
the platform. For more information on how ISPCC, view the full case study on 
our website.22
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Future of cloud procurement in Ireland

We recognise that the shift from traditional IT procurement to the cloud requires a 
new approach to drafting tender documents that takes into account the considerations 
raised by OGP and those discussed within this e-book. This process may appear onerous 
for PSBs, particularly those who do not regularly use these services and are unfamiliar 
with the marketplace. 

To reduce the complexity, some parts of the public sector have established a cloud-
specific framework that is managed by a central government department. There are also 
examples of individual PSBs who set up their own cloud framework(s), but these are 
typically very large PSBs who, in general, do not use centrally-run frameworks. 

A key benefit of using a framework is that much of the heavy lifting is already done, 
which allows PSBs to focus on their core requirements and needs (as opposed to 
administering cloud terms and conditions around the cloud.). Within Ireland, there are 
limited public sector frameworks that facilitate the procurement of cloud—those that 
are available are either not open to all PSBs or have not been set up in alignment with 
the considerations raised in the Guidance Note.   

To streamline the cloud procurement process in favour of a cloud first approach, the 
UK government implemented the G-Cloud Framework, which enables public bodies 
to procure commodity-based, pay-as-you-go cloud services on government-approved, 
short-term contracts through an online catalogue called the Digital Marketplace. The 
G-Cloud Framework has seen over £7 billion of total sales since 2012. Over 90 percent 
of the suppliers on G-Cloud 12 are subject matter experts (SMEs), providing simple 
access to a range of smaller suppliers and supporting the government’s commitment to 
spend £1 in every £3 with small businesses.21

In the long term, PSBs in Ireland should aspire to be a part of an All-of-Government 
Agreement (AoGA). An AoGA allows a government entity to aggregate the purchase of 
CSP services for all the PSBs it represents. Under an AoGA, a government-designated 
PSB establishes one set of terms and conditions with AWS on behalf of multiple PSBs. 
Eligible PSBs can then use these established terms and conditions to procure AWS 
services without negotiating a separate agreement with AWS. An AoGA offers many 
benefits, including faster and simpler contracting and discount incentives gained 
through aggregate spending. 

PSBs and suppliers both benefit by putting forth a case for a cloud-specific framework 
and subsequent AoGA, which would provide mutual benefits for all parties and allow 
PSBs to continue their cloud adoption journey in a more seamlessly manner, at a lower 
cost, and provide greater value for money to the public purse.

For additional information and support, please connect with AWS public sector team via 
aws-publicsector-ireland@amazon.com.
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Appendix A: Case studies

Cork Institute of Technology
The Cork Institute of Technology delivers cloud education by extending the classroom 
and up-levelling skill sets to include cloud education. Working with AWS, the Cork 
Institute of Technology was able to deliver cloud-based virtual classrooms, virtual 
desktops, and virtual lab environments to students in remote areas, removing any 
disadvantages due to location. Building the learning management system meant 
students could feel less isolated, communicate better during lectures, and work better 
with their peers. Students could gain the theoretical and practical skills in cloud 
computing by using cloud technology.

Pat McCarthy, lecturer and course coordinator of cloud computing discusses how AWS is 
used to deliver virtual lectures as if the students were in the classroom. Learn more by 
reviewing the AWS Summit London: Cloud Transformation in Education video.

The United Kingdom’s Driver and Vehicle Standards Agency (DVSA)
Upon migrating to AWS, the DVSA greatly increased the rate at which it could 
develop and deploy new services. The DVSA, the organisation responsible for driver 
and vehicle safety in Great Britain, was struggling with an outdated, on-premises 
legacy environment that was expensive to maintain and scale. The agency initiated 
an incremental migration to AWS in 2015, taking advantage of managed services like 
Amazon Relational Database Service (Amazon RDS) and garnering a 42 percent cost 
reduction by using Amazon EC2 Spot Instances. During the COVID-19 pandemic, the 
agency used managed services and serverless technology on AWS to quickly develop 
critical services.

Learn more about how the DVSA was able to move on from outdated environments, 
speed up innovation, cut costs, and embrace serverless technology. Review the DVSA 
case study.

The World Health Organisation (WHO)
The World Health Organization (WHO) teamed up with AWS to develop a WHO 
Academy (WHOA) app that equips frontline health workers with extensive educational 
resources and continuously-updated guidelines and tools related to the coronavirus. 
The app was developed based on a survey of 20,000 WHO Academy global health 
workers—where the majority of respondents expressed a need for more on-demand 
virtual learning tools in order to be more prepared for coronavirus infection prevention 
and control. 

By using AWS machine learning (ML) services, WHO developed a tool that allows 
for more effective and specific classifications of large volumes of COVID-19-related 
content from around the globe even more effectively, using machine learning (ML). 
And as traffic to the WHO website increased almost eightfold since the beginning of 
the year, WHO used AWS for increased computational capacity to help the website 
scale rapidly, support the surge in demand, and ensure users around the world could 
access the website at any time. AWS enables up-to-the-minute educational information 
and guidance on the coronavirus, and by employing the data analytics prowess of 
AWS, systems can now retain a substantial amount of information—which WHO can 
distribute widely and rapidly to public health entities, WHO member states, and health 
organisations. 

To learn more about how AWS helped the WHO respond to COVID-19, view our Amazon 
News webpage. 
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https://www.cit.ie/
https://www.youtube.com/watch?v=yZdltAei1mI
https://www.gov.uk/government/organisations/driver-and-vehicle-standards-agency
https://aws.amazon.com/solutions/case-studies/dvsa/
https://aws.amazon.com/solutions/case-studies/dvsa/
https://www.aboutamazon.com/news/aws/aws-helps-the-world-health-organization-respond-to-covid-19
https://www.aboutamazon.com/news/aws/aws-helps-the-world-health-organization-respond-to-covid-19
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Appendix B: Additional reading

For additional information, please view the following sources:
• The OGP Cloud Services Procurement Guidance Note (February 2021)
• The OGCIO Cloud Computing Advice Note (October 2019)
• AWS in the Irish Public Sector
• AWS Customer Success Stories
• AWS 10 Considerations for Cloud Procurement 
• Unpicking Vendor Lock-in 
• CISPE Buying Cloud Services in Public Sector
• Managing technical lock-in in the cloud

https://assets.gov.ie/135678/dfc88c52-108e-4d10-aaee-408d15f92c03.pdf
https://www.gov.ie/en/publication/078d54-cloud-computing-advice-note-october-2019/
https://aws.amazon.com/government-education/worldwide/ireland/
https://aws.amazon.com/solutions/case-studies/?customer-references-cards.sort-by=item.additionalFields.publishedDate&customer-references-cards.sort-order=desc&awsf.customer-references-location=*all&awsf.customer-references-segment=*all&awsf.customer-references-industry=*all&awsf.customer-references-use-case=*all&awsf.customer-references-tech-category=*all&awsf.customer-references-product=*all
https://d1.awsstatic.com/whitepapers/10-considerations-for-a-cloud-procurement.pdf?did=wp_card&trk=wp_card
https://d1.awsstatic.com/whitepapers/unpicking-vendor-lock-in.pdf?did=wp_card&trk=wp_card
https://cispe.cloud/website_cispe/wp-content/uploads/2020/06/CISPE-Buying-Cloud-Services-in-Public-Sector-Handbook-v-EN-2020-05-11.pdf
https://www.gov.uk/guidance/managing-technical-lock-in-in-the-cloud
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Appendix C: AWS Shared 
Responsibility Model

Security and compliance responsibilities are shared between AWS and the customer. 
This shared responsibility model can help relieve customers’ operational burdens 
as AWS manages and controls the components from the host operating system and 
virtualisation layer down to the physical security of the facilities in which the service 
operates.

Customers—and in some cases, our AWS Partners who work with those customers—
control how they architect and secure their applications and data in the AWS 
Cloud. AWS provides a wide array of security and compliance services; a customer’s 
responsibilities vary depending on the services used, the integration of those services 
into their IT environment, and applicable laws and regulations.

As shown in Figure 2 below, this differentiation of responsibility is commonly referred 
to as security of the cloud versus security in the cloud.

Figure 2: The AWS Shared Responsibility Model

)
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Notices

Customers are responsible for making their own independent assessment of the 
information in this document. This document: (a) is for informational purposes only, (b) 
represents current AWS product offerings and practices, which are subject to change 
without notice, and (c) does not create any commitments or assurances from AWS 
and its affiliates, suppliers, or licensors. AWS products or services are provided as is 
without warranties, representations, or conditions of any kind, whether express or 
implied. The responsibilities and liabilities of AWS to its customers are controlled by 
AWS agreements, and this document is not part of, nor does it modify, any agreement 
between AWS and its customers.

© 2021 Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Notes

1  The Guidance Note defines Hyperscalers to be, “The largest Tier 1 CSPs with a global 
presence and the ability to scale their services and capabilities indefinitely.” OGP Cloud 
Services Procurement Guidance Note, page 3

2  OGP Cloud Services Procurement Guidance Note, page 13
3  OGP Cloud Services Procurement Guidance Note, page 22
4  OGP Cloud Services Procurement Guidance Note, page 13
5  OGP Cloud Services Procurement Guidance Note, page 14
6  OGP Cloud Services Procurement Guidance Note, page 21
7  OGP Cloud Services Procurement Guidance Note, page 23
8  OGP Cloud Services Procurement Guidance Note, page 23
9  OGP Cloud Services Procurement Guidance Note, page 12
10  OGP Cloud Services Procurement Guidance Note, page 33
11  https://cispe.cloud/3ds-outscale-aruba-aws-coretech-infoclip-irideos-leaseweb-

ovhcloud-and-scaleway-to-declare-first-cloud-infrastructure-services-adhering-to-
swipo-iaas-code-for-data-porting/

12  OGP Cloud Services Procurement Guidance Note, page 29
13  OGP Cloud Services Procurement Guidance Note, page 29
14  OGP Cloud Services Procurement Guidance Note, page 29
15  CISPE Buying Cloud Services in Public Sector handbook
16  OGP Cloud Services Procurement Guidance Note, page 12
17  OGP Cloud Services Procurement Guidance Note, page 31
18  CISPE Buying Cloud Services in Public Sector handbook, page 18
19  CISPE Buying Cloud Services in Public Sector handbook, page 18
20  OGP Cloud Services Procurement Guidance Note, page 29
21  Crown Commercial Service: What you need to know about G-Cloud 12

https://ogp.gov.ie/wp-content/uploads/OGP-Cloud-Services-Guidance-Note-February-2021.pdf
https://ogp.gov.ie/wp-content/uploads/OGP-Cloud-Services-Guidance-Note-February-2021.pdf
https://ogp.gov.ie/wp-content/uploads/OGP-Cloud-Services-Guidance-Note-February-2021.pdf
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https://ogp.gov.ie/wp-content/uploads/OGP-Cloud-Services-Guidance-Note-February-2021.pdf
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https://ogp.gov.ie/wp-content/uploads/OGP-Cloud-Services-Guidance-Note-February-2021.pdf
https://cispe.cloud/3ds-outscale-aruba-aws-coretech-infoclip-irideos-leaseweb-ovhcloud-and-scaleway-to-declare-first-cloud-infrastructure-services-adhering-to-swipo-iaas-code-for-data-porting/
https://cispe.cloud/3ds-outscale-aruba-aws-coretech-infoclip-irideos-leaseweb-ovhcloud-and-scaleway-to-declare-first-cloud-infrastructure-services-adhering-to-swipo-iaas-code-for-data-porting/
https://cispe.cloud/3ds-outscale-aruba-aws-coretech-infoclip-irideos-leaseweb-ovhcloud-and-scaleway-to-declare-first-cloud-infrastructure-services-adhering-to-swipo-iaas-code-for-data-porting/
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwjD0MfsqLXvAhWZShUIHSMJCJwQFjABegQIAhAD&url=https%3A%2F%2Fogp.gov.ie%2Fwp-content%2Fuploads%2FOGP-Cloud-Services-Guidance-Note-February-2021.pdf
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwjD0MfsqLXvAhWZShUIHSMJCJwQFjABegQIAhAD&url=https%3A%2F%2Fogp.gov.ie%2Fwp-content%2Fuploads%2FOGP-Cloud-Services-Guidance-Note-February-2021.pdf
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwjD0MfsqLXvAhWZShUIHSMJCJwQFjABegQIAhAD&url=https%3A%2F%2Fogp.gov.ie%2Fwp-content%2Fuploads%2FOGP-Cloud-Services-Guidance-Note-February-2021.pdf
https://cispe.cloud/website_cispe/wp-content/uploads/2019/05/Public-Policy-strategy-on-Procurement-Handbook-Final-190528.pdf
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwjD0MfsqLXvAhWZShUIHSMJCJwQFjABegQIAhAD&url=https%3A%2F%2Fogp.gov.ie%2Fwp-content%2Fuploads%2FOGP-Cloud-Services-Guidance-Note-February-2021.pdf
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