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Abstract

The Amazon Web Services (AWS) Data Provider for SARs a tool that collects
performance-related data from AWS services It makes this data available to
SAP applications to help monitor and improve the performance of business
transactions. The AWS Data Providerfor SAP uses operating system, network,
and storage data that is most relevant to the operation of the SAP infrastructure.
Its data sources include Amazon Elastic Compute Cloud (Amazon EC2) and
Amazon CloudWatch. This guide provides installation, configuration , and
troubleshooting information for the AWS Data Provider for SAP on both Linux
and Windows.
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Introduction

Many organizations of all sizes are choosing to host key SAP systemis the
Amazon Web Services (AWS)Cloud. With AWS, you can quickly provision an
SAP environment. Additionally, the elastic nature of the AWS Qoud enables you
to scale computing resourcesup and down as needed.As a result, your business
can dedicatemore resources (both people andfunds) to innovation.

Many SAP systemsoperate daily business transactions andare critical to
business functions. As an SAP customer, you need the ability to track and
troubleshoot the performance of these transactions. The AWS Data Provider for
SAPis a tool that collects key performance datathat SAP applications can use to
monitor transactions built by SAP. The data is collected from a variety of
sourceswithin your AWS Cloud operating environment , including Amazon
Elastic Compute Cloud (Amazon EC2) and Amazon CloudWatch. This data
includes information about the operating system, network, and storage thatis
relevant to your SAP infrastructure. Data from the AWS Data Provider for SAP
is read by the SAP Operating System Collector (SAPOSCOL) and the SAP CIM
Provider.

Figure 1 providesa high-level illustration of the AWS Data Provider for SAP, its
data sources, and its outputs.
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Figure 1: Data sources for the AWS Data Provider for SAP
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The purpose of this guide is tohelp you:

1 Understand the technical requirements and components necessary to
install and operate the AWS Data Provider for SAR

1 Install the AWS Data Provider for SAP.
1 Understand the update process for the AWS Data Provider for SAP.

M Troubleshoot installation issues

Upgrading from Earlier Versions

The current version of the AWS Data Provider for SAP is version 2.9. For a list
of changes in each version, seé\ppendix C. If you have an earlier version
installed, we recommend that you uninstall it before installing the current
version.

Note on versions 1.3and 1.3.1:1 f youdve already ithetall ed and
AWS Data Provider for SAP version 1.3 or 1.3.1, save your proxy configuration

from your custom proxy.properties file. Version 2.5 (or later) will look for these

files in the same location as before.

Technical Requirements

Before creating an SAP instance.ensure that the following technical
requirements are met.

You need to deploySAP systemsthat receive information from the AWS Data
Provider for SAP within an Amazon Virtual Private Cloud (Amazon VPQC). You
can use one of the followingnetwork topologies to enable routin g to internet -
based endpoints:

1 The first topology configur esroutes and traffic directly to the AWS
Cloud through an internet gateway within an Amazon VPC (seeFigure
2). For more information about internet gateways, see theAWS
documentation .1
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Figure 2: Connection tothe AWS Cloud via an internet gateway

1 A secondtopology routes traffic from the Amazon VPC through your
or gani z a-prenosasaata center, and back to the AWS Cloud(see
Figure 3). For more information about this topology, see theAWS
documentation .2
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Figure 3: Connectio n to the AWS Cloud via an on-premises data center

You needto grant the AWS Data Provider for SAP read-only access tothe
Amazon CloudWatch, Amazon S3 and Amazon EC2servicesso that you can use
their APIs. You can do thisby creating an AWS ldentity and Access
Management (IAM ) role for your EC2 instance and attaching a permissions

policy.

To createan IAM role and grant permissions to your EC2 instance:
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1. Sign in to the AWS Management Consoleand open the IAM console at
https://console.aws.amazon.com/iam/ .

2. In the navigation pane, chooseRoles , and then chooseCreate role.

3. Choosethe AWS service

Create role
Select role type

a

AWS service

Allows AWS services to perform actions on your behalf. Learn more

® -0

- e

Another AWS account

Choose the service that will use this role

API Gateway Data Pipeline loT
Auto Scaling Directory Service

Batch DynamoDB Lex
CloudFormation EC2

ClnndHSM F2 Cnntainer Sarvira

Lambda

role type, and then chooseEC2.

Trust Permissions

Web identity

SAML

Saml 2.0 federation

Service Catalog

Machine Learning

Figure 4: Creating a

NnsWinrkes

role for Amazon EC2

4. ChooseEC2 as the use case. Then choosH ext Permissions

Create role

API Gateway
Auto Scaling
Batch
CloudFormation
CloudHSM
CloudWatch Events
CodeBuild
CodeDeploy
Config
DMS

Select your use case

EC2

Allows EC2 instances to call AWS services on your behalf.

Data Pipeline
Directory Service
DynamoDB

EC2

EC2 Container Service
EMR

Elastic Beanstalk
Elastic Transcoder
Glue

Greengrass

EC2 Role for Simple Systems Manager
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Figure 5: Select EC2 as your use case
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5. ChooseCreate policy , and then chooseCreate Your Own Policy

Create Policy

cy A policy is a document that formally states one or more permissions. Create a policy by copying an AWS Managed Policy, using the Policy
Generator, or typing your own custom policy.

Copy an AWS Managed Policy
Start with an AWS Managed Policy, then customize it to fit your needs.

Policy Generator

Use the policy generator to select services and actions from a list. The policy generator uses your selections to create
a policy.

i 0

Create Your Own Policy
Use the policy editor to type or paste in your own policy.

i

Figure 6: Create your own policy

6. For Policy Name |, type a policy name. For Description , type a
description for the new role. Next, copy and pastethe following policy
into the Policy Document  box (seeFigure 7).

{
"Version": "2012 -10-17",
"Statement™: [
{

"Effect": "Allow",

"Action": [
"EC2:Describelnstances",
"EC2:DescribeVolumes"

I,

"Resource": "*"

Ji
{

"Effect": "Allow",

"Action": "cloudwatch:G etMetricStatistics",

"Resource": "*"

)i s
{

"Effect": "Allow",

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::aws - data - provider/config.properties "

}
]
}
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Review Policy

Customize permissions by editing the following policy document. For more information about the access policy language, see Overview of
Policies in the Using 1AM guide. To test the effects of this policy before applying your changes, use the 1AM Policy Simulator.

Policy Name

DataProviderAccessPolicy
Description

This Policy Allows SAP systems to gather monitoring data from CloudWatch with the help of the AWS Data
Provider for SAP

Policy Document

j H]
{
"Effect": "Allow",
"Action": "cloudwatch:GetMetricStatistics",

"Resource": "*"
}!
-1
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource":
“arn:aws:s3:::aws-data-provider/config.properties”
}
]
}

Figure 7: Customize permissions by editing the policy document

7. ChooseCreate Policy . The IAM console confirmsthe new policy with a
messagesimilar to the following .

® DataProviderAccessPolicy has been created.
You are now ready to attach your policy to users, groups, and roles.

Create policy Policy actions

Figure 8: Policy confirmation

8. Under Policy actions , chooseAttach to attach the policy you just
created in step 7 to your EC2 instance.

An alternative to the previous steps is to add the policy to a role, which gets
assigned to a new EC2 instance

adWws
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Installing the AWS Data Provider for SAP

The AWS Data Provider for SAP is a daemon or service that automatically stars
with your operating system and collects, aggregates, and exposes metrics to the
SAP platform. Metrics are sourced from a variety of providers that pull metrics
from the relevant areas of the platform. The AWS Data Provider for SAP is
designed to continue operating, regardless ofwhether its providers have
connectivity or permissions to accessthe AWS servicemetrics they are
requesting. Providers that cannot reach the metrics they are harvesting return
blank values.

For example, if your EC2 instance does ot have an IAM role associated with it
that grants explicit access to the CloudWatchGetMetric Statistics API, the
CloudWatch provider will be unable to perform the GetMetricStatistics action
on the EC2 instanceand will return blank values.

The AWS Data Provider for SAP is designed to automatically update itself so
that it can provide you with the most current metrics. When the AWS Data
Provider for SAP starts up, a built-in update service retrieves the latest versions
of its components and metric definitions. If the AWS Data Provider for SAP
cannot access the update serviceit will continue to run but w o nké &ble to
obtain updates.

Before installing the AWS Data Provider for SAP, install the iwgetba nd A b c 0
packages The installation script needs these packages and they are unlikely to
be preinstalled on an Oracle Linux AMI.

To install the AWS Data Provider for SAP on SUSE Linux Enterprise Server
(SLES) 11or 12, Red HatLinux, or Oracle Linux, with an IAM role assigned with
the appropriate permissions to access CloudWatch andAmazon EC2, follow
these steps:

1. Download the Linux installation script :
https://s3.amazonaws.com/aws -data-provider/bin/aws -agent install.sh

Users in the China Region may use
https://s3.cn _-north -1.amazonaws.com.cn/awsdata-provider/bin/aws -
agent install.sh
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1s3115:~/test # wget https://s3.amazonaws.com/aws—-data—-provider/binSfaws—agent_install.sh
--2815-85-29 14:56:13-- https://s3.amazonaws.comfaws—data—-provider/bin/aws—-agent_install
«sh

Connecting to 147.204.6.19:8080... connected.

Proxy request sent, awaiting response... 200 0K

Length: 3499 (3.4K) [application/x-sh]

Saving to: "aws-agent_install.sh'

‘_LEE%[::_________ _______========================.F-] 3.499 —. K/ in 8.881s

?0815-0A5-29 14:56:14 (5.41 MBSs) - "aws-agent_install.sh' saved [3499/3499]

Figure 9: Downloading the Linux installation  script

2. Make the script executable, and then run it.

153115:~/test # chmod +x aws-agent_install.sh
153115:~/test # ./aws—agent_install.sh [J

Figure 1 0: Running the Linux installation  script

Il f you dtamsgatent HBEIP/ETTPS access to theinternet, start
the script with the required information about the HTTP/HTTPS
proxies, using the following syntax:

aws- agent_install.sh [ proxy -host [proxy -port [ proxy -user - name
[ proxy -user - password [ domain ]]1]]

where:

1 proxy -host specifies the address of theHTTP proxy server (for example,
10.0.10.2).

1 proxy -port specifies the port number of the HTTP proxy server (for
example, 8080) .

1 proxy -user-name, proxy -user-password, and domain specify the
credentials for the HTTP proxy server, if it requires authentication
(these arguments ae optional) .

You should see the script pulling down all the required files it needs, as
shown.

dws
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Figure 1 1: AWS Data Provider  for SAP update service

At the very end, you will see the agent start as a daemon

Figure 1 2: Completing the installation on Linux

3. Verify that the service is running by calling netstat i ant to determine
if the listener is running on localhost port 8888.

L

F

Figure 1 3: Verifying the installation on Linux
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You should also view the log files at /var/log/aws -agent/messages to
ensure the daemon has the appropriate connectivity and authorization
to access the required metrics.

Figure 1 4: Verifying connectivity and  authorization  on Linux

At startup, the monitoring agent runs three sets of diagnostics:

1 The AWS connectivity diagnostic ensures network connectivity to
Amazon S3for obtaining automatic updates to the AWS Data Provider
for SAP.

1 The second diagnostic tests for authorization to access CloudWatch. This
authorization requires assigning an IAM role to the EC2 instance you are
running on with an IAM policy that allows access to CloudWatch. For
details, seelAM Roles, earlier in this guide.

1 The third diagnostic tests for authorization to accessAmazon EC2,
which also requires an IAM role associated with the EC2 instance.

The AWS Data Provider for SAP is designed to run with or without connectivity,
but you ¢ a robtdin updates without connectivity . CloudWatch and Amazon

dWs
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EC2will return blank values if you d o nhave the proper authorizations in
place.

You can also call the AWS Data Providerfor SAP directly to view the metrics .
Calling wget http://localhost:8888/vhostmd returns a file of metrics. You
can look inside the file to see the metrics that were returned, asshown here.

Figure 1 5: Viewing metrics on Linux

The AWS Data Providerfor SAP now starts automatically each time the
operating system starts. You can also manually stop andrestart the AWS Data
Provider for SAP with the following command, which dependson your
operating system version:

f SLES 11, Oracle Linux 6and Red Hat Linux 6:

dWs
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service aws - agent [start|stop]

1 SLES 12, Oracle Linux 7and Red Hat Linux 7:

systemctl[  start|stop ] aws- agent

1. Open a web browser and download theinstaller from:
https://s3.amazonaws.com/aws -data-provider/bin/aws -agent-installer -

win-x64.exe

Users in the China Region mustuse:

https://s3.cn -north -1.amazonaws.com.cn/awsdata-provider/bin/aws -

agent-installer -win -cn-x64.exe

2. Run the installer, and chooseYes when prompted. This install sand runs
the AWS Data Provider for SAP as a Windows service.

AWS Data Provider for SAP Setup

Yes

This will install AWS Data Provider for SAP. Do you wish to continue?

Mo

[x ]

Figure 1 6: Running the Windows installation

script

When the installation process is complete, you receive the following

message.

Page 12
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%% AWS Data Provider for SAP Setup: Installingl -|la] x |

_ | Installed successfully
= ANNERRENERERRNERRREENERERENEEEEN)

[Ere—

¥ AWS Data Provider for SAP Setup Ix]

AWS Data Provider for SAP was installed successfully.

OK

BN N

Figure 1 7: Completing the  installation on Windows

3. Checkthe installation :

1 When the script has completed, the software is installed in the
C:\ Program Files\ Amazon\ DataProvider directory.

1 Theinstallation also creates and starts a Windows service named
AWS Data Provider for SAP .

1 To ensure that the service is running, you can open a web browser
and type http://localhost:8888/vhostmd fi t 6s riunni ng
return s pages of metrics from the AWS Data Provider for SAP.

4. Configure the AWS Data Provider for SAP to use proxies:
1 Stop the Windows service AWS Data Provider for SAP

1 Enter the required proxy information into this file:
C:\ Program Files\ Amazon\ DataProvider\ proxy.properties.

M Restart the Windows service, AWS Data Provider for SAP

1 When the servicestarts, it perform s an update of the agent and then
works in standard mode.

5. Verify that the service is running by calling netstat i ant from a
command window or from a Windows PowerShell script to determine if
the listener is running on localhost port 8888 .

dws
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PS C:sUserssAdministrator~Desktop?> netstat —-ant
Active Connections

Local Address Foreign Address Offload 9§
A.8.8:135 InHost
InHost
InHost
InHost
InHost
InHost
InHost
InHost
InHost
InHost
B8.8.8.8:49156 InHost
18.191.175.27:139 InHost
18.191.175.27:-3389 69.128_21 _212:-587%6 InHost
18.191.175.27:49511 23.63.248_68:443 | InHost
18.191.175.27:49555 74.125.228.1084:88 i InHost
18.191.175.27:495586 74.125.228.103:88 InHost
18.191.1°75.27:49558 169 .254.169.254:88 _L InHost

SREaAGERERERE
PN ED
PN ED
AT A AT T T TR T

AR EE®E
[l ol e e

Figure 18: Verifying the installation on Windows

6. Go to the Windows event log and look at the application log for startup
events from the AWS Data Provider for SAP. In particular , you should
look at the diagnostics.

WA U R MO LW IS e ke TS UL e voorwwie

\ Information 2/28/2017 1:50:24 PM AwsDataProvider 0 MNone
|/E.'|| £ ' 1333018 34505 DAY A Mo | Kl v
Event 0, AwsDataProvider x

General .Detang

component on the local con:Lputer. "
If the event originated on another computer, the display infermation had to be saved with the event.
The following information was included with the event:

Agent has started with version 2.8.1: Wed Jan 11 08:09:00 UTC 2017

the message resource is present but the message is not found in the string/message table

Leg Mame: Application

Source: AwsDataProvider Logged: 2/28/2017 1:50:24 PM
Event |D: 0 Task Category: None

Level: Information Keywords: Classic

User: N/A Computer: WIN-3JORLKC38MG
OpCode:

More Information:  Event Log Online Help

Figure 19: Checking diagnostics on Windows

At startup, the monitoring agent runs three sets of diagnostics
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The AWS connectivity diagnostic ensures network connectivity to
Amazon S3for obtaining automatic updates to the AWS Data Provider
for SAP.

The second diagnostic tests fa authorization to accessCloudWatch,
which requires assigning an IAM role to the EC2 instance you are
running on with an IAM policy that allows access to CloudWatch. For
details, seelAM Roles, earlier in this guide.

The third diagnostic tests for authorization to accessAmazon EC2,
which alsorequires an IAM role associated with the EC2 instance.

The AWS Data Provider for SAP is designed to run with or without connectivity,
but you ¢ a robtdin updates without connectivity . If you d o nhavie the proper
authorizations in place, CloudWatch and Amazon EC2return blank values.

You can also call the AWS Data Providerfor SAP directly from your web
browser to view metrics, as shown in Figure 20.

Page 15
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| httpflocalhost: 5588/ vhastmd i + i
lacalhast: 5555 hostrd

Thiz XML file does not appear to have any style information associated with it

— <metrics>
— <metric context="host" category="config" type="long" unit="p o sixhime">
=name=Time Stamp</name>
=value>134958121%6225</value>
<imetric>
— =<metric context="host" category="config" type="mntt4" unit="zec">
<name>Eefresh Interval</mame>
<value>&0<fvalue>
<fmetric=
— <metric context="host" category="config" type="string" unit="none">
=name>Cloud Provider</name>=
<value>Amazon Web Services<ifvalue>
<fmetric=
— <metric context="host" category="config" type="string" unit="none">
<name>=Instance Type</hame>=
<value>m1 zlarge<fvalue>
<fmetric=

Figure 2 0: Viewing m etrics on Windows

The AWS Data Providerfor SAP now starts automatically each time the
operating system starts. You can also manually stop andrestart the AWS Data
Provider for SAP, just as you would stop and restart any other Windows service.

dWs
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<} Services Hi-

Fide Action View Help

e mBDcs Hm reanp
Services (Local) " Services (Local)
AWS Data Provider for SAP Name e Description Status Startup Type A
& Application Experience Processes 3.. Running  Manual (Tng...
Sop the service Application Identity Determines ... Manual (Trig...
Restart the service Application Information Facilitatest.. Running  Manual (Trig...
« Application Layer Gateway ... Provides su, Manual
Description: Application Management Processes in... Manual
AWS Data Provider for SAP AppX Deployment Service (... Provides inf... Manual
8 AWS Data Provides for SAP __ AWS Data P..__Running _ Automatic __|
AWS Lite Guest Agent AWSLiteG.. Running Automatic v
< u >

) AE-(mdedﬂ‘ S_tandgr_d/

Figure 2 1: Stopping and restarting the AWS Data Provider for SAP on Windows

Updating the AWS Data Provider for SAP

AWS Data Provider for SAP version 1.2.2 andearlier cannot automatically
update to version 2.9. To upgrade to AWS Data Provider for SAP version 2.9,
uninstall the earlier version using the following instructions , and then install the
latest version.

| f y o u darpexyganfiguraiion, you should preserve the proxy.properties
fil e by copying it into a safe location.

1. Login to Linux as a superuser.

2. Stop the service with the following command.

/usr/local/ec2/aws - agent/bin/aws - agent_uninstall

1. Run the uninstaller .

C:.\ Program Files \ AmazonA\ DataProvider \ uninstall.exe

dws
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2. When prompted, chooseUninstall

Figure 2 2: Uninstalling the AWS Data Provider for SAP on Windows

Troubleshooting

This section provides help to analyze installation problems.

Problem : The installationfailed ,and | 6 m not desareina f my fi
consistent state.

Check the /usr/local/ec2/aws -agent directory for the presence of a versions.mf
file. If this file i s présent in the directory, rerun the installation script to
reload the entire set of files for the AWS Data Provider for SAP from the update
service. If the versions.mf file is present, delete it, and then rerun the
installation script to reload the AWS Data Provider for SAPfiles.

Problem: The AWS Data Provider for SAP failed to start at the end of
the installation process.

Check for the presenceof the versions.mf file in the /usr/l ocal/ec2/aws-agent
directory. If the file is present, delete it, and then rerun the installation script to
download the files again.

If reinstalling the AWS Data Provider for SAPdoesnét solve the probl
can gather debug information about the AWS Data Provider for SAP by going to
the /etc/rc.d/ directory and editing the aws -agent file.
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