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Expectations and rules of engagement
This is a chalk talk, so don’t hesitate to ask questions!

Since this is a 300-level chalk talk, we assume an associate-level
solutions architect knowledge of Amazon Web Services (AWS services,
VPCs, multi-VPC networking, inspection and hybrid architectures)

We’'ll be available after the session to answer any additional questions
and discuss further



Agenda

Traffic inspection patterns

Challenges in building a secure global network

Development of AWS Cloud WAN

Walk through building inspection architecture
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A story of meeting needs
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Architect
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Alice gets an email
m=x from the security team

The security team found unidentified
traffic from the dev environment to

production environment. Alice's manager
wants her to design an architecture for
traffic inspection to bolster security
posture of AnyCompany.
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Security inspection requirements
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. Production segment isolated
. East-west traffic inspection
. North-south traffic

Inspection
Hybrid traffic inspection

. Future-proof design
. Automation
. Visibility and control
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Building with AWS Cloud WAN
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Egress inspection architecture
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"core-network-configuration": {
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Egress inspection architecture
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"core-network-configuration": {
"vpn-ecmp-support”: true,
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"edge-locations": [
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"share-with": "*"
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Key: Env
Value: Dev

Core Network Attachment Tag:

"segment-actions": [

{

"o

"action™ "share",
"mode": "attachment-route”,
"segment": "Shared Inspection’,

"share-with": "*"

"action" "create-route", -

"segment": "Prod’,
"destination-cidr-blocks": [
"0.0.0.0/0"

i

"destinations": [
"inspection-vpc-a-attachment-aaaa’,

"inspection-vpc-b-attachment-bbbb "

"o

"action": "create-route”,

"segment": "Dev”

"destination-cidr-blocks": [
'0.0.0.0/0"

i

"destinations": [
"inspection-vpc-a-attachment-aaaa’,

"inspection-vpc-b-attachment-bbbb "
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"share-with": "*"
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"segment-actions": [

{
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"segment-actions": [
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"segment-actions": [

{

"action™ "share",
"mode": "attachment-route”,
"segment": "Shared Inspection’,

"share-with": "*"

"action" "create-route", -

"segment": "Prod’,

"destination-cidr-blocks": [
'0.0.0.0/0"

1

"destinations": [

"inspection-vpc-a-attachment-aaaa’,

"inspection-vpc-b-attachment-bbbb "

"action": "create-route”,

"segment": "Dev”

"destination-cidr-blocks": [
'0.0.0.0/0"
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"destinations": [

"inspection-vpc-a-attachment-aaaa’,

"inspection-vpc-b-attachment-bbbb "
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Shared Inspection Segment Route Table

"segment-actions": [

{

"o

"action™ "share",
"mode": "attachment-route”,
"segment": "Shared Inspection’,

"share-with": "*"

Routes:
Inspection VPC CIDRs via Inspection VPCs {
Inspection VPCs Route Table Attachment "action": "create-route”, -
VPC CTg;tgs:L l Core Network Attachment Tag: segment": "Prod’,
a Loca . " . . f "
Vi Key: Env destination-cidr-blocks" [
Value: Inspection
0/0 via Internet Gateway "0.0.0.0/0"
Prod and Dev VPC CIDR via 1
Core Network ARN Prod Segment Route Table "desti . ;
Core Network estinations": [
Routes: tion-vpc-a-attachment- !
hared . Prod VPC CIDRSs via Prod VPCs Attachments Bl EaEe= e o,
Shared Inspection Segment ) ) ) "inspection-vpc-b-attachment-bbbb "
Inspection VPC CIDRs via Inspection VPCs
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0/0 via Inspection VPCs Attachments (Static) ,
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Prod and Dev VPCs Route Table action”: "create-route’,
Routes: " "o "
Routes: Dev VPC CIDRs via Dev VPCs Attachments S s ey
R e Lo "destination-cidr-blocks": [
Inspection VPC CIDRs via Inspection VPCs
0/0 via Core Network ARN Attachments "0.0.0.0/0"
0/0 via Inspection VPCs Attachments (Static) ]/
"destinations": [
"inspection-vpc-a-attachment-aaaa’,
"inspection-vpc-b-attachment-bbbb "
Core Network Attachment Tag: Core Network Attachment Tag: ]
Key: Env Key: Env
Value: Prod Value: Dev }
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Routes: Dev VPC CIDRs via Dev VPCs Attachments S s ey
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"inspection-vpc-b-attachment-bbbb "
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aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. ]
S



Inspection VPCs Route Table

Routes:
VPC CIDR via Local

0/0 via Internet Gateway

Prod and Dev VPC CIDR via
Core Network ARN

Prod and Dev VPCs Route Table

Routes:
VPC CIDR via Local

0/0 via Core Network ARN

inspecti%architecture

o
.* Internet
*
.
‘o‘ Shared Inspection Segment Route Table
*
.
2 Routes:
Inspectiop" Inspection VPC CIDRs via Inspection VPCs
VPC A* .. » Attachment
S T I R
5 Aerec
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"segment-actions": [

{

"action™ "share",
"mode": "attachment-route”,
"segment": "Shared Inspection’,

"share-with": "*"

"action" "create-route", -

"segment": "Prod’,
"destination-cidr-blocks": [
"0.0.0.0/0"

i

"destinations": [
"inspection-vpc-a-attachment-aaaa’,

"inspection-vpc-b-attachment-bbbb "

"action": "create-route”,

"segment": "Dev”

"destination-cidr-blocks": [
'0.0.0.0/0"

i

"destinations": [

"inspection-vpc-a-attachment-aaaa’,

"inspection-vpc-b-attachment-bbbb "
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"segment-actions": [

{

"o

"action™ "share",
"mode": "attachment-route”,
"segment": "Shared Inspection’,

. %

"share-with

"o

"action": "create-route”,

"segment": "Prod’,

"destination-cidr-blocks": [
'0.0.0.0/0"

1

"destinations": [
"inspection-vpc-a-attachment-aaaa’,

"inspection-vpc-b-attachment-bbbb "

"o

"action": "create-route”,

"segment": "Dev”

"destination-cidr-blocks": [
'0.0.0.0/0"

1

"destinations": [
"inspection-vpc-a-attachment-aaaa’,

"inspection-vpc-b-attachment-bbbb "



"segment-actions": [
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A "action™ "share",
@b "mode": "attachment-route",
RETURN FLOW > " y L
”‘Internet segment": "Shared Inspection’,
* " 9 . kN
Shared Inspection Segment Route Table share-with"
Routes: '
Inspection VPC CIDRs via Inspection VPCs {
Inspection VPCs Route Table Attachment "action": "create-route”,
VPC CTg;tgs:L l Core Network Attachment Tag: segment": "Prod’,
via toca Key: Env "destination-cidr-blocks": [
Value: Inspection
0/0 via Internet Gateway "0.0.0.0/0"
Prod and Dev VPC CIDR via 1
Core Network ARN Prod Segment Route Table ) _
"destinations": [
Routes: . . .
Prod VPC CIDRs via Prod VPCs Attachments inspection-vpc-a-attachment-aaaa’,
Inspection VPC CIDRs via Inspection VPCs mSpeCtlon_VpC_b_athhment_bbbb
Attachments ]
0/0 via Inspection VPCs Attachments g
(Static)
{
Prod and Dev VPCs Route Table "‘action": "create-route’,
Routes: Dev Segment Route Table "segment”: "Dev”
R e Lo Routes: "destination-cidr-blocks": [
Dev VPC CIDRs via Dev VPCs Attach t
0/0 via Core Network ARN & > via DevEEs Araciments "0.0.0.0/0"
Inspection VPC CIDRs via Inspection VPCs ]
Attachments g
i i "destinations": [
0/0 via Inspection VPCs Attachments
(Static) "inspection-vpc-a-attachment-aaaa’,
"inspection-vpc-b-attachment-bbbb "
Core Network Attachment Tag: [ Core Network Attachment Tag: ]
Key: Env Key: Env
Value: Prod Value: Dev }
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® @ o
Eqgress inspection architecture {
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@b "mode": "attachment-route",
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Shared Inspection Segment Route Table share-with"
Routes: '
Inspection VPC CIDRs via Inspection VPCs {
Inspection VPCs Route Table Attachment "action": "create-route”,
VPC CTg;tgs:L l Core Network Attachment Tag: segment": "Prod’,
via toca Key: Env "destination-cidr-blocks": [
Value: Inspection
0/0 via Internet Gateway "0.0.0.0/0"
Prod and Dev VPC CIDR via 1
Core Network ARN Prod Segment Route Table ) _
"destinations": [
Routes: . . .
Prod VPC CIDRs via Prod VPCs Attachments inspection-vpc-a-attachment-aaaa’,
Inspection VPC CIDRs via Inspection VPCs mSpeCtlon_VpC_b_athhment_bbbb
Attachments ]
0/0 via Inspection VPCs Attachments g
(Static)
{
Prod and Dev VPCs Route Table "‘action": "create-route’,
Routes: Dev Segment Route Table "segment”: "Dev”
R e Lo Routes: "destination-cidr-blocks": [
Dev VPC CIDRs via Dev VPCs Attach t
0/0 via Core Network ARN & > via DevEEs Araciments "0.0.0.0/0"
Inspection VPC CIDRs via Inspection VPCs ]
Attachments g
i i "destinations": [
0/0 via Inspection VPCs Attachments
(Static) "inspection-vpc-a-attachment-aaaa’,
"inspection-vpc-b-attachment-bbbb "
Core Network Attachment Tag: [ Core Network Attachment Tag: ]
Key: Env Key: Env
Value: Prod Value: Dev }
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A "action™ "share",
@b "mode": "attachment-route",
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”‘Internet segment": "Shared Inspection’,
*
a " .
‘.‘ Shared Inspection Segment Route Table share-with"
*
* ’
2 Routes:
Inspectiop" Inspection VPC CIDRs via Inspection VPCs {
Inspection VPCs Route Table VPC’A’ LT UTURRRRe Ll sl "action": "create-route”,
2R SO0 SNUI SYTTCLLA
vpe C'Tg;te? Local Core Network Attachment Tag: segment": "Prod’,
via toca Key: Env "destination-cidr-blocks": [
Value: Inspection
0/0 via Internet Gateway "0.0.0.0/0"
Prod and Dev VPC CIDR via 1
Core Network ARN Prod Segment Route Table
"destinations": [
Routes: . . .
Prod VPC CIDRs via Prod VPCs Attachments inspection-vpc-a-attachment-aaaa’,
Inspection VPC CIDRs via Inspection VPCs mSpeCtlon_VpC_b_athhment_bbbb
Attachments ]
0/0 via Inspection VPCs Attachments g
Packet (Static) /
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Prod and Dev VPCs Route Table action”: "create-route’,
Routes: Dev Segment Route Table "segment”: "Dev”
R e Lo Routes: "destination-cidr-blocks": [
0/0 via Core Network ARN Dev VPC CIDRs via Dev VPCs Attachments '0.0.0.0/0"
Inspection VPC CIDRs via Inspection VPCs ]
Attachments g
i i "destinations": [
0/0 via Inspection VPCs Attachments
(Static) "inspection-vpc-a-attachment-aaaa’,
"inspection-vpc-b-attachment-bbbb "
Core Network Attachment Tag: Core Network Attachment Tag: ]
Key: Env Key: Env
Value: Prod Value: Dev }
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@b "mode": "attachment-route",
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Inspection VPCs Route Table VPC’A’ LT UTURRRRe Ll sl "action": "create-route”,
2R SO0 SNUI SYTTCLLA
vpe C'Tg;te? Local Core Network Attachment Tag: segment": "Prod’,
via toca Key: Env "destination-cidr-blocks": [
Value: Inspection
0/0 via Internet Gateway "0.0.0.0/0"
Prod and Dev VPC CIDR via 1
Core Network ARN Prod Segment Route Table
"destinations": [
Routes: . . .
Prod VPC CIDRs via Prod VPCs Attachments inspection-vpc-a-attachment-aaaa’,
Inspection VPC CIDRs via Inspection VPCs mSpeCtlon_VpC_b_athhment_bbbb
Attachments ]
0/0 via Inspection VPCs Attachments g
Packet (Static) /
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Prod and Dev VPCs Route Table action”: "create-route’,
Routes: Dev Segment Route Table "segment”: "Dev”
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0/0 via Core Network ARN Dev VPC CIDRs via Dev VPCs Attachments '0.0.0.0/0"
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(Static) "inspection-vpc-a-attachment-aaaa’,
"inspection-vpc-b-attachment-bbbb "
Core Network Attachment Tag: Core Network Attachment Tag: ]
Key: Env Key: Env
Value: Prod Value: Dev }
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{
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Routes:
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VPC CIDR via Local
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Prod and Dev VPC CIDR via Core Network

Core Network ARN
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Routes:
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Routes:
Inspection VPC CIDRs via Inspection VPCs
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Routes:
Prod VPC CIDRs via Prod VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs
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0/0 via Inspection VPCs Attachments
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Dev VPC CIDRs via Dev VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs
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Routes:
VPC CIDR via Local

App Subnet CIDR via Firewall
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Packet
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VPC CIDR via Local

0/0 via Internet Gateway
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Prod VPC CIDRs via Prod VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs
Attachments

0/0 via Inspection VPCs Attachments
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Dev Segment Route Table

Routes:
Dev VPC CIDRs via Dev VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs
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0/0 via Inspection VPCs Attachments
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Core Network Attachment Tag:
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Gateway (Ingress) Route Table

Routes:
VPC CIDR via Local

App Subnet CIDR via Firewall
Endpoint

Inspection VPCs Route Table

Routes:
VPC CIDR via Local

0/0 via Internet Gateway

Prod and Dev VPC CIDR via
Core Network ARN

Prod and Dev VPCs Route Table

Routes:
VPC CIDR via Local

0/0 via Core Network ARN

oD
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Routes:
Inspection Inspection VPC CIDRs via Inspection VPCs
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Dev Segment Route Table
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Gateway (Ingress) Route Table

Routes:
VPC CIDR via Local

App Subnet CIDR via Firewall
Endpoint

Inspection VPCs Route Table

Routes:
VPC CIDR via Local

0/0 via Internet Gateway

Prod and Dev VPC CIDR via
Core Network ARN

Prod and Dev VPCs Route Table
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oD
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H Prod Segment Route Table
Cora Network
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Routes:
Dev VPC CIDRs via Dev VPCs Attachments
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Gateway (Ingress) Route Table @

Route.s: Internet
VPC CIDR via Local

Inspection Segment Route Table
App Subnet CIDR via Firewall
Endpoint Routes:
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Core Network Attachment Tag:
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0/0 via Internet Gateway : Prod Segment Route Table

Prod and Dev VPC CIDR via Routes:
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Prod and Dev VPCs Route Table

- Dev Segment Route Table
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Inspection VPC CIDRs via Inspection VPCs
Attachments
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Core Network Attachment Tag: [ Core Network Attachment Tag:
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Value: Prod
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Gateway (Ingress) Route Table @

GCENEES Lsssirifernet
VPC CIDR via Local “-l‘
.

Inspection Segment Route Table
App Subnet CIDR via Firewall

Endpoint = Routes:
Inspection Inspection VPC CIDRs via Inspection VPCs
Vﬁc A o Attachment

n

Core Network Attachment Tag:
Key: Env
Value: Inspection
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Routes:
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Core Network Attachment Tag:

. Key: domain
| VPCs R T A
nspection VPCs Route Table Value: Shared Inspection 1 Inspection
Routes: :' .OYPC A
VPC CIDR via Local Core Network Attachment Tag: [J P 2
Y . L

Key: domain

Value: Shared Inspection 2 ‘-@‘

0/0 via Internet Gateway

Prod and Dev VPC CIDR via
Core Network ARN
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Inspection VPC CIDRs via Inspection VPCs Prod Segment
Attachments
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Inspection Segment 1 Route Table

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

Region 1 Prod VPC CIDRs via Region 1 Prod
VPCs Attachments

Region 1 Dev VPC CIDRs via Region 1 Dev
VPCs Attachments

Region 2 VPC CIDRs via Region 2 Inspection
VPC Attachment (Static)

Inspection Segment 2 Route Table

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

Region 2 Prod VPC CIDRs via Region 2 Prod
VPCs Attachments

Region 2 Dev VPC CIDRs via Region 2 Dev
VPCs Attachments

Region 1 VPC CIDRs via Region 1 Inspection
VPC Attachment (Static)

Dev Segment Route Table

Routes:
Dev VPC CIDRs via Dev VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs
Attachments

0/0 via Inspection VPCs Attachments
(Static)
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Core Network Attachment Tag:

. Key: domain
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Value: Prod Value: Dev

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S

Inspection Segment 1 Route Table

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

Region 1 Prod VPC CIDRs via Region 1 Prod
VPCs Attachments

Region 1 Dev VPC CIDRs via Region 1 Dev
VPCs Attachments

Region 2 VPC CIDRs via Region 2 Inspection
VPC Attachment (Static)

Inspection Segment 2 Route Table

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

Region 2 Prod VPC CIDRs via Region 2 Prod
VPCs Attachments

Region 2 Dev VPC CIDRs via Region 2 Dev
VPCs Attachments

Region 1 VPC CIDRs via Region 1 Inspection
VPC Attachment (Static)

Dev Segment Route Table

Routes:
Dev VPC CIDRs via Dev VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs
Attachments

0/0 via Inspection VPCs Attachments
(Static)
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Inspection Segment 1 Route Table

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment
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Region 1 Prod VPC CIDRs via Region 1 Prod

. Key: domain "
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VPC A
Route_s: _" "‘ Region 1 Dev VPC CIDRs via Region 1 Dev
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0/0 via Inspection VPCs Attachments Dev Segment
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Region 1 VPC CIDRs via Region 1 Inspection
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seseeeeee secesccsens ‘?.’..-l.. sesesesscses
Prod and Dev VPCs Route Table - | Sl ‘ _: ® ‘
Routes: = Prod Dev = Prod Dev Dev Segment Route Table
VPC CIDR via Local * \/PC 1 VPC 1 4 " V¥ypci VPC 1
' Routes:
0/0 via Core Network ARN Dev VPC CIDRs via Dev VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs
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Core Network Attachment Tag: [GH Core Network Attachment Tag:

Key: domain J Key: domain
Value: Prod Value: Dev

0/0 via Inspection VPCs Attachments
(Static)
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Inspection Segment 1 Route Table
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(Static)
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Inspection Segment 1 Route Table

Routes:
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Attachment
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Region 1 Prod VPC CIDRs via Region 1 Prod

. - Key: domain "
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Value: Prod Value: Dev
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Inspection Segment 1 Route Table

Routes:
Inspection VPC CIDRs via Inspection VPCs
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. - Key: domain "
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Routes: Packet _" "‘ Region 1 Dev VPC CIDRs via Region 1 Dev
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Prod and Dev VPC CIDR via
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Inspection Segment 1 Route Table

Routes:
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Inspection VPCs Route Table Value: Sh;/red Inspection 1 Inspection VPCs Attachments
VPC A
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Prod Segment Route Table
S Packet Shared Inspection 2 Segment

Prod VPC CIDRs via Prod VPCs Attachments Region 2 Prod VPC CIDRs via Region 2 Prod

" . . VPCs Attachments
Inspection VPC CIDRs via Inspection VPCs Prod Segment

Attachments Region 2 Dev VPC CIDRs via Region 2 Dev

VPCs Attachments

0/0 via Inspection VPCs Attachments Dev Segment
(Static)

Region 1 VPC CIDRs via Region 1 Inspection
VPC Attachment (Static)

seseeeeee secesccsens ‘?.’..-l.. sesesesscses
Prod and Dev VPCs Route Table - | Sl ‘ _: ® ‘
Routes: = Prod Dev = Prod Dev Dev Segment Route Table
VPC CIDR via Local * \/PC 1 VPC 1 4 " V¥ypci VPC 1
' Routes:
0/0 via Core Network ARN Dev VPC CIDRs via Dev VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs
Attachments

Core Network Attachment Tag: [GH Core Network Attachment Tag:

Key: domain J Key: domain
Value: Prod Value: Dev

0/0 via Inspection VPCs Attachments
(Static)

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



VPC-to-VPC inspection architecture

Inspection Segment 1 Route Table

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

Core Network Attachment Tag:
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. Key: domain "
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VPC A
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. : Key: domain ] ERgpn
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Prod and Dev VPC CIDR via
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Core Network Inspection Segment 2 Route Table
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Routes:
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Attachment

Prod Segment Route Table
S Packet Shared Inspection 2 Segment
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Inspection VPCs Route Table

Routes:
VPC CIDR via Local

0/0 via Internet Gateway
Prod and Dev VPC CIDR via
Core Network ARN

Core Network

Prod Segment Route Table

Routes:
Prod VPC CIDRs via Prod VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs
Attachments

0/0 via Inspection VPCs Attachments
(Static)

Core Network Attachment Tag:
Key: domain
Value: Shared Inspection 1

Core Network Attachment Tag:
Key: domain
Value: Shared Inspection 2

Shared Inspection 1 Segment

Shared Inspection 2 Segment

Prod Segment

Dev Segment

Prod and Dev VPCs Route Table

Routes: = Prod
VPC CIDR via Local ;VPC 1
0/0 via Core Network ARN

Core Network Attachment Tag:

Key: domain
Value: Prod
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Core Network Attachment Tag:
Key: domain
Value: Dev

Inspection Segment 1 Route Table

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

Region 1 Prod VPC CIDRs via Region 1 Prod
VPCs Attachments

Region 1 Dev VPC CIDRs via Region 1 Dev
VPCs Attachments

Region 2 VPC CIDRs via Region 2 Inspection
VPC Attachment (Static)

Inspection Segment 2 Route Table

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

Region 2 Prod VPC CIDRs via Region 2 Prod
VPCs Attachments

Region 2 Dev VPC CIDRs via Region 2 Dev
VPCs Attachments

Region 1 VPC CIDRs via Region 1 Inspection
VPC Attachment (Static)

Dev Segment Route Table

Routes:
Dev VPC CIDRs via Dev VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs
Attachments

0/0 via Inspection VPCs Attachments
(Static)
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Inspection VPCs Route Table

Routes:
VPC CIDR via Local

0/0 via Internet Gateway
Prod and Dev VPC CIDR via
Core Network ARN

Core Network

Prod Segment Route Table

Routes:
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Inspection VPC CIDRs via Inspection VPCs
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0/0 via Inspection VPCs Attachments
(Static)

Core Network Attachment Tag:
Key: domain
Value: Shared Inspection 1

Core Network Attachment Tag:
Key: domain
Value: Shared Inspection 2

Shared Inspection 1 Segment

Shared Inspection 2 Segment

Prod Segment

Dev Segment

Prod and Dev VPCs Route Table

Routes: = Prod
VPC CIDR via Local ;VPC 1
0/0 via Core Network ARN

Core Network Attachment Tag:

Key: domain
Value: Prod
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Core Network Attachment Tag:
Key: domain
Value: Dev

Inspection Segment 1 Route Table

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

Region 1 Prod VPC CIDRs via Region 1 Prod
VPCs Attachments

Region 1 Dev VPC CIDRs via Region 1 Dev
VPCs Attachments

Region 2 VPC CIDRs via Region 2 Inspection
VPC Attachment (Static)

Inspection Segment 2 Route Table

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

Region 2 Prod VPC CIDRs via Region 2 Prod
VPCs Attachments

Region 2 Dev VPC CIDRs via Region 2 Dev
VPCs Attachments

Region 1 VPC CIDRs via Region 1 Inspection
VPC Attachment (Static)

Dev Segment Route Table

Routes:
Dev VPC CIDRs via Dev VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs
Attachments

0/0 via Inspection VPCs Attachments
(Static)
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Inspection Segment 1 Route Table

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

Core Network Attachment Tag:

Region 1 Prod VPC CIDRs via Region 1 Prod

. Key: domain "
Inspection VPCs Route Table Value: Sh;/red Inspection 1 Inspection VPCs Attachments
VPC A
Route_s: _" "‘ Region 1 Dev VPC CIDRs via Region 1 Dev
VPC CIDR via Local Core Network Attachment Tag: | . = VPCs Attachments
. : Key: domain ] ERgpn
0/0 via Internet Gateway Value: Shgred Inspection 2 e Region 2 VPC CIDRs via Region 2 Inspection
VPC Attachment (Static)

Prod and Dev VPC CIDR via
Core Network ARN

Core Network Inspection Segment 2 Route Table
Shared Inspection 1 Segment
Routes:

Inspection VPC CIDRs via Inspection VPCs

Attachment

Prod Segment Route Table
S Shared Inspection 2 Segment

Prod VPC CIDRs via Prod VPCs Attachments Region 2 Prod VPC CIDRs via Region 2 Prod

VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs Prod Segment Packet
Attachments (0 \'] 3

Region 2 Dev VPC CIDRs via Region 2 Dev

. . VPCs Attachments
0/0 via Inspection VPCs Attachments Dev Segment

(Static) Region 1 VPC CIDRs via Region 1 Inspection

VPC Attachment (Static)

seseeeeee secesccsens ‘?.’..-l.. sesesesscses
Prod and Dev VPCs Route Table - | Sl ‘ _: ® ‘
Routes: = Prod Dev = Prod Dev Dev Segment Route Table
VPC CIDR via Local * \/PC 1 VPC 1 4 " V¥ypci VPC 1
' Routes:
0/0 via Core Network ARN Dev VPC CIDRs via Dev VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs
Attachments

Core Network Attachment Tag: [GH Core Network Attachment Tag:

Key: domain J Key: domain
Value: Prod Value: Dev

0/0 via Inspection VPCs Attachments
(Static)
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Inspection Segment 1 Route Table

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

Core Network Attachment Tag:

Region 1 Prod VPC CIDRs via Region 1 Prod

. Key: domain "
Inspection VPCs Route Table Value: Sh;/red Inspection 1 Inspection VPCs Attachments
VPC A
Route_s: _" "‘ Region 1 Dev VPC CIDRs via Region 1 Dev
VPC CIDR via Local Core Network Attachment Tag: | . = VPCs Attachments
. : Key: domain ] ERgpn
0/0 via Internet Gateway Value: Shgred Inspection 2 e Region 2 VPC CIDRs via Region 2 Inspection
VPC Attachment (Static)

Prod and Dev VPC CIDR via
Core Network ARN

Core Network Inspection Segment 2 Route Table

Shared Inspection 1 Segment
Routes:

spection VPC CIDRs via Inspection VPCs

Attachment

Prod Segment Route Table
S Shared Inspection 2 Segment

Prod VPC CIDRs via Prod VPCs Attachments Region 2 Prod VPC CIDRs via Region 2 Prod

VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs Prod Segment Packet
Attachments (0 \'] 3

Region 2 Dev VPC CIDRs via Region 2 Dev

. . VPCs Attachments
0/0 via Inspection VPCs Attachments Dev Segment

(Static) Region 1 VPC CIDRs via Region 1 Inspection

VPC Attachment (Static)

seseeeeee secesccsens ‘?.’..-l.. sesesesscses
Prod and Dev VPCs Route Table - | Sl ‘ _: ® ‘
Routes: = Prod Dev = Prod Dev Dev Segment Route Table
VPC CIDR via Local * \/PC 1 VPC 1 4 " V¥ypci VPC 1
' Routes:
0/0 via Core Network ARN Dev VPC CIDRs via Dev VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs
Attachments

Core Network Attachment Tag: [GH Core Network Attachment Tag:

Key: domain J Key: domain
Value: Prod Value: Dev

0/0 via Inspection VPCs Attachments
(Static)
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Inspection Segment 1 Route Table

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

Core Network Attachment Tag:

Region 1 Prod VPC CIDRs via Region 1 Prod

. Key: domain "
Inspection VPCs Route Table Value: Sh;/red Inspection 1 Inspection VPCs Attachments
VPC A
Route_s: _" "‘ Region 1 Dev VPC CIDRs via Region 1 Dev
VPC CIDR via Local Core Network Attachment Tag: | . = VPCs Attachments
. : Key: domain ] ERgpn
0/0 via Internet Gateway Value: Shgred Inspection 2 e Region 2 VPC CIDRs via Region 2 Inspection
VPC Attachment (Static)

Prod and Dev VPC CIDR via
Core Network ARN

Core Network Inspection Segment 2 Route Table
Shared Inspection 1 Segment
Routes:

Inspection VPC CIDRs via Inspection VPCs

Attachment

Prod Segment Route Table

Routes: Shared Inspection 2 Segment

Prod VPC CIDRs via Prod VPCs Attachments Region 2 Prod VPC CIDRs via Region 2 Prod

" . . VPCs Attachments
Inspection VPC CIDRs via Inspection VPCs Prod Segment

Attachments Region 2 Dev VPC CIDRs via Region 2 Dev

. . VPCs Attachments
0/0 via Inspection VPCs Attachments Dev Segment

(Static) Region 1 VPC CIDRs via Region 1 Inspection

VPC Attachment (Static)

Prod and Dev VPCs Route Table

Routes: Dev Segment Route Table

VPC CIDR via Local

Routes:
Dev VPC CIDRs via Dev VPCs Attachments

0/0 via Core Network ARN

Core Network Attachment Tag: Core Network Attachment Tag: Inspection VPC CIDRs via Inspection VPCs

Key: domain ] Key: domain Attachments

Value: Prod .
Wallies iy 0/0 via Inspection VPCs Attachments

(Static)
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Prod Segment Route Table

Routes:
Prod VPC CIDRs via Prod VPCs Attachments

Core Network Attachment Tag:

Inspection VPC CIDRs via Inspection VPCs
Attachments

Inspection VPCs Route Table

Core Network Attachment Tag Key: domain
I WOri o [’ ) ¢
Key: domain {{é‘? Global Network Value Prod

Route_s: Value: Prod
VPC CIDR via Local 5

0/0 via Inspection VPCs Attachments
(Static)

Core Network

0/0 via Internet Gateway
Prod Segment

Inspection Segment Route Table

Prod and Dev VPC CIDR via
Core Network ARN

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

Shared Inspection Segment

Inspection

Inspestiem == "
z¥ . VPC B

YPLCA 23

"aapx

Prod and Dev VPCs Route Table

Prod VPC CIDRs via Prod VPCs Attachments
Routes:
VPC CIDR via Local

Hybrid Segment

On-premises CIDRs via Transit Gateway
Attachments

Core Network Attachment Tag: Core Network Attachment Tag:
Key: Env Key: Env .
Value: Shared Inspection Value: Shared Inspection
Core Network
Attachment Tag:
Key: domain
Value: Hybrid

0/0 via Core Network ARN

Hybrid Segment Route Table

Routes:

Transit Gateway Route Tables Prod VPC CIDRs via Prod VPCs Attachments

Routes:

VPC CIDR via Local Inspection VPC CIDRs via Inspection VPCs

Attachments
0/0 via Core Network ARN

0/0 via Inspection VPCs Attachments
(Static)

AWS Direct Connect Location 1 AWS Direct Connect Location 2

Data Center 1 Data Center 2

i ESEEN

CX router Direct Connect Direct Connect gateway CX router Direct Connect
ERES router
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Inspection VPCs Route Table

Routes:
VPC CIDR via Local

0/0 via Internet Gateway

Prod and Dev VPC CIDR via
Core Network ARN

Prod and Dev VPCs Route Table

Routes:
VPC CIDR via Local

0/0 via Core Network ARN

Core Network Attachment Tag:
Key: domain
Value: Prod

INspeatiom » =
3 . Y
¥YPCA -

"aapx

Core Network Attachment Tag:
Key: Env
Value: Shared Inspection

Transit Gateway Route Tables

Routes:
VPC CIDR via Local

0/0 via Core Network ARN

Prod Segment

Shared Inspection Segment

Hybrid Segment

Core Network
Attachment Tag:
Key: domain
Value: Hybrid

Data Center 1

AWS Direct Connect Location 1

Core Network Attachment Tag:
Key: domain
Value: Prod

Inspection
VPCB

Core Network Attachment Tag:
Key: Env
Value: Shared Inspection

AWS Direct Connect Location 2

Prod Segment Route Table

Routes:
Prod VPC CIDRs via Prod VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs
Attachments

0/0 via Inspection VPCs Attachments
(Static)

Inspection Segment Route Table

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment
Prod VPC CIDRs via Prod VPCs Attachments

On-premises CIDRs via Transit Gateway
Attachments

Hybrid Segment Route Table

Routes:
Prod VPC CIDRs via Prod VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs
Attachments

0/0 via Inspection VPCs Attachments
(Static)

Data Center 2

S || P T

CX router Direct Connect

aws

S

router

Direct Connect gateway
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Prod Segment Route Table

Routes:
Prod VPC CIDRs via Prod VPCs Attachments

Core Network Attachment Tag:
. Key: domain
Core Network Attacljment Tag: Value: Prod
Key: domain
Route_s: Value: Prod
VPC CIDR via Local 5

Inspection VPC CIDRs via Inspection VPCs
Attachments

Inspection VPCs Route Table

0/0 via Inspection VPCs Attachments
(Static)

0/0 via Internet Gateway
Prod Segment

Inspection Segment Route Table

Prod and Dev VPC CIDR via
Core Network ARN

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

Shared Inspection Segment -
Inspection

Prod and Dev VPCs Route Table VPC B

Prod VPC CIDRs via Prod VPCs Attachments

Routes: Hybrid Segment
VPC CIDR via Local

On-premises CIDRs via Transit Gateway
Attachments

Core Network Attachment Tag: Core Network Attachment Tag:
Key: Env Key: Env .
Value: Shared Inspection Value: Shared Inspection
Core Network
Attachment Tag:
Key: domain
Value: Hybrid

0/0 via Core Network ARN

Hybrid Segment Route Table

Routes:

Transit Gateway Route Tables Prod VPC CIDRs via Prod VPCs Attachments

Routes:

VPC CIDR via Local Inspection VPC CIDRs via Inspection VPCs

Attachments
0/0 via Core Network ARN

0/0 via Inspection VPCs Attachments
(Static)

AWS Direct Connect Location 1 AWS Direct Connect Location 2

Data Center 1 Data Center 2

i ESEEN

CX router Direct Connect Direct Connect gateway CX router Direct Connect
ERES router
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Inspection VPCs Route Table

Routes:
VPC CIDR via Local

0/0 via Internet Gateway

Prod and Dev VPC CIDR via
Core Network ARN

Prod and Dev VPCs Route Table

Routes:
VPC CIDR via Local

0/0 via Core Network ARN

Core Network Attachment Tag:
Key: domain
Value: Prod

Ingpeetion 'g'
¥YPLC A -

"aapx

Core Network Attachment Tag:
Key: Env
Value: Shared Inspection

Transit Gateway Route Tables

Routes:
VPC CIDR via Local

0/0 via Core Network ARN

A\

Packet

Data Center 1

AWS Direct Connect Location 1

Prod Segment

Shared Inspection Segment

Hybrid Segment

Core Network
Attachment Tag:
Key: domain
Value: Hybrid

Core Network Attachment Tag:
Key: domain
Value: Prod

Inspection
VPCB

Core Network Attachment Tag:
Key: Env
Value: Shared Inspection

AWS Direct Connect Location 2

Prod Segment Route Table

Routes:
Prod VPC CIDRs via Prod VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs
Attachments

0/0 via Inspection VPCs Attachments
(Static)

Inspection Segment Route Table

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment
Prod VPC CIDRs via Prod VPCs Attachments

On-premises CIDRs via Transit Gateway
Attachments

Hybrid Segment Route Table

Routes:
Prod VPC CIDRs via Prod VPCs Attachments

Inspection VPC CIDRs via Inspection VPCs
Attachments

0/0 via Inspection VPCs Attachments
(Static)

Data Center 2

S || P T

CX router Direct Connect

aws

S

router
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Prod Segment Route Table
Inspection VPCs Route Table

Core Network Attachment Tag:
Routes:

Core Network Attachment Tag:
Key: domain ‘
Value: Prod
VPC CIDR via Local 5

Key: domain
Value: Prod

Routes:
Prod VPC CIDRs via Prod VPCs Attachments

0/0 via Internet Gateway

Inspection VPC CIDRs via Inspection VPCs

Attachments
Prod and Dev VPC CIDR via

Core Network ARN

0/0 via Inspection VPCs Attachments
(Static)

Prod Segment

Prod and Dev VPCs Route Table
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Inspection Segment Route Table

Shared Inspection Segment
Routes:

VPC CIDR via Local

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

: Inspection
VPCB
Hybrid Segment

0/0 via Core Network ARN

Core Network Attachment Tag:
Key: Env
Value: Shared Inspection

Prod VPC CIDRs via Prod VPCs Attachments

On-premises CIDRs via Transit Gateway
Core Network Attachment Tag: AGEEIEES
Key: Env
Core Network

Value: Shared Inspection
Attachment Tag:

Key: domain

Value: Hybrid

Transit Gateway Route Tables

Routes:

Hybrid Segment Route Table
VPC CIDR via Local

Routes:
Transit Ga

Prod VPC CIDRs via Prod VPCs Attachments
0/0 via Core Network ARN

Inspection VPC CIDRs via Inspection VPCs
Attachments
Data Center 1

AWS Direct Connect Location 1

192.168.1.0/24 E
<l an lﬁ EEm
CX router Direct Connect

Data Center 2
@ % ) 192.168.1.0/24
Direct Connect gateway
router
adws

CX router Direct Connect
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Prod Segment Route Table
Inspection VPCs Route Table

Core Network Attachment Tag:
Routes:

Core Network Attachment Tag:
Key: domain ‘
Value: Prod
VPC CIDR via Local 5

Key: domain
Value: Prod

Routes:
Prod VPC CIDRs via Prod VPCs Attachments

0/0 via Internet Gateway

Inspection VPC CIDRs via Inspection VPCs

Attachments
Prod and Dev VPC CIDR via

Core Network ARN

0/0 via Inspection VPCs Attachments
(Static)

Prod Segment

Prod and Dev VPCs Route Table
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Inspection Segment Route Table

Shared Inspection Segment
Routes:

VPC CIDR via Local

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

: Inspection
VPCB
Hybrid Segment

0/0 via Core Network ARN

Core Network Attachment Tag:
Key: Env
Value: Shared Inspection

Prod VPC CIDRs via Prod VPCs Attachments

On-premises CIDRs via Transit Gateway
Core Network Attachment Tag: AGEEIEES
Key: Env
Core Network

Value: Shared Inspection
Attachment Tag:

Key: domain

Value: Hybrid

Transit Gateway Route Tables

Routes:

Hybrid Segment Route Table
VPC CIDR via Local

Routes:

Prod VPC CIDRs via Prod VPCs Attachments
0/0 via Core Network ARN

Inspection VPC CIDRs via Inspection VPCs
Attachments
Data Center 1

AWS Direct Connect Location 1

192.168.1.0/24 E
<l an lﬁ EEm
CX router Direct Connect

Data Center 2
@ % ) 192.168.1.0/24
Direct Connect gateway
router
adws

CX router Direct Connect
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Prod Segment Route Table
Inspection VPCs Route Table

Core Network Attachment Tag:
Routes:

Core Network Attachment Tag:
Key: domain ‘
Value: Prod
VPC CIDR via Local 5

Key: domain
Value: Prod

Routes:
Prod VPC CIDRs via Prod VPCs Attachments

0/0 via Internet Gateway

Inspection VPC CIDRs via Inspection VPCs

Attachments
Prod and Dev VPC CIDR via

Core Network ARN

0/0 via Inspection VPCs Attachments
(Static)

Prod Segment

Prod and Dev VPCs Route Table
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Inspection Segment Route Table

Shared Inspection Segment
Routes:

VPC CIDR via Local

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

: Inspection
VPCB
Hybrid Segment

0/0 via Core Network ARN

Core Network Attachment Tag:
Key: Env
Value: Shared Inspection

Prod VPC CIDRs via Prod VPCs Attachments

On-premises CIDRs via Transit Gateway
Core Network Attachment Tag: AGEEIEES
Key: Env
Core Network

Value: Shared Inspection
Attachment Tag:

Key: domain

Value: Hybrid

Transit Gateway Route Tables

Routes:

Hybrid Segment Route Table
VPC CIDR via Local

Routes:

Prod VPC CIDRs via Prod VPCs Attachments
0/0 via Core Network ARN

Inspection VPC CIDRs via Inspection VPCs
Attachments
Data Center 1

AWS Direct Connect Location 1

0/0 via Inspection VPCs Attachments
(Static)

AWS Direct Connect Location 2

192.168.1.0/24 E
<l n anamuuuuuEl
CX router

Data Center 2
@ % ) 192.168.1.0/24
Direct Connect gateway
router
adws

CX router Direct Connect
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Prod Segment Route Table
Inspection VPCs Route Table

Core Network Attachment Tag:
Routes:

Core Network Attachment Tag:
Key: domain ‘
Value: Prod
VPC CIDR via Local 5

Key: domain
Value: Prod

Routes:
Prod VPC CIDRs via Prod VPCs Attachments

0/0 via Internet Gateway

Inspection VPC CIDRs via Inspection VPCs

Attachments
Prod and Dev VPC CIDR via

Core Network ARN

0/0 via Inspection VPCs Attachments
(Static)

Prod Segment

Prod and Dev VPCs Route Table
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Inspection Segment Route Table

Shared Inspection Segment
Routes:

VPC CIDR via Local

Routes:
Inspection VPC CIDRs via Inspection VPCs
Attachment

: Inspection
VPCB
Hybrid Segment

0/0 via Core Network ARN

Core Network Attachment Tag:
Key: Env
Value: Shared Inspection

Prod VPC CIDRs via Prod VPCs Attachments

On-premises CIDRs via Transit Gateway
Core Network Attachment Tag: AGEEIEES
Key: Env
Core Network

Value: Shared Inspection
Attachment Tag:

Key: domain

Value: Hybrid

Transit Gateway Route Tables

Routes:

Hybrid Segment Route Table
VPC CIDR via Local

Routes:

Prod VPC CIDRs via Prod VPCs Attachments
0/0 via Core Network ARN

Inspection VPC CIDRs via Inspection VPCs
Attachments
Data Center 1

AWS Direct Connect Location 1

CX router

0/0 via Inspection VPCs Attachments
(Static)

AWS Direct Connect Location 2

Data Center 2
@ é i % ) 192.168.1.0/24
Direct Connect Direct Connect gateway
router
aws

CX router Direct Connect
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East-west scenario
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1 | | 1 i 1 Destination Target
! 1 1 ! 1l 1
1 | 1 N " 10.11.0.0/16 local
" Instance 1 : Instance 2 ! | . Instance 4 |
1 1 : 1 11 | 0.0.0.0/0 Core Network ARN
(8] CWAN Subnet 1 : CWAN Subnet 2 I 10 {57 CWAN Subnet 2 :
‘ 10.100/28 ...} 10.1.0.16/28 : I 1w 1011076/28
1 - I '
1 ! Ll [
| " .
! 1
T

Production Segment Route Table
CIDR Destination
0.0.0.0/0 B Inspection VPC A Attachment

100.64.1.0/24 Inspection VPC A Attachment

Production Segment (isolated)

Inspection Segment 1 (shared) ‘I/\"l'l

Development Segment

Route Type

Development Segment Route Table

STATIC

PROPAGATED

CIDR Destination Route Type
0.0.0.0/0 G Inspection VPC A Attachment STATIC
100.64.1.0/24 T Inspection VPC A Attachment PROPAGATED

1

B Mapped to Prod VPC 1

and Prod VPC 2

E Mapped to Inspection

VPCA

-
|_| (G) Mapped to Dev VPC 1

“Shared Inspection Segment 1 Route Table

Destination
Prod VPC 1 Attachment

Prod VPC 2 Attachment

E

10.11.0.0/16 Dev VPC 1 Attachment

100.64.1.0/24 Inspection VPC A Attachment

Route Type
PROPAGATED
PROPAGATED
PROPAGATED

PROPAGATED

0 Segment Sharing

o 6o

Packet Flow

CNE - VPC
Attachment



App Subnet Route Table

Destination Target

10.1.0.0/16 local

(o XoXoXoY/o] Core Network ARN

Destination Target

10.1.0.0/16 local

CWAN Subnet Route Table

Availability Zone 2

§) App Subnet 2
10.1.2.0/24

(5] CWAN Subnet 2
V=" 10.1.0.16/28

1
1
|
|
|
1
1
|
Instance 2 !
|
|
1
1
|
|
|
1

CWAIPENI 2

E Dev VPC 1: 10.11.0.0/16

Shared Inspection Segment 1 Route Table

CIDR

Destination

172.20.0.0/16 E Inspection VPC B Attachment S

10.1.0.0/16
1 .0/16
10.11.0.0/16

100.64.1.0/24

CWAN Subnet 1 Route Table

Destination Target

100.64.1.0/24 local

[sXeXeXo/o} Firewall Endpoint 1

CWAN Subnet 2 Route Table

Destination Target

100.64.1.0/24 local

0.0.0.0/0 Firewall Endpoint 2

Firewall Subnet Route Table

Destination Target

100.64.1.0/24 local

Prod VPC 1 Attachment
Prod VPC 2 Attachment
Dev VPC 3 Attachment

Inspection VPC A Attachment

Availab{jy Zene 1

Route Type

PROPAGATED
PROPAGATED
PROPAGATED

PROPAGATED

TATIC

E Prod VPC 2: 10.2.0.0/16

Global Nejtwork

Core Network

E'.....................................‘.E

D) CNET

Inspectiog VPCA: 100.64.

5] CWAN fSuI: net 1
100,64.19/;

CWAN ENI 1
1 Firewall Subnet 1

100:64.1,32/28

()| CWAN Subnet 2
100.64.1.16/28

CWAN ENI 2

Firewall Subnet 2
100.64.1.48/28

Firewall Endpoint 2

0.000/0 @§B) Core Network ARN

aws
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1

Inspection Segment1
(shared)
Mapped to
Inspection VPC A

100.64.1.0/24

100.64.2.0/24

Production Segment Route Table
Destination

Inspection VPC A Attachment
Inspection VPC B Attachment

Inspection VPC A Attachment

Inspection VPC B Attachment

Production Segment (isolated)

B Mapped to Prod VPC 1,
Prod VPC 2 and Prod VPC 3

Development Segment
Mapped to Dev VPC 1

Packet Flow

0 Segment Sharing

CNE - VPC
Attachment

Route Type

STATIC

PROPAGATED

PROPAGATED

1

Inspection Segment 2
(shared)

G Mapped to
Inspection VPC B

CNE 2

H

Availability Zone 1

» 172.20.0.9/28

11 1
11 1
E Prod VPC 3: 172.20.0.0/16 ! : !
Il eennnernnrrnnnnnmnsnnnnnnny '
App Subnet 1 1 4App Subnet 2 1
¥:172.20.1.0/24 11 172.20.2.0/24 1. .
T LT TP PP TR : Destination Target
11 1
Instance 3 : : : 172.20.0.0/16 local
] | 0.0.0.0/0 Core Network ARN
11 1
11 1
|
1

|
|
1
|
|
|
|
; |(3) CWAN Subnet 1
1
|
|
|
|
|

Destination

CWAN Subnet Route Table

10.1

10.2.0.0/16

172.20.0.0/16

100.64.2.0/24

172.20.0.0/16

local

Shared Inspection Segment 2 Route Table

Destination
H Inspection VPC A Attachment
Inspection VPC A Attachment
1.0.0/16 Inspection VPC A Attachment
Prod VPC 3 Attachment

Inspection VPC B Attachment

CWAN Subnet 1 Route Table

Route Type
STATIC
STATIC
STATIC

PROPOGATED

PROPAGATED

: B Destination Target
Fecobpgooos NSt Poooc 5 100.64.2.0/24 local
Availability Zone 1 | Availability Zone 2 .. |
E Inspectign VPE B: 100.64.2.0/24 Lo I 0.0.00/0 Firewall Endpoint 1
....... grrerestunn Y :
| WAN Suhnet 1 11 /fg) CWAN Subnet 2 |
: 10(1.6‘4.2 0/28 : : ».10064216/28 : ..... CWAN Subnet 2 Route Table
- L ! Destination Target
: CWAN ENI 1 I : CWANENI 2 I
: T : 100.64.2.0/24 local
! Firewall Subnet1 | . Firewall Subnet2 | - -
| g 100.64.232/28 | 4 10064.248/28 | 0.000/0 Firewall Endpoint 2
| .." 11 1
15 1l 1 )
i Firewall Endpoint1 1 ! “Firewall Endpoint 2 | Firewall Subnet Route Table
1%, 11
1 [ — Destination Target
100.64.2.0/24 local
0.0.0.0/0 Core Network ARN




Availability Zone 2

(§) App Subnet 2

&

100.64.1.0/24
100.64.2.0/24

Core Nétwork

Inspection VPC A Attachment

Inspection VPC B Attachment

PROPAGATED

PROPAGATED

1
1
1
1
1
10.1.2.0/24 i 1 1722120/24 L. .
Destination Target | | g TTTgmoepmeeeeect™™ o o o000 oo 0 e egs nnnaa e 1 Destination Target
1
172.21.0.0/16 local
10.1.0.0/16 local eirea? : Instance 4 / ocal
(o XoXoXoY/o] Core Network ARN 1 0.0.0.0/0 Core Network ARN
. CWAN Subnet 2 : (5] CWAN Subnet 2
] 10.1.0.16/28 172.21.0.16/28
e bl
Destination Target CWAN ENI 2 CIDR Destination R [ RS CWANENIZ . Destination Target
0.0.0.0/0 Inspection VPC A Attachment STATIC L I !
10.1.00/16 T I S S ) S S OB e o hmadment STATIC e W———— S —— | 172.21.00/16 local

B )Mapped to Prod VPC 1, Prod VPC 2 _

CIDR Destination Route Type and Prod VPC 3 10.1.0.0/16 Inspection VPC A Attachment STATIC
172.200.0/16 Inspection VPC B Attachment STATIC 0000000000000 000 eeccccoee ». E 10.20.0/16 Inspection VPC A Attachment STATIC
172.21.0.0/16 e Inspection VPC B Attachment STATIC {} Inspection Segment‘l f\lnspection Segment 2 10.11.0.0/16 Inspection VPC A Attachment STATIC

10.1.00/16 Prod VPC 1 Attachment PROPAGATED (shared) S (shared) 172.2000/16 Prod VPC 3 Attachment PROPAGATED

10.2.0.0/16 Prod VPC 2 Attachment PROPAGATED E Mapped to ﬂ G Mapped to 172.21.0.0/16 m Dev VPC 3 Attachment PROPAGATED
10.11.00/16 Dev VPC 1 Attachment PROPOGATED Inspection VPC A 1’-‘ Inspection VPC 100.64.2.0/24 Inspection VPC B Attachment PROPAGATED
100.64.1.0/24 Inspection VPC A Attachment PROPAGATED

Development Segment
J ) Mapped to Dev VPC 1 and Dev VPC 3

Destination Target i Destination Target
100.64.1.0/24 local I | A stouty gkt fpckaky A ot e — 1 T \ 100.64.2.0/24 local
: | Availabijity Zene 1 y | Availability Zone 2 : ;  Availability Zoge 1 o i
v Firewall Endpoint 1 C@ | ! CIDR Destination Route Type &) 1 B 10064.20/24-" 1 0.000/0 Firewall Endpoint 1
i | " I SR SR A A I o AR WP DR e :
1 &) CWAR Subnet 1 1 &IE) CWAN Subnet 2 I . 1 [f8) CWAN Subiiet 1 11 CWAN Subnet 2
. [yl ST 0.0.0.0/0 Inspection VPC A Attachment STATIC v I
e R e L Z @ iy near meznzs 1 Boeriiee |
Destination Target : @ 1L ! 10.11.0.0/16 Dev VPC 1 Attachment PROPAGATED : 1L ! Destination Target
| CWAN ENI 1 ! : CWAN ENI 2 I : CWANENI 1 ! : CWANEN| 2 !
100.64.1.0/24 local | : | : 172.21.0.0.16 Dev VPC 3 Attachment PROPAGATED : : | : 100.64.2.0/24 local
| Firewall Subnet 1 | | Firewall Subnet2 | ! Firewall Subnet1 | . Firewall Subnet2 |
0.0.0.0/0 Firewall Endpoint 2 h 100,64.1,32/28 D 100.64.1.48/28 : 100.64.1.0/24 Inspection VPC A Attachment PROPAGATED I g 100.64.2.32/28 14 100.64.2.48/28 : 0.0.0.0/0 Firewall Endpoint 2
o ; R H
| @ ® : } : 100.64.2.0/24 Inspection VPC B Attachment PROPAGATED : :" : : H :
_ : Firewall Endpoint1 _.¢'!  Firewall Endpoint 2 1 v - I:  Firewall Endpoint 1 I 1 “Firewall Endpoint 2 1 _
........................................... 11 1 i i 1 11
Destination Target . L oo oS [ 1 1 - | L. Destination Target
o000 000
100.64.1.0/24 local _ 100.64.2.0/24 local
.@. CNE - VPC 0 Segment Sharing Packet Flow
3386 0 D) ce=2eagRARNon Web Services, Inc. or its affiliates. All rights reserved. Attachment 0.0.0.0/0 Core Network ARN




Hybrid scenario

aws © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
ST




(5] CWAN Subnet 2
10.1.0.16/28

Inspection VPC 1 Attachment
10.1.0.0/28 ... Ul :

1
| Availability Zone 1 : | Availability Zone 2 :
Prod VPC 1: 101.00/16 | : I Production Segment Route Table
1
App Subnet Route Table i8] App Subnet 1 11 App Subnet 2 : CIDR Destination Route Type
- “ 10.1.1.0/24 41V 10.1.2.0/24 I
Destination Target 1 11 | 0.0.0.0/0 Inspection VPC 1 Attachment STATIC

| 11 1

10.1.0.0/16 local : A nstance 1 : : Instance 2 | 10.1.0.0/16 Prod VPC 1 Attachment PROPAGATED
1

0.0.0.0/0 Core Network ARN

/ I' I@l CVW/AN Subnet 1 1! 1 100.64.1.0/24 PROPAGATED
1 1
1
1
1
1
1

CWAN Subnet Route Table
Destinati T t 7,:
estination arge &P Global Network
10.1.0.0/1 local
0.1.0.0/16 oca Core Network

Production Segment Mapped to Prod VPC 1

Shared Inspection Segment 1 Route Table Mapped to Inspection
Inspection Segment 1 (shared) o VPC 1 B

CIDR Destination Route Type

192.168.1.0/24 E Transit Gateway 1 Attachment PROPAGATED

10.1.0.0/16 Prod VPC 1 Attachment PROPAGATED

; Peered to Transit
Hybrid Segment 1 Gateway 1

100.64.1.0/24 Inspection VPC 1 Attachment PROPAGATED

Hybrid Route Table

0%"0 Destination Destination Route Type Destination Destination Route Type
CWAN Subnet 1 Route Table 192.168.1.0/24 DX Gateway Direct Connect 10.1.0.0/16 Inspection VPC 1 STATIC
= Attachment Gateway Attachment
Destination Target

10.1.0.0/16 Core Network Peering 100.64.1.0/24 Inspection VPC 1 PROPAGATED

100.2.0.0/16 local - : ' R AWS Transit Gateway 1 Attachment Attachment
0.0.0.0/0 Fil Il Endpoint 1 I Availopiliy Zone ] : Al 2 2 00.64.1.0/2. k 192.168.1.0/24 Ti it Gat 1 PROPAGATED

.0.0. irewall Endpoin f T a 100.64.1.0/24 Core Networ| Peerin .168.1. ransit Gatewa

P C@ Outboynd {nspectfbn VPC: 100.64.1.0/24; Attachment ° A':tachmenty

Firewall Subnet 1 Route Table

Bl cwaN Subnet?
10064.10/23

CWAN Subnet 2
100.644.16/28

Destination Target @ i i Data Center :
] @ Allowed Prefixes from AWS AWS Direct Connect Location [

10.200/16 local g 192.168.1.0/24 i
CWAN ENI 1 CWANENI 2 :

10.1.00/16 Core Network ARN 1.10.1.0.0./16 i
Firewall Subnet 1 Firewall Subnet 2 < I | !

100.64.1.32/28 100.64.1.48/28

I
T
1
I
I
I
I
1
1
1 Transit Gateway 1 G @
I
I
I
1
I
I
I
I

@ @ Transit
=Y = Direct Connect gateway VIE Direct Connect CX router Packet Fl
Firewall Endpoint 1 Firewall Endpoint 2 router acket Flow
e m e mm oo oooooooo 1 0 Segment Sharing

aws

CNE - VPC
S

Attachment
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Egress scenario
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i Availability Zone 1

Prod VPC 1: 10.1.0.0/16

W (8] App Subnet 1
10.1.1.0/24

§) App Subnet 2
v 10.1.2.0/24

0.0.0.0/0

B Outbound Inspection VPC A Attachment

1
1
|
|
|
Destination Target 1 1 :
I I |
10.1.00/16 local : Instance 1 : Instance 2 :
0.0.0.0/0 Core Network ARN 1 1
w8 CWAN Subnet 1 1w L8]] CWAN Subnet 2 : Production Segment Route Table
el 101.00/28 .- M7 101016/28 |
S — I ‘] “ ¥ : CIDR Destination Route Type

| 11 1

Destination Target 1 CWAﬁ ENI 1 1 | 10.1.0.0/16 Prod VPC 1 Attachment PROPAGATED
[ : [ !

10.1.0.0/16 local [ e S, | \ 10.2.0.0/16 Outbound Inspection VPC Attachment PROPAGATED

STATIC

Production Segment (isolated) Mapped to Prod VPC 1

. Mapped to Outbound
Inspection Segment 1 (shared .
P 9 ( ) Inspection VPC
CWAN Subnet 1 Route Table
Destination Target
100.2.0.0/16 local = :
I Availatfllity Zone 1 1
0.0.0.0/0 Firewall Endpoint 1 ‘ v

Outbound Inspectjon VPC : 10.2.0.0/16 & ) i
: .- H Shared Inspection Segment 1 Route Table

aws

Firewall Subnet Route Table

NAT GW Subnet Route Table

0.0.0.0/0 @

IGW

B CWAN Subnet 1
10.21.0/28

Firewall Endpoint 1

] CWAN Subnet 2

Firewat! Endpoint 2

0:-0

1

1

1

1

1

1

1

1

1

1

1 10.2.1.48/28 G

/m)

1

| ti%/—) 1
1

1

J

1

I

1

b

1

1

1

1

CIDR

Destination

Route Type

Destination Target 10.2.116/28 10.1.0.0/16 Prod VPC 1 Attachment PROPAGATED
10.2.0.0/16 local 10.2.0.0/16 Outbound Inspection VPC PROPAGATED
CWAN ENI1 CWAN ENI 2 Attachment
10.1.0.0/16 Core Network ARN
Firewall Subnet Firewall Subnet 2
0000/0 (B NAT GW 1 10.2.132/28 IGW

1
Destination Target :
{8), NAT GW Subnet {3) NATGW Subnet2 |

10.2.0.0/16 local 10.2.1.64/28 10.2.1.80/16 Packet Flow
1
10.1.0.0/16 Firewall Endpoint E ] :

¢ 1 @ G 1 q

@ NAT GW 1 NAT GW 2 I Segment Sharing

1

CNE - VPC

> Attachment



i i F Region 2
: i

1
y  Availability Zone 1 : : Availability Zone 2 : ! Availability Zone 1 : : Availability Zone 2 :
| App Subnet Route Table
Prod VPC 1: 10.1.0.0/16 ! | | Prod VPC 1: 10.3.0.0/16 : : :
I 1 Production St t Route Tabl S8
App Subnet Route Table W & App Subnet 1 I I'@, App Subnet 2 I (e AT SIS (P Lk I |§ App Subnet1 11 App Subnet 2 I Destination Target
10.1.1.0/24 ot 10.1.2.0/24 — 1 10.3.1.0/24 11 10.3.2.0/24 1
Destination - ] / . /. : CIDR Destination Route Type | " / ! 10.3.0.0/16 local
: 1! 1 10.1.0.0/16 Prod VPC Region 1 PROPAGATED - 11 1
.1.0. e 0.0.0.0/0 Core Network ARN
10.1.00/16 local : Instance 1 : : Instance 2 ! Attachment : Instance 1 : : Instance 2 : / " u
|
0.0.0.0/0 Core Network ARN .
4 w8 cwansubnet1 - S cwANsubnet2 ! 10.20.0/16 Outbound Inspection VPC PROPAGATED | & cwansuonet1 | cwansubnet2 | CWAN Subnet Route Table
" l 10,1,0.0/28_ ........... I|' 10.1.0.16/28 : Region 1 Attachment I 10.3.0.0/28 I 10.3.0.16/28 |
CWAN SubnetRoute Table [ IR Destination Target
: = “ r ! 103.00/16 Prod VPC Region 2 PROPAGATED : h ! g
Destination Target 1 CWAN ENIT 11 | Attachment 1 CWANENI 1 1 CWAI\?ENI 2 I 103.0.0/16 local
1 H ! | 3 1 g 11 H 1
- 10.4.0.016 Outbound Inspection VPC PROPAGATED +
.1.0. T . T T
10.1.0.0/16 local | T e e\~ Region2attachment [ IE e e e o e = ]

STATIC

0.0.0.0/0 Outbound Inspection VPC
Region 1 Attachment
Outbound Inspection VPC

Region 2 Attachment

Mapped to Prod
VPC1&2

Production Segment
(isolated)

Inspection Segment 1 Mapped to Outbound
CWAN Subnet 1 Route Table (shared) Inspection VPC 1&2 CWAN Subnet 1 Route Table
Destination Target Destination Target
10.2.0.0/16 local e o s o s e IrFP= = 10.4.0.0/16 local
1 | Availability Zone 2 1 Shared Inspection Segment 1 Route Table 1 1 Availability Zone 2 1
0.0.0.0/0 Firewall Endpoint 1 3 [ - H A : T 0.0.0.0/0 Firewall Endpoint 1
Outbc.ln? Inspection VPlC_: 10.2.0.0/16 : CIDR Destination Route Type C@ Outbound Inspection VPC : 10.4.0.0/16 |
: 11 8 1 11 1
Firewall Subnet Route Table : {2)| CWAN Subnet 1 1 : B cwan éubnet > 1 10.1.0.0/16 I Prod VPC Region 1 Attachment PROPAGATED : & Cvgg\l\i iug/r;eg. 1 : : ] CWAN Subnet 2 : Firewall Subnet Route Table
10.2,1.0/28 ! : ! i 10.4.1.16/28
Destination Target : £ 1 : 10.2.%16/28 1 10.2.0.0/16 OL'JthC.)Uﬂd-I Irft;)tec:on V:’C PROPAGATED : : : ./ : Destination Target
1 1 egion achmen
1 1 I 11 1
10.2.0.0/16 local ! ! CWAN ENI 1 10.4.00/16 local
I CWANENI 1 11 CWAN ENI 2 I 103.00/16 Prod VPC Region 2 Attachment |  PROPAGATED : 11 CWAN ENI 2 1
[ESoE Core Network ARN ! : : : 10.400/16 Outbound Inspection VPC PROPAGATED ! Firewall Subnet 1 1 Firewall Subnet 2 : e SelEDeT g ARY
Firewall Subnet Firewall Subnet 2 . Pl 1 iaetugl 1 Ry
0.0.0.0/0 ) NAT GW 1 : 10.2.132/28 : : 10.2.1.48/28 : Region 2 Attachment : 10.4.1.32/28 : : 10.4.1.48/28 : 0.0.0.0/0 NAT GW 1
- N N ! o 1 o
| @7 i ti%) I ! = 11 N I
| . . . . . 1
NAT GW Subnet Route Table 1 Firewall Endpoint 1 : " Firewall Endpoint 2 : i eo0c0o00e | Firewall Endpoint 1 1 Firewall Endpoint 2 | NAT GW Subnet Route Table
1 1 . I 1l 1
Destination Target | : I : Packet Flow I NATGW Subnet 1 ! B AT W Subnet2 ! Destination Target
i JBI0NAT GW subner1 | o [B)] NAT G SutsdE2 | 1 I e (R |
10.2.0.0/16 local I 10.2.1.64/28 G 10.21.80/16 .- I 4164/ 1 4.1.80/ - 10.4.0.0/16 local
1 1 A 1 11 1
10.1.0.0/16 Firewall Endpoint 1 @ Ll @ " 0 Segment Sharlng 1 ] 1 10.3.0.0/16 Firewall Endpoint
1 | [] G °l D | ' I NAT GW 2 : !
I NAT GW 1 11 NAT GW 2 1 1 11 |
0.0.0.0/0 @ 16W I L 1 .@. CNE - VPC I Ll i 0.0.0.0/0 IGW
I L e e o o ] g g - ]

Attachment




Ingress scenario
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Centralized

MULTIPLE CLOUD WAN SEGMENTS WITH A SEPARATE SECURITY SEGMENT

Firewall Subnet Route Table

Route Table Per AZ:

AZ1 Routes:
VPC CIDR via Local
10.0.0.0/8 Core Network

AZ2 Routes:

VPC CIDR via Local
10.0.0.0/8 Core Network

CNE Subnet Route Table

Route Table Per AZ:

AZ1 Routes:
VPC CIDR via Local

Public Subnet 2 via GWLBE 2

AZ2 Routes:
VPC CIDR via Local
Public Subnet 1 via GWLBE 1
Public Subnet 2 via GWLBE 2

Ble-rsivate Suhnet 1

CNE Subnet 1

"——___

Private-Subpet_ 2

Instance 1 i::_EA— S

Availability Zone 2 |
LCAL 1
INJYY I

____

Public Subnet Route Table

Route Table Per AZ:

AZ1 Routes:
VPC CIDR via Local
10.0.0.0/8 GWLBE 1

0.0.0.0/0 IGW

AZ2 Routes:
VPC CIDR via Local
10.0.0.0/8 GWLBE 2

0.0.0.0/0 IGW

o) T = ___ L4

NF—B B = i::} Instance 2

Rl

-

'I\h_r:: -“-ﬁ ﬁ\stanceI :

I
v\CNE Subnet 2

@ ’ ENE ENI 2

-

na
i

] Public Subnet 1 via GWLBE 1

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Sharedinspection Segment Routes

Routes:
* Inspection VPC CIDR Inspection
VPC Attachment
*  Prod VPC CIDRs via PROD VPC
attachments Core Network

SharedInspection Segment
"shared attachment”

Prod Segment
“ijsolate-attachment=true”

Prod Segment Routes

Routes:
* PROD VPC CIDRs via PROD VPC
attachments
» Inspection VPC CIDR Inspection VPC
Attachment

Prod VPCs Private Subnet Route Table

Routes:
VPC CIDR via Local
0.0.0.0/0 Core Network

Prod VPCs CNE Subnet Route Table

Routes:
VPC CIDR via Local




Centralized

MULTIPLE CLOUD WAN SEGMENTS WITH A SEPARATE SECURITY SEGMENT

Firewall Subnet Route Table

Route Table Per AZ:

A71 Routes: 1 R Availability Zone 2 Public Subnet Route Table .

LGIAL

VPC CIDR via Local ) — oW Route Table Per AZ: Sharedinspection Segment Routes
10.0.0.0/8 Core Network _

=

I i i o AZ1 Routes: _ Routes: '
AZ2 Routes: VPC CIDR via Local * Inspection VPC CIDR Inspection

VPC CIDR via Local B 10000/8 GWLBE 1 VPC Attachment

10.0.0.0/8 Core Network 0.0.0.0/0 IGW *  Prod VPC CIDRs via PROD VPC
attachments Core Network

AZ2 Routes:
CNE Subnet Route Table VPC CIDR via Local

10.0.0.0/8 GWLBE 2
GWLBE 2 .
Route Table Per AZ: 0.0.0.0/0 IGW Sharedinspection Segment

> CNE Subnet 2 "shared attachment”

i AZ1 Routes: 1
: VPC CIDR via Local : o CHEERNZ Prod Segment
i Public Subnet 1 via GWLBE 1 : “ijsolate-attachment=true”

Public Subnet 2 via GWLBE 2 g T T——

AZ2 Routes: | L S Prod Segment Routes

VPC CIDR via Local

Public Subnet 1 via GWLBE 1 B R TTTTTTTTTTS = Routes:
Public Subnet 2 via GWLBE 2 I * PROD VPC CIDRs via PROD VPC

attachments
» Inspection VPC CIDR Inspection VPC
Attachment

Ble-rsivate Suhnet 1

Instance 1 i::_EA— o

.._____

—_———

1:- _I;s,_ta;n-i:é 1 iu:}-‘z e N{:‘- ‘*g rnstanceI :

na
i

Prod VPCs Private Subnet Route Table
v\CNE Subnet 2

|

!

- I
-_.—CNEENU_ BN ‘@" ’ CNEENI 2

Routes:
VPC CIDR via Local
0.0.0.0/0 Core Network

—_—— —_

Prod VPCs CNE Subnet Route Table

Routes:
aws © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. VPC CIDR via Local



Centralized

MULTIPLE CLOUD WAN SEGMENTS WITH A SEPARATE SECURITY SEGMENT

Firewall Subnet Route Table

Route Table Per AZ:

AZ1 Routes:
VPC CIDR via Local
10.0.0.0/8 Core Network
AZ2 Routes:

VPC CIDR via Local
10.0.0.0/8 Core Network

CNE Subnet Route Table

Route Table Per AZ:

AZ1 Routes:
VPC CIDR via Local

Public Subnet 2 via GWLBE 2
AZ2 Routes:
VPC CIDR via Local

Public Subnet 1 via GWLBE 1
Public Subnet 2 via GWLBE 2

Ble-rsivate Suhnet 1

Instance 1 i::_EA— o

e

Availability Zone 2

|
1
LG 1
|

Public Subnet Route Table

ravy

____

|
: GWLBE 2
|

> CNE Subnet 2

“@" CNE ENI 2

Packet .
GWLBE 1 :
|
1

-l
|
|
|
|
|
|
:
: VPC CIDR via Local
|
|
|
|
|
|
|
|
|
1

Route Table Per AZ:

AZ1 Routes:
VPC CIDR via Local
10.0.0.0/8 GWLBE 1

0.0.0.0/0 IGW

AZ2 Routes:

10.0.0.0/8 GWLBE 2
0.0.0.0/0 IGW

Rl

=~
-
-
-

1:- _I;s,_ta;n-i:é 1 iu:}-‘z e N{:‘- ‘*g rnstanceI :

na
i

v\CNE Subnet 2

] Public Subnet 1 via GWLBE 1

I

|

I

CNEENI 1 f@f’ ’ “@ "fNEENLZ_ ,_""—.—CNEENIJ "@’ ’ GNEENIZ :

“T~t=-Lk___ T T==_ 1

: ----------- :‘|~~_ S :

________________________________ [ '_____________I___"________-__a;;:;h

| | 1 1 ===
S SmSSmsoses i i e e e e e e e e e e e e e e e i i i i [P e
®--L--c———-—— P U s e [ R U U d e e ==
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Sharedinspection Segment Routes

Routes:
* Inspection VPC CIDR Inspection
VPC Attachment
*  Prod VPC CIDRs via PROD VPC
attachments Core Network

SharedInspection Segment
"shared attachment”

Prod Segment
“ijsolate-attachment=true”

Prod Segment Routes

Routes:
* PROD VPC CIDRs via PROD VPC
attachments
» Inspection VPC CIDR Inspection VPC
Attachment

Prod VPCs Private Subnet Route Table

Routes:

VPC CIDR via Local
0.0.0.0/0 Core Network

Prod VPCs CNE Subnet Route Table

Routes:

VPC CIDR via Local




Centralized

MULTIPLE CLOUD WAN SEGMENTS WITH A SEPARATE SECURITY SEGMENT

Firewall Subnet Route Table

Route Table Per AZ:

AZ1 Routes: ' ELIE Availability Zone 2 :
VPC CIDR via Local — IGW :
10.0.0.0/8 Core Network

Public Subnet Route Table

Route Table Per AZ: SharedInspection Segment Routes

____

AZ1 Routes: . Routes: '
VPC CIDR via Local i Inspection VPC CIDR Inspection

10.0.0.0/8 GWLBE 1 VPC Attachment
0.0.0.0/0 IGW * Prod VPC CIDRs via PROD VPC

attachments Core Network

AZ2 Routes:
VPC CIDR via Local
10.0.0.0/8 Core Network

-

|

|

|

|

:

|

| AZ2 Routes:
CNE Subnet Route Table : VPC CIDR via Local

GWLBE 2 ] 10.0.0.0/8 GWLBE 2

: 0.0.0.0/0 IGW Sharedinspection Segment

: "shared attachment”

|

|

|

|

I

Route Table Per AZ:

CNE Subnet 2

AZ1 Routes:
VPC CIDR via Local “@" CNE ENI 2

: Prod Segment
! Public Subnet 1 via GWLBE 1

“isolate-attachment=true”

Public Subnet 2 via GWLBE 2

AZ2 Routes: | Prod Segment Routes

VPC CIDR via Local

Public Subnet 1 via GWLBE 1 B R TTTTTTTTTTS = Routes:
Public Subnet 2 via GWLBE 2 I * PROD VPC CIDRs via PROD VPC

attachments
» Inspection VPC CIDR Inspection VPC
Attachment

Ble-rsivate Suhnet 1

Instance 1 i::_EA— o

.._____

—_———

1:- _I;s,_ta;n-i:é 1 iu:}-‘z e N{:‘- ‘*g rnstanceI :

na
i

Prod VPCs Private Subnet Route Table
v\CNE Subnet 2

|

!

- I
-_.—CNEENU_ BN ‘@" ’ CNEENI 2

Routes:
VPC CIDR via Local
0.0.0.0/0 Core Network

—_—— —_

Prod VPCs CNE Subnet Route Table

Routes:
aws © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. VPC CIDR via Local



Centralized

MULTIPLE CLOUD WAN SEGMENTS WITH A SEPARATE SECURITY SEGMENT

Firewall Subnet Route Table

Route Table Per AZ:

AZ1 Routes:
VPC CIDR via Local
10.0.0.0/8 Core Network

AZ2 Routes:

VPC CIDR via Local
10.0.0.0/8 Core Network

CNE Subnet Route Table

Route Table Per AZ:

AZ1 Routes:
VPC CIDR via Local

Public Subnet 2 via GWLBE 2

AZ2 Routes:
VPC CIDR via Local
Public Subnet 1 via GWLBE 1
Public Subnet 2 via GWLBE 2

Ble-rsivate Suhnet 1

CNE Subnet 1

"——___

Private-Subpet_ 2

Instance 1 i::_EA— S

Availability Zone 2 |
LCAL 1
INJYY I

____

Public Subnet Route Table

Route Table Per AZ:

AZ1 Routes:
VPC CIDR via Local
10.0.0.0/8 GWLBE 1

0.0.0.0/0 IGW

AZ2 Routes:
VPC CIDR via Local
10.0.0.0/8 GWLBE 2

0.0.0.0/0 IGW

o) T = ___ L4

NF—B B = i::} Instance 2

Rl

-

'I\h_r:: -“-ﬁ ﬁ\stanceI :

I
v\CNE Subnet 2

@ ’ ENE ENI 2

-

na
i

] Public Subnet 1 via GWLBE 1

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Sharedinspection Segment Routes

Routes:
* Inspection VPC CIDR Inspection
VPC Attachment
*  Prod VPC CIDRs via PROD VPC
attachments Core Network

shar. Packet nsegment
"shared attachment”

Prod Segment
“ijsolate-attachment=true”

Prod Segment Routes

Routes:
* PROD VPC CIDRs via PROD VPC
attachments
» Inspection VPC CIDR Inspection VPC
Attachment

Prod VPCs Private Subnet Route Table

Routes:
VPC CIDR via Local
0.0.0.0/0 Core Network

Prod VPCs CNE Subnet Route Table

Routes:
VPC CIDR via Local




Centralized

MULTIPLE CLOUD WAN SEGMENTS WITH A SEPARATE SECURITY SEGMENT

Firewall Subnet Route Table

Route Table Per AZ:

AZ1 Routes:

VPC CIDR via Local
10.0.0.0/8 Core Network

AZ2 Routes:

VPC CIDR via Local
10.0.0.0/8 Core Network

CNE Subnet Route Table

Route Table Per AZ:

AZ1 Routes:
VPC CIDR via Local
Public Subnet 1 via GWLBE 1

>

“@" CNE ENI 2

|
1
LG 1
|

Availability Zone 2 Public Subnet Route Table

ravy

Route Table Per AZ:
= AZ1 Routes:
VPC CIDR via Local
10.0.0.0/8 GWLBE 1
0.0.0.0/0 IGW

-l

|

|

|

|

:

|

| AZ2 Routes:
: VPC CIDR via Local
|

|

|

|

|

|

|

|

|

1

GWLBE 2 10.0.0.0/8 GWLBE 2

0.0.0.0/0 IGW
CNE Subnet 2

Public Subnet 2 via GWLBE 2

AZ2 Routes:
VPC CIDR via Local
Public Subnet 1 via GWLBE 1
Public Subnet 2 via GWLBE 2

Ble-rsivate Suhnet 1

Instance 1 i::_EA— o

e

Rl

- 1- ——————— —-—=c_ |*'t'

: Instance 1 iu:}-‘z 'I\h.L il ‘*g rnstanceI;'
|

v\CNE Subnet 2

"@" ’ ENE ENI 2

na
i

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Sharedinspection Segment Routes

Routes:
Inspection VPC CIDR Inspection
VPC Attachment
Prod VPC CIDRs via PROD VPC
attachments Core Network

SharedInspection Segment
"shared attachment”

Prod Segment
“ijsolate-attachment=true”

Prod Segment Routes

Routes:
* PROD VPC CIDRs via PROD VPC
attachments
» Inspection VPC CIDR Inspection VPC
Attachment

Prod VPCs Private Subnet Route Table

Routes:

VPC CIDR via Local
0.0.0.0/0 Core Network

Prod VPCs CNE Subnet Route Table

Routes:

VPC CIDR via Local




Centralized

MULTIPLE CLOUD WAN SEGMENTS WITH A SEPARATE SECURITY SEGMENT

Firewall Subnet Route Table

Route Table Per AZ:

AZ1 Routes:
VPC CIDR via Local
10.0.0.0/8 Core Network

AZ2 Routes:

VPC CIDR via Local
10.0.0.0/8 Core Network

CNE Subnet Route Table

Route Table Per AZ:

AZ1 Routes:
VPC CIDR via Local
Public Subnet 1 via GWLBE 1

Availability Zone 2

|
1
LG 1
|

ravy

Route Table Per AZ:
= AZ1 Routes:
VPC CIDR via Local
10.0.0.0/8 GWLBE 1
0.0.0.0/0 IGW

-l

|

|

|

|

:

|

| AZ2 Routes:
: VPC CIDR via Local
|

|

|

|

|

|

|

|

|

1

GWLBE 2 10.0.0.0/8 GWLBE 2

0.0.0.0/0 IGW
> CNE Subnet 2

|
i u@o CNE ENI 2
|
1

Public Subnet 2 via GWLBE 2

AZ2 Routes:
VPC CIDR via Local
Public Subnet 1 via GWLBE 1
Public Subnet 2 via GWLBE 2

Public Subnet Route Table

Rl

e 1' ——————— - : A |‘~1’
: Instance 1 iu:}-‘z 'I\h.L il ‘*g rnstanceI;'
v\CNE Subnet 2

|

!

- I
-_.—CNEENU_ BN ‘@" ’ CNEENI 2

———— --

na
i
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Sharedinspection Segment Routes

Routes:
* Inspection VPC CIDR Inspection
VPC Attachment
*  Prod VPC CIDRs via PROD VPC
attachments Core Network

SharedInspection Segment
"shared attachment”

Prod Segment
“ijsolate-attachment=true”

Prod Segment Routes

Routes:
* PROD VPC CIDRs via PROD VPC
attachments
» Inspection VPC CIDR Inspection VPC
Attachment

Prod VPCs Private Subnet Route Table
Routes:

VPC CIDR via Local
0.0.0.0/0 Core Network

Prod VPCs CNE Subnet Route Table

Routes:
VPC CIDR via Local



Centralized

MULTIPLE CLOUD WAN SEGMENTS WITH A SEPARATE SECURITY SEGMENT

Firewall Subnet Route Table

Route Table Per AZ:

AZ1 Routes:

VPC CIDR via Local
10.0.0.0/8 Core Network

AZ2 Routes:

VPC CIDR via Local
10.0.0.0/8 Core Network

CNE Subnet Route Table

Route Table Per AZ:

AZ1 Routes:
VPC CIDR via Local
Public Subnet 1 via GWLBE 1

Availability Zone 2 |
1
|

LGIAL
ravy

____

Public Subnet 2 via GWLBE 2

* 1

AZ2 Routes:
VPC CIDR via Local
Public Subnet 1 via GWLBE 1
Public Subnet 2 via GWLBE 2

[

“a
I.l..........

: Availability Zone 1

Public Subnet Route Table

Route Table Per AZ:

AZ1 Routes:
VPC CIDR via Local
10.0.0.0/8 GWLBE 1

0.0.0.0/0 IGW

AZ2 Routes:
VPC CIDR via Local
10.0.0.0/8 GWLBE 2

0.0.0.0/0 IGW

Availability Zone 2

Ly o s SRR § S 5 L

Sharedinspection Segment Routes

Routes:
Inspection VPC CIDR Inspection
VPC Attachment
Prod VPC CIDRs via PROD VPC
attachments Core Network

CharedInspection Segment

s . "shared attachment”
L.

I u

- Prod Segment

- “isolate-attachment=true”
L.

R 4

I

1

.’ Prod Segment Routes

Routes:
PROD VPC CIDRs via PROD VPC
attachments

-
-
-
-

-

_GJ____

Prod2 VPC: 10.2.0.0/1

Rl

=
-

-
—_-. “

———— - -

'I\h_r:: -“-ﬁ I-'nstanceI :

v\CNE Subnet 2

"@" ’ ENE ENI 2

~~-

I

na
i

.

Inspection VPC CIDR Inspection VPC
Attachment

amEEEEEEEER

Prod VPCs Private Subnet Route Table

Routes:
VPC CIDR via Local
0.0.0.0/0 Core Network
[ ]

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Prod VPCs CNE Subnet Route Table

Routes:

VPC CIDR via Local



AWS Cloud WAN
detailed pricing

aws
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Pricing constructs

*

AWS Tn;éﬁsit Gateway

.

‘ '
*

*

‘

.Q
L 4
M
L 4

< L4
Transit ‘e, SD-WAN ne'mgork Site-to-Site VPN
Gateway “*+,, attachment, cattachment |
peering T, . :

connection

a

SD-WAN

AWS Site-tg-Site VPN

9 @

aEENy,
" oy

...
L
L4

Core Network

”
‘

.

*

“
_.+**VPC attachment

Core Network Edge
(CNE)

https://aws.amazon.com/cloud-wan/pricing/

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

S

Four components

1. Core network edge,
hourly charge

2. Core network attachments,
hourly charge

3. Peering connection,
hourly charge

4. Data processing, per-
gigabyte charge


https://aws.amazon.com/cloud-wan/pricing/

AWS Cloud WAN - Data transfer same Region

§8l Region 1:us-east-1 | . . ~Instance 1 sending 1 gigabyte
' ' L i ' of data to Instance 3 and

@ivr»m Instance 3 responding back
: | with 1 gigabyte
$0'02I'G ‘ o Instance 2
| X ' Data processing: $0.04
i CN « VPC 1 owner charged
CENIT N 12 . i1 12 i $0.02/GB
T RS ' T A— * VPC 2 owner charged
........ .‘ ............................... . ' ------ 2 E $0.02/GB
$0.065/hr : 7 $0.065/hr
O@o ~ Hourly charges: $.63/hr
“Core Network Edge « VPC 1 owner charged
-{CNE | $0.065/hr

orod seament « VPC 2 owner charged
° $0.065/hr

. « AWS Cloud WAN owner
SO charged $0.50/hr

_______________________________________________________________________________________________________________________________________________________

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AWS Cloud WAN - Data transfer same Region cross AZ

T e — - RN | ~Instance 1 sending 1 gigabyte
| o AZ1 i AZ2  AZL i AZ2 ~ of data to Instance 3 and
[#Y vec 1 B i @ VPC2 1 i ~ Instance 3 responding back
| B f} ' .{:} ! i ~ with 1 gigabyte
$0.c12/?n2t aince 1 i e 2/ GInstance 3 stange 4 i : D $0 04
| | | ata processing: $0.
i c i « VPC 1 owner charged
e ez RN | s002/cB
SRR W SR—— XL ~+ VPC2 owner charged
) 5 OO S L AN A : ;
- e | $0.02/GB
$0.065/hr ' $0.065/hr ;
@ ~ Hourly charges: $.63/hr
Core Network Edge « VPC 1 owner charged
i ~ $0.065/hr

PR T— « VPC 2 owner charged
$0.065/hr

C K ,  AWS Cloud WAN owner
ore networ Charged $050/hr

_______________________________________________________________________________________________________________________________________________________

aws ) N ) No inter-AZ data transfer charges
© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

S



AWS Cloud WAN - Data transfer cross-Region

. Region 2: eu-west-2 . Instance 1 sending 1 gigabyte of data
. to Instance 3 and Instance 3
responding back with 1 gigabyte

Data processing: $0.04

« VPC 1 owner charged $0.02/GB

« VPC 2 owner charged $0.02/GB

* No data processing charge by
CNE 2

Instance 2

Hourly charges: $1.145
VPC 1 owner charged $0.065/hr
« VPC 2 owner charged $0.080/hr
* AWS Cloud WAN owner charged
$0.50/hr or each CNE (CNE 1 and

PR e

$0.50/hr D ns :
Core Network Edge $°‘°2/ GB Core Network Edge CNE 2)

(CNE 1) (CNE 2)

. Cross-Region data transfer: $0.04

Prod segment .+ VPC 1:$0.02/GB outbound inter-

' Region data transfer charges

« VPC 2: $0.02/GB outbound inter-
Region data transfer charges

Core network

________________________________________________________________________________________________________________________________________



AWS Cloud WAL\I — Data transfer to on premises

aws

. AWS DX locations |
On premises $0.02/GB $0.Q5/hr

— AN
=)F, - e — Infra segment

]
Direct Connecii
]
]
]
]
]
]
]

Transit

gateway Gateway

Prod segment
Instance 1 sending 1 gigabyte of data to
an on-premises resource

Data processing: $0.02
« VPC 1 owner charged $0.02/GB
* No data processing charge by Transit Gateway

Hourly charges: $0.73

« VPC 1 owner charged $0.065/hr

« AWS Cloud WAN owner charged $0.50/hr for CNE

+ AWS Cloud WAN owner charged $0.065 for peering connection

« Transit Gateway owner charged $0.05 for the peering connection

« AWS Direct Connect gateway owner charged $0.05 for the Direct Connect gateway
association/attachment

$0.02/GB'

Data transfer OUT: $0.02
+ Direct Connect gateway owner charged $0.02/GB outbound inter-Region data
transfer charges L L s T iaaaes D

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S




AWS Cloud WA — Data transfer from on premises

Region 1: us-east- 1

Core network

On premises

) AWS DX locations $0.02/GB $0.05/hr $0.05/hr

@ = Direct Connect (0X) ;I; _ g rT—g Infra segment
Direct Connect =mees °@° bzl
gateway Gatewa
y Core Net ork. Prod segment

On-premises resource sending 1 gigabyte of $0.50/hr ° ‘\
data to Instance 1

Data processing: $0.02
« AWS Direct Connect gateway owner charged $0.02/GB

* No data processing charge by CNE m VP'(..:."I

Hourly charges: $0.73 = =
VPC 1 owner charged $0.065/hr

CWAN

« AWS Cloud WAN owner charged $0.50/hr for CNE (I:EV,:I’:'\.?I ENI 2

« AWS Cloud WAN owner charged $0.065 for peering connection

+ Transit Gateway owner charged $0.05 for the peering connection

« Transit Gateway owner charged $0.05 for the Direct Connect gateway i::E i::E
association/attachment Instance 1 Instance 2

Data Transfer IN: $0.00
» There is no charge for data transfer IN

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



AWS Transit Gateway pricing

aws
2]




Transit Gateway pricing constructs

=Y vec

SD-WAN

‘Q

Dirgt‘t Connect
gateway

AWS Site-tg-Site VPN

|

L ]

L ]

L ]

L 4
o

aEENy,
" oy

@
e
®

. > G
Transit "+,  SD-WAN Network Site-to-Site VPN
Gateway ‘*.,, attachment, cattachment
peering "o, ", o o
connection

...
L
L4

Transit Gateway
1

https://aws.amazon.com/transit-gateway/pricing/

aws

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S

Two components

1. Transit Gateway,
attachment hourly charge

2. Data processing, per-
gigabyte charge


https://aws.amazon.com/transit-gateway/pricing/

Transit Gateway data transfer same Region

$0.02/GBN\
Insta

$0.05/hr $0.05/hr

Transit
Gateway

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S

Instance 1 sending 1 gigabyte

of data to Instance 3 and
Instance 3 responding back
with 1 gigabyte

Data processing: $0.04

« VPC 1 owner charged
$0.02/GB

« VPC 2 owner charged
$0.02/GB

Hourly charges: $.10/hr

« VPC 1 owner charged
$0.05/hr

« VPC 2 owner charged
$0.05/hr



Transit Gateway - Data transfer same Region cross-AZ

E Region 1 - Instance 1 sending 1 gigabyte
L e e ' B ' ~ of data to Instance 3 and
Instance 3 responding back
with 1 gigabyte

Data processing: $0.04
* VPC 1 owner charged

$0.02/GB
| — — -+ VPC 2 owner charged
RO/ ... i/ L $0.02/GB
ST $0.05/hr " Hourly charges: $.10/hr
~+ VPC 1 owner charged
$0.05/hr
- * VPC 2 owner charged
Transit $005/hl’
e GAteway ’
‘No inter AZ data transfer charges

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Transit Gateway — Data transfer cross-Region

Region 1

@ VPC 1
$0.02/G N

Insfance 1 Instance 2

= =

CWAN CWAN
i ENI 2

Region 2

[® vec2

i

Instance 4

1=

CWAN
ENI 2

: $0.02/GB
@ Transit Gateway

cross-Region
Transit Gateway peering
L

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S

$0.05/hr

Transit Gateway

p

Instance 1 sending 1 gigabyte
of data to Instance 3

Data processing

« VPC 1 owner charged
$0.02/GB

* No data processing charge
by Transit Gateway 2

Hourly charges

« VPC 1 owner charged
$0.05/hr

« VPC 2 owner charged
$0.05/hr

Cross-Region data transfer
« $0.02/GB outbound inter-
Region data transfer charges



Transit Gateway — Data transfer to on premises

5 AWS backbone

Region 1
i $0.05/hr
On premises | | AW> DX locations $0.05/hr  $0.02/GEBy—_ = vec1

= - {ﬁ\?) Direct Connect (DX) g ‘ E -@ ................................ SOOI - AT W I =
4 N CWAN
Direct Connect Transit 9‘2 ENI 2

gateway Gateway $0.02 JG
$0.02/GB {:E {:‘E
Instance 1 sending 1 gigabyte of data to Instance 1 Instance 2

an on-premises resource

Data processing: $0.02
« VPC 1 owner charged $0.02/GB

Hourly charges: $0.10

« VPC 1 owner charged $0.05/hr

« AWS Direct Connect gateway owner charged $0.05 for the Direct Connect gateway
association/attachment

Data transfer OUT: $0.02
« AWS Direct Connect gateway owner charged $0.02/GB outbound inter-Region data
transfer charges

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Transit Gateway - Data transfer from on premises

5 AWS backbone

Region 1
i $0.05/hr
On premises AWS DX locations $0{00/GB  $0.05/hr ‘ 0.C

§ - ?T? Direct Connect (DX) g%- ................................ .. ................... ]
= hd CWAN
Direct Connect Transit ENI 2

gateway Gateway
$0.02/GB {:E
Instance 1 Instance 2

On premises resource sending 1 gigabyte of
data to Instance 1

Data processing: $0.02

« AWS Direct Connect gateway owner charged $0.02/GB

Hourly charges: $0.10

« VPC 1 owner charged $0.05/hr

« AWS Direct Connect gateway owner charged $0.05 for the Direct Connect gateway
association/attachment

Data transfer IN: $0.00
* There is no charge for Data Transfer IN

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Network

aws © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Core network policy: Network configuration

Shared i

VPC1

I#Y Prod &Y Dev &Y Shared i i Y Prrod &Y Dev &Y Shared i i I#Y Prod &Y Dev
VPC 1 VPC 1 VPCT [ 1 VPC 1 VPC1 VPC1 | i ! VPC 1 VPC 1
&3l Global Network
__________________________ Pmmmmmmmmmmmmmmmmmmmmmm e mmmmmmmmmmmmmmmmmmmmmmpemmmmmmmmm e mmmmmmmn

__________________________________________________________________________________________________________________________________________

aws

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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"core-network-configuration”: {
"vpn-ecmp-support”: true,
"asn-ranges": [

"64512-65534"
I
"edge-locations"”: [
{

"location": "us-east-1"

J

"location": "us-west-2"

n, n

"location": "eu-west-1"



Core network policy: Network configuration

e "core-network-configuration”: {
E us-east-1 us-west-2 eu-west-1 "vpn-ecmp-support”: true,
e V?,'Eﬂ e+ [ e | R 2, | R ] R e VEF’:'”ZV1 oeal "asn-ranges": [

i | | "64512-65534"

.7/

i "edge-locations": [

{

Core Network BGP and monitoring

"location": "us-east-1"

J

S S {
"location”: "us-west-2"

n, n

"location": "eu-west-1"

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Core network policy: Segments

I#Y Prod Dev &Y Shared Y Prrod &Y Dev &Y Shared
\V/=Tel| VPC 1 VPC 1 VPC 1 VPC 1 VPC 1
() ® [ . (]

Core Network
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Production Segment
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Prod Dev (&Y Shared
VPC 1 VPC 1 VPC 1
v ]

"segments"; [
"name": "Production”,

“require-attachment-acceptance":
false,

y
{

“name": "Development’,
“require-attachment-acceptance": false

y

"name": "Shared Service",
“require-attachment-acceptance": false



Core network policy: Segments

us-east-1 us-west-2 eu-west-1
C\,\ Prod / i i 6\ PrOd : E
vPC1 | Pl VPC 1 .

Core Network

Production Segment

Shared Services Segment

Development Segment

§ CNE 2

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S

"segments": [
"name": "Production”,

“require-attachment-acceptance”:
false,

“jsolate-attachments”: true

4
{

“name": "Development’,
“require-attachment-acceptance": false

4

"name": "Shared Service"”,
“require-attachment-acceptance"; false



Core network policy: Segments

1 I 1 |
I 1 I 1 1
us-east-1 i us-west-2 i i eu-west-1
b b
1 ]
. i
&Y Prod i | N&N Prod 1 TR Prod
VPC1 |, il VPC 1 P VPC 1
- 1 T 1 ]
b 1L
. i
P! P!
. [
Pl P!
. [
Pl Pl
. [
L i

' Core Network

CNE 2

CNE 3
Production Segment
EU Production

Shared Services Segment

Development Segment

aWS © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S

"segments": [

{

"name": "Production”,
"require-attachment-acceptance": false,
“jsolate-attachments”: true

y

"name"; "Development”,
"require-attachment-acceptance": false

V2

"name": "Shared Service",
"require-attachment-acceptance": false

y

"name": "EU Production”,

"edge-locations": [
"eu-west-1"

7

"require-attachment-acceptance": false



Core network policy: Attachment policies

VPC owner ‘ AWS Cloud WAN owner
* Creates attachment request VPC tags are not * Policy maps tags to segments
» Tags the attachment request evaluated * Can also use metadata, e.g.: vpc-id
"attachment-policies": [
Core Network Core Network Core Network "rule-number": 100,
Attachment Tag: Attachment Tag: Attachment Tag: “conditions™ [
Key: Env " Key: Env K Key: Env {
Value: Prod Value: Prod Value: Prod
___________________________________________________________________________________________________________________ "type": "tag-value’,
Global Network . ”operator": ”equa[_g’;
Core Network "key”_- "Env”,
o@o "value”: "Prod"
CNE 2 }
Production Segment Mapped to Prod VPC1, 2 and 3 ]
/4
Shared Inspection Segment ”action & {
"association-method";: "constant”,
Development Segment ” . -
segment": "Prod



Making changes to AWS Cloud WAN
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1. Generate a policy



Making changes to AWS Cloud WAN

1. Generate a policy
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Core network policy
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Making changes to AWS Cloud WAN

1. Generate a policy 2. Change set
API
. 0—
Core network policy [2—
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Making changes to AWS Cloud WAN

1. Generate a policy 2. Change set
API
[ D_ [ [
Core network policy |2—| ——> Validation
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Making changes to AWS Cloud WAN

1. Generate a policy 2. Change set

API

Core network policy [2—| ——> Validation

- .

Change set generated

API AWS Regions

Core Network Edges
Attachments

+ / Segments
Move/add/change/delete
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Making changes to AWS Cloud WAN

1. Generate a policy 2. Change set 3. Execute policy

API

Core network policy [2—| ——> Validation
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Change set generated

API AWS Regions

Core Network Edges
Attachments
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Move/add/change/delete
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Making changes to AWS Cloud WAN

1. Generate a policy 2. Change set 3. Execute policy
API API
. D_ . ° u_ °
Core network policy |2—| ——> Validation o—| Execute policy

!

Change set generated

API AWS Regions

Core Network Edges
Attachments

+ / Segments
Move/add/change/delete

aws
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Making changes to AWS Cloud WAN
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1. Generate a policy

API
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Core network policy [2—| ——> Validation

!

Change set generated

3. Execute policy

API

o—| Execute policy

API
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Making changes to AWS Cloud WAN
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!

Change set generated
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Making changes to AWS Cloud WAN
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Making changes to AWS Cloud WAN
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Making changes to AWS Cloud WAN

1. Generate a policy

API

2. Change set

Core network policy [2—| ——> Validation

!

Change set generated

3. Execute policy

API
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API
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Making changes to AWS Cloud WAN

1. Generate a policy 2. Change set 3. Execute policy
API API
. D_ () ° u_ *
Core network policy |2—| ——> Validation o—| Execute policy

!

Change set generated

API AWS Regions

Core Network Edges
Attachments

+ / Segments
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Making changes to AWS Cloud WAN

1. Generate a policy 2. Change set 3. Execute policy
API API
. D_ () ° u_ *
Core network policy |2—| —> Validation o—| Execute policy

!

Change set generated
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