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• Service overview

• Amazon Security Lake architecture

• How to access your data

• Example use cases and queries
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What is Amazon Security Lake?
A U T O M A T I C A L L Y  C E N T R A L I Z E  S E C U R I T Y  D A T A  I N T O  A  P U R P O S E - B U I L T  D A T A L A K E  I N  A  F E W  S T E P S



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

How it works

Open cybersecurity schema 

framework

Amazon Security Lake

In
g

e
st

 a
n

d
 d

a
ta

 

n
o

rm
a

li
z
a

ti
o

n
Customer-owned,

managed data lake

S
u

b
sc

ri
b

e
r 

m
a

n
a

g
e

m
e

n
t

Retention, centralization

Amazon S3, AWS Lake 

Formation, AWS Glue, 

AWS Lambda . . .



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

How it works

Open cybersecurity schema 

framework

Amazon Security Lake
AWS logs sources and 

findings from over 50 

security solutions

In
g

e
st

 a
n

d
 d

a
ta

 

n
o

rm
a

li
z
a

ti
o

n
Customer-owned,

managed data lake

S
u

b
sc

ri
b

e
r 

m
a

n
a

g
e

m
e

n
t

AWS Partner 

enterprise security 

solutions
Retention, centralization

Your own data

Amazon S3, AWS Lake 

Formation, AWS Glue, 

AWS Lambda . . .



© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.

How it works
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Amazon Security Lake
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Amazon Security Lake
A C C E S S  T Y P E S

Data access

• Receive a stream of new object notification

• Direct access to Amazon S3 objects

• Security Lake manages the infrastructure and permissions

Query access

• Query data in place via Amazon Athena 

• Cross-account support via AWS Lake Formation

• No need to move data around
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Directly querying your data
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Architecture example – OpenSearch Service

Amazon OpenSearch Service SIEM solution 
(https://github.com/aws-samples/siem-on-amazon-opensearch-service)

https://github.com/aws-samples/siem-on-amazon-opensearch-service
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Thank you!
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Please complete 
the session survey 
in the mobile app

Mark Keating

markkeat@amazon.com 

linkedin.com/in/mkeat
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