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Unique domain names for lower environments
Problem Example

Unique Top level domains Wrap up what we learned
to the rescue

Benefits Bonus! — local development

Costs



What is a Domain Name?

example.com - Domain Name (root hostname)

com — Top-Level Domain (TLD)

example — Second-level Domain

example.com
N

second-level top-level
domain (SLD) domain (TLD)

https://en.wikipedia.org/wiki/Domain_name
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Problem
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Sub Domains for lower environments

« beta.example.com - BETA

« uat.example.com - UAT

« 241-staging.example.com - STAGING
« pr-334-dev.example.com - DEV

« ga.example.com - QA

« www.example.com - PRODUCTION

This only works for a monolithic app!



Production Sub Domains with environments

« dashboard.example.com - PRODUCTION
 uat-dashboard.example.com - UAT

» dev-dashboard.example.com - DEV
e pr-2324-dashboard.example.com - DEV PULL REQUEST

« ga-dashboard.example.com - QA

What's wrong with this?



Sub Domains introduce problems

« Session cookies that use the root hostname

« Environments sharing root hostname

« Hard to manage root hostname in multiple Accounts*

« 3rd Party services mixed in, Google Tag Manager, Analytics, etc..
« CORS rules are complicated

 Security concerns
« WHAT IF PROD FORMS SUBMIT TO THE QA ENVIRONMENT???

THERE IS A BETTER WAY!



Unique Top Level Domains (TLD)
to the rescue

aws
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Unique top-level domain for PRODUCTION

« WWw.example.com

« account.example.com
e api.example.com

« mail.example.com

anything.example.com is PRODUCTION



Unique top-level domain name for DEV

« www.example.dev

« account.example.dev
 api.example.dev

« mail.example.dev

anything.example.dev is DEV



Select TLD's for each environment

Root hostname for each environment:

« example.com - PRODUCTION

« example.dev - DEV
dle.biz - UAT

« example.net - QA
dle.be - BETA

e €XAIM

e €XAIM

If internal VPN, you can make up your own TLD .extension!



Benefits
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Benefits of using domain names
with unique TLD's

e
S
"

CloudFormation / DEV and QA Easy to maintain

CDK environments environments less lower environment

configured by root strict than data separate from
hostname UAT/PROD production
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Development
never found on
production
hostnames



You are a Super Hero!




Costs
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Costs for TLD's

.us - $15/year
.cc - $12/year

.net - $7
.org-9$"

biz - $

5/year
4/year
9/year

.ca-$13/year
bet - $24/year
Site - $25/year
io - $71/year

b zon Web Services, Inc. or its affiliates. All rights reserved

link - $5/year
be - $9/year
.de - $9/year
.name - $9/year

Route 53 TLD Registration Pricing



Internal VPC(C's?

.whatever F R E E ! ! !
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Example
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Example: Laravel / WordPress Site
www.painlessanalytics.com - PROD
www.painlessanalytics.dev - DEV

www.painlessanalytics.be - BETA



Example: React)S Dashboard
dashboard.painlessanalytics.com - PROD
dashboard.painlessanalytics.dev - DEV

dashboard.painlessanalytics.be - BETA



Example: Root Hostname SSL Cert

11 5 C:\projects> aws acm request-certificate --domain-name painlessanalytics.com
Create SSL Certificate S C:\orojects) ous acn requestcertificate ——donan-ane painlessanalytics

ative-names *.painlessanalytics.com

(environment specific) profile prod --region us-east-1

Go to Certificate Manager (ACM)
Create CNAME name records to validate certificate
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Example: Setup Parameter Store

Set SSL Cert
Parameter in
Systems Manager
Parameter Store
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/cloudfront/certs/painlessanalytics.dev/arn

Overview History Tags

Parameter details

MName

i

/cloudfront/certs/painlessanalytics.dev/arn

ARN

[ arn:aws:ssmius-east-2:000000000000:parameter/cloudfront/certs/painlessanalytics.dev/arn

—_

ype
String

Value

arn:aws:acm:us-east-1:000000000000:certificate /00000000-0000-0000-0000-000000000000



Example: Setup Parameter Store

/service/root/hostname

SEt I"OOt Overview History Tags
Parameter in

Parameter details

Systems Manager

Name

Parameter Store

Jservice/root/hostname

ARN

[ arn:aws:ssm:us-east-2:000000000000:parameter/servicefroot/hostname

Tier

—_

ype
String

Value

painlessanalytics.dev
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Example: CloudFormation using root hostname

Parameters:

G Et Pa ra m ete r fro m ServiceRootHostName:

ype: AWS::SSM::Parameter::Value<String>

Pa rameter Sto re Defau}-‘: .,n'ser'..:'lce,.f'r‘oot,-"'hos:ra_me

Description: "Root Hostname for

WwwCDN
Type: AWS::CloudFront::Distribution

Use pa ramEter to ['-_'].E-'i-l'lDrF'D_lli Retain
stributionConfig:

GEt the SSL Cert Enabled: true
74 DefaultRootObject: index.html
and set the

SN

ub "account.${ServiceRootHostName "
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Root hosthame CloudFormation Advantages

prefix.example.com

Account / Lower Hostname prefixes
Environment uses a remain consistent
unique root hostname

y s\

ER g

Parameter Store Wildcard SSL certs
utilization minimized Account specific
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Benefits

Simple to understand, Reproducible Accessible Publicly
document, and AWS CloudFormation (if notin a
standardize templates private VPN)
Private Network — make SES can remain in

" for
lower environments

up your own TLD's!
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Configuration Settings

Systems Manager
Parameter Store

.env & config files

Cl/CD pipelines
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Hide lower environments from public?

private network is
ideal but in some
cases not possible
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Block access,
allow if a cookie or
header matches a
condition



CloudFront Function: Allow Exceptions

udFront distro unles path in exception regex

://angelo.mand

const

const cookieValue d06d6-2e9e-4b5c-b716-22b6d199Fde2 " ;
const i dun ' // Exception regular
function handler(event) {

const regq = event.request;

& req.uri.match(exceptionRegex)

list, them through!

https://myapp.example.dev /version
https://myapp.example.dev /stripe

aws
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CloudFront Function: Open Sesame

]

/f Query string, we are looking for open=XXX

if( reg.querystring["open"] && reg.querystring["open”].value
var & = new Date();
e.setDate(e.getDate() + 1); // 1 day cookie
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[/ Let them pass, set the cookie
const resp = {
statusCode: 288,
statusDescription: 'Ok’,
cookies: {
"magic_cookie":
"wvalue" : cookieValue,
"attributes”: "Secure; HttpOnly; Expires=" + e.toUTCString()
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body: {
"encoding”: "text",
"data": "<!DOCTYPE html»<html><head»<titleslelcome! </titlex</head><body>»"+
"<prlielcome to the party! <a href=\""+ reqg.uri +"\">Continue</a></p></body></html>"
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retTurn resp,

L1

[aw I U T

https://myapp.example.dev/?open=sesame
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CloudFront Function: Close Sesame

// Allow then to de

“e; HttpOnly; Expires=Thu, ©1 Jan 1970 ©©:006:80 GMT"

EDdy:
"encoding”:
"data™: "<¢!
"¢p>Thanks

[N R N |
i ed

(NN
I

FeTuUrm

e L) |

https://myapp.example.dev/?close=sesame

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.
"



CloudFront Function: Block site if no cookie set

// If no cookie or the cookie is not the value we are looking for
if( !reqg.cookies["magic_cookie™] || req.cookies["magic_cookie”].value != cookisvalue ) {
{{ Access denied!
const resp = {
statusCoce: 583,
statusDescription: 'Service Unavailable',
body: {
encoding: "text”,
data: "<!DOCTYPE html><html><heads<titlesSorry!</title>"+
"<meta name=\"robots\" content=\"noindex, nofollow\"

L R Y T a LY

"¢/head><body><p>No soup for you!</p></body></html>"

1w
I

FEturn resp,

Let them have cake!!!
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Wrap up what we learned




Unique Domains for lower environments




Unique Domains for lower environments

« No more confusing sub domains
e.g. psycho-db-devbeta.example.com

« No more session / cookie collisions with prod and lower environments
« Secure lower environments with private networks

 Prevent access to lower environments with CloudFront functions

« SES Sandbox mode is a feature for non-prod environments

« laC / CloudFormation attributes use consistent prefixes

« Switching from one environment to the other is as easy as
replacing ".com" with ".dev" and hitting ENTER.
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Bonus! — local development




Use a TLD for local development!

With your favorite editor open your local hosts file

MacOS: /private/etc/hosts
Linux; /etc/hosts

Windows: C:\Windows\System32\drivers\etc\hosts
(run editor as administrator)

Tip: Check out Windows PowerToys' Hosts File Editor



411 on hosts file

Find your inner self, 127.0.0.1 of course!

|

wiww . painlessanalytics. local painlessanalytics.local
account.painlessanalytics.local
api.painlessanalytics.local
dashboard.painlessanalytics.local
dashboard-dev.painlessanalytics.local

|

)

1
1
1
1
1

Fod B Bed Pod o
|

|

# IPvb flavor

::1 www.painlessanalytics.local painlessanalytics.local
::1 account.painlessanalytics.local

::1 api.painlessanalytics.local

::1 dashboard.painlessanalytics.local

::1 dashboard-dev.painlessanalytics.local
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Use a real TLD for local development

Use case:
- Oauth2 (services like Google will not use .local hostnames)

emporary for testing Google oluth2

.8.8.1 account.painlessanalytics.net
.8.8.1 dashboard.painlessanalytics.net
.8.8.1 dashboard-dev.painlessanalytics.net
B8.8.1 api.painlessanalytics.net
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