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By 2026, one in every 3 applications will
have ML infused in it
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Amazon SageMaker
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Deploy model to serve inference

Amazon| SageMaker

@ Real-time synchronous response

@ Near real-time asynchronous response

' ' Container
= .

@ Offline batch inference
~ .

Model

Infrastructure
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Model deployment - How do you strike the
right balance?

Complexity

Model size
Payload size

Inference workflows

Performance I I Cost

S

Latency .
Throughput Model hostlng cost
Availability Operational overhead
Number of models to deploy and manage
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@ Complexity
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Deployment complexity

! Easily parallelize models across multiple GPUs to fit
models into the instance and achieve low latency

Deploy models on the most performant and cost-
effective GPU-based instances or on AWS Inferentia

Large ML models

with 100 billion + parameters

Leverage 500GB of Amazon EBS volume per endpoint
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Deployment complexity

SageMaker Async Inference

@ " Infrastructure
Input

- @) -l - “LF
@ EBS Volume
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queue I
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Cutput L

Large payloads or long
running inference

ML Instances
.|

—

SNS Notification
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Deployment complexity

SageMaker serial inference pipelines

Feature extraction Generate embedding | |nference Post processing

rl___l__' |__Jr__I |__J_/_I |__L__' 1
Inference workflows with pre- i @ i»i @ i»i @ E»E @ i
and post processing steps i T i i Tl i i T i i Tl E
[T | [ | e = == [T |
:Infrastructure I__L_|tl =] E
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a Performance
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Inference performance

ML-BASED APPLICATIONS HAVE DIVERSE AND STRINGENT PERFORMANCE REQUIREMENTS

-

8

ooo ﬁ

0 n

eS8 2JONN == i = X
Ad serving Personalized Fraud detection Object detection Document analysis
recommendations
\_ %
Latency Availability Throughput Scale

Ultra-low latency for
real-time interactions

dws
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Minimize downtime and
improve reliability
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Serve millions of
transactions per second

Thousands of models -
one per person



SageMaker for best inference performance

Under 5 ms for small payloads 1M+ transactions per second

70+ instances to fit performance requirements
Ability to co-locate endpoint with application

Built-in routing layer to distribute
your traffic and prevent overloading

SageMaker

Deploy thousands of models
Use multi-model endpoints

99.95% availability SLA

Automatically deploy across
multiple AZs

Routine health checks and
replacement of unhealthy instances
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SageMaker Inference Recommender

Create inference recommender job

Easily compare the performance of a model across various instance types such as CPU, GPU and Inferentia.
To get started, select a model, provide performance requirements such as latency and throughput, upload a
sample payload, and finally select and configure instance types for load testing. Learn More [

Get instance recommendation e —
in just a few clicks Sacod e

Instances for benchmarking

Select all instances and set environment variables for load testing.
Activity Metrics Inference Recommender Load test  Settings
P —— 4 Add instances to test

=X Price per hour &
Instance recommendations for getting started TR i e
Get initial instance recommendations that deliver the best price performance based on ~ M-géén&xarae 015 Env. variables
H e s payloads. Deploy to one of the recommended instance types or run a custom load test. ~ M.<5:9xarge s0.18 Env. variables
un extensive Load tests to optimize s o
EC2 Est. cost/hour Maximuminvocatior 1o £
cost, latency, and throughput
! d ml.gddn.8xlarge enac 1100 A2 E e Fennta Andnaine
Results  Details
ml.c5.9xlarge
ml.g4dn.2xlarge goals &
ml.cs.9xlarge Deployment goal importance SageMaker recommendation
Select the dropdowns below to adjust f
kit sl e ml.inf1.xlarge [ create endpoint |
. .
Cost
Deploy models with confidence
Moderate importance v 41z B
$0.19 /o
Latency Instance count
Moderate importance v $0.0022 /iererce 2
Throughput
Moderate importance v
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Cost

 Infrastructure costs
» Operations and maintenance costs
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Infrastructure cost

Inf1 2.3x throughput with 70% lower
cost compared to GPU instances

40% better price
1 : c7
Choose the right instances o performance over comparable current

generation x86-based instances

St Provision instances
J dynamically to meet traffic pattern;
auto scales in a few minutes

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
)



Deploy on SageMaker Serverless Inference

5

dws
~—

N

7

ECR image location

for inference code .
Serverless Inference endpoint

. . Sends Trigger from
Aﬂtogrqiltléaam/aszlsns e client application

compute resources

S3 location for , AWS services

, —
model artifacts Automatic scaling
based on demand ™\
Inference e
results (1o
Managed logging . @
and monitoring 1=4)
Choose a End user

—- L. memory Siz
/'R emory size
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SageMaker Multi-model endpoints

SageMaker MME
( L L T T } Dynamically load/
| I unload models
B <
erloy thous.ands of models to a T : . :
single endpoint R ! |
| |
) : Container ”ﬂ” : BBD BBBD
0 - R | | CTDDTE
o Save 90 (o of cost deploying | | e o
personalization models | |__l |
[ rl |
| |
LML Instances R Amazon S3
\_
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Cost of operations

SAGEMAKER HELPS ACHIEVE MLOPS EXCELLENCE

» SageMaker Pipelines to automate model workflow

. * Ready-to-use Cl/CD templates via SageMaker projects
Automation

« Catalog models and track metrics
« End-to-end lineage tracking

MLOps on

SageMa ker * No loss of availability during updates
s ° Blue/green deployment
guardrails » Canary and linear traffic shifting

Model

«  Measure model quality '\
* Online explainability
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Should | use Amazon SageMaker or
build my own deployment platform?
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Inference on Amazon SageMaker

Infrastructure management

Optimized ML framework containers,
compute instances, storage, network

Logging and metrics High availability

Multi-AZ provisioning, bad
instances replacement, auto
scaling, 99.95% SLA for real-time
inference

Host metrics (GPU, CPU, memory),
invocation metrics, error metrics

ML-specific capabilities Security and compliance

Model registry, model monitoring,

Security compliance validation,
explainability, lineage tracking

support for CMK and KMS,
authentication/authorization

Cost optimization tooling

Multi-model, multi-container
endpoints, serverless inference,
instance rightsizing, model
compilation
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Save costs by deploying on SageMaker

Infrastructure cost Operations cost

Amazon EKS or Amazon ECS
Infrastructure cost Operations cost Security and
compliance cost

« Computeinstances  Operating, managing, Security and compliance
e Storage and maintaining for ML features, encrypt
« Network infrastructure data and models, access

policies, track and trace
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Model deployment

Client application

Inference Inference
request result

Availability Availability
Zone 1 Zone 2

Automatic
scaling
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* Train models to predict house prices

One model per city

* Deploy the models behind a
multi-model endpoint
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Multi-model endpoint demo

Amazon S3
model storage

s3://bucket/your-endpoint-models/

Chicago_lL.tar.gz
Dallas_TX.tar.gz
Houston_TX.tar.gz

SanDiego_CA.tar.gz
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Multi-model endpoint demo

Amazon SageMaker
Multi-model endpoint

Amazon S3
model storage

s3://bucket/your-endpoint-models/ Mode: MultiModel

Artifact location:
s3://bucket/your-endpoint-models

Chicago_lIL.tar.gz

Dallas_TX.tar.gz

Chicago_IL.tar.gz Houston_TX.tar.gz
Houston_TX.tar.gz
SanDiego_CA.tar.gz Dallas_TX.tar.gz SanDiego_CA.tar.gz

dws
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Multi-model endpoint demo

Amazon SageMaker
Multi-model endpoint

Amazon S3
model storage

s3://bucket/your-endpoint-models/ Mode: MultiModel

chicado. ILtar o Artifact location: :__|| 00
go_i-targ s3://bucket/your-endpoint-models - OO

Dallas_TX.tar.gz

&&m =

([ | r—)
Chicago_IL.tar.gz Houston_TX.tar.gz i ‘ A ’
Houston_TX.tar.gz _ pred1Ct(f2:\é3g2é§ar-92 ,
SanDiego_CA.tar.gz Dallas_TX.tar.gz SanDiego_CA.tar.gz

dws
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() amazon-sagemaker-exampl * g AWS Management Console 1 CloudWatch Management Con X + iad

"] github.com/aws/amazon-sagemaker-examplesfblob/mainfadvanced_functionalityfmulti_model_xgboost_home_value/xgboost_multi_model_endpoint_home_value.ipynb & ) o L m f- (Li::'.w!-: -::I
|"'_; Reading List '_I AWN'S SEMVICES F_I Acoount I'_: TFC Iil firing "‘._| Selt __I Tols E SM SR |i| AlfML n T D G Quip - 5& Iil mparted From Fir RTM Dtk D 37) AlfML Org Pr -@ AW S Wisdom Sag
O Search or jump to... Pull requests Issues Marketplace Explore Q. + - l; -
Branch master was renamed to main. »
H aws [ amazon-sagemaker-examples Public © Watch 251 ~ %Y Fork 56k -~ iy Star 74k~

¢» Code (%) Issues 663 Il Pull requests 126 ) Discussions () Actions [ Projects O Security |~ Insights

1 main ~ amazon-sagemaker-examples /[ advanced_functionality / multi_model_xgboost_home_value / Go to file
xgboost_multi_model_endpoint_home_value.ipynb

haixiw update xgboost version to 1.5-1in notebooks (#3439) - X Latest commit 93163a8 on Jun 16 E‘}History
B3 8 contributors ::: @ @ ;’: ﬂ : “' -r

1597 lines (1597 sloc) 52.8 KB <> [ Raw Blame 2 =~ (@ ©

Amazon SageMaker Multi-Model Endpoints using XGBoost

With Amazon SageMaker multi-model endpoints, customers can create an endpoint that seamlessly hosts up to thousands of models. These endpoints are well
suited to use cases where any one of a large number of models, which can be served from a common inference container to save inference costs, needs to be
invokable on-demand and where it is acceptable for infrequently invoked models to incur some additional latency. For applications which require consistently low



AT&T Cybersecurity

Unified Security Management

USM Anywhere centralizes security monitoring of networks
and devices in the cloud, on premises, and in remote
locations, helping you to detect threats virtually anywhere

A modern software-defined platform, USM Anywhere
automates threat detection, powered by AT&T Alien Labs
threat intelligence

Plus, it orchestrates incident response with other leading
security technologies - helping you to achieve security
without the seams

Data Threat Automation
analysis detection and response
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AT&T Cybersecurity ML use case

Resilient threat detection

- Data from USM sensor network, Open
Threat Exchange, Alien Labs threat intel ﬂ

- Hand-built correlation rules developed by
Alien Labs threat researchers

 Objectives
= Produce higher quality detections
= Reduce alarm fatigue

= Create personalized detections at scale

Management platform

AT&T Managed Threat

L - selectattacksand - — — <
threat groups/actors

L
\_\3 AT&T Business
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Engineering challenges

Self-managed endpoints per customer

CompleXIty Customer: XXX
Endpoint: https://sample.com/XXX/0365

Model1.tar.gz

Performance
Customer: YYY Versus

Endpoint: https://sample.com/YYY/0O365

Model2.tar.gz

Cost

Customer: ZZZ

Endpoint: https://sample.com/ZZZ/0365

Model3.tar.gz
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Amazon SageMaker MME

Mode: MultiModel

Endpoint: https://sample.com/0365

Artifact location:
s3://bucket/your-endpoint-models

Model2.tar.gz

Model3.tar.gz

Modeln.tar.gz



Architecture (Training / MME)

EXt r'a Ct Model Training/Development - Simplified

Matthew Schneid

Train

« Produce model
Amazon RDS AWS| Glue Amazon EventBridge
Extract Execute
L] U p Se rt M M E Training Data Training
e Infer
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon SageMaker

Multi-Model Infeerice
Endpoint

Upsert MME

Amazon RDS

Last Model
Version
Served

% AT&T Business



Engineering key learnings

SageMaker MME - Most cost effective

MME performance optimization

EventBridge is your friend

Use your AWS resources!

— :
aws - R : S~ AT&T Business
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Data science: Development

Anomaly detection on streaming events

training observations

Isolation forest, histogram-based outlier score, e
a utoencoders' em bedd i ngs e new abnormal observations

Components used

= SageMaker notebooks

= Processing

= Clarify

10 ML models delivered in 2022

Benefits to data scientists
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Data science: Operational improvements

« What did we learn about 1:1 models?

- SageMaker Clarify SHAP analysis as an MLOps tool e

Amazon SageMaker Studio helps you understand your machine learning model by portraying the importance of its features in
terms of SHAP values. We plot the aggregated SHAP value for each feature across all instances of the dataset.

Parameters Artifacts AWS settings Explainability Bias report

. . L Feature Importance
. F e a t u re I m p O rt a n C e m O n It O r I n g For example, In the below chart given the importance of two features A and B being 0.2 and 0.4 respectively, we know that the

second feature B has double the importance of the first one A for the model predictions. The sum of importance of all the
features is normalized to 1.0. In this sense, a feature A with importance 0.5 impacts the predictions of our model with 50% of

= Validation of auto-retrained models e e

Predicted column: labelO

= Discovery of model clusters

0.00 0.02 0.04 0.06 0.08

Model explainability in SageMaker Clarify

— :
aws - R : S~ AT&T Business
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Striking the right balance as projects evolve

Complexity

« Several thousand models reduced to 12
« Benefits

= Reduces complexity with minimal impact to
model performance

= Reduces ML cold start problem with a
selection of pretrained models

Performance

AT&T Business
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ML engineers Data scientists

Deploy and manage Prepare data and build,
models at scale with train, and deploy ML
Amazon SageMaker models with

MLOps Amazon SageMaker
Studio

Amazon
SageMaker

Amazon SageMaker
helps organizations
harness ML

Infrastructure, tools,
visual interfaces,
workflows, orchestration,
and collaboration

Business
analysts

Make ML predictions
using a visual interface
with Amazon
SageMaker Canvas
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Thank you!

[waeres] Please complete the session
'8

survey in the mobile app
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