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Introduction to Amazon OpenSearch Service
Innovations in OpenSearch—search, log analytics/observability

What's new in Amazon OpenSearch Service—cost optimizations, security,
and automation at scale

Road ahead
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Customer use cases and momentum
a % ER S

Get started Increased Event monitoring Availability
quickly performance and alerting

Observability

Machine
learning

Automate administrative tasks
with cloud-first solutions

Cost, scale
& security

Smarter results with high availability and stability

S =HE W e I

Search
services

Fully open- ML-driven Stability and  Optimizing Isolate critical  Collect, transform
source licensing  search results  availability storage costs  events and route data
2012 2015 2019 2021 2022
1.4 million downloads 100s of thousands of managed clusters
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What is search all
about?
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Searching

« Search engines match terms to
objects in a catalog

« Match free text or structured data
« Relevance determines sort order

« Facets enable users to drill in to the
search results to narrow by attribute
value
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= All Outdoor Recreation Buy Again

1-48 of over 2,000 results for "search engine"

Department

Apps & Games
Utilities

Books
Internet & Social Media
Web Development & Design
Computer Network Administration
Evolution

Movies & TV
Movies & Films
Movies

Customer Reviews
& Up
& Up
& Up
& Up

Price

Free
$1.00 to $1.99

$ Mir $1

New Releases

Last 30 days
Last 90 days

Apps by Device Type
Fire TV Auto
Fire Tablet
Fire TV
Fire TV Edition TV
Fire Phone

Apps by Fire Tablet Model
Fire HD 8 (10th Generation)
Fire HD 10 (9th Generation)
Fire 7 (9th Generation)
Fire HD 8 (8th Generatio
Fire HD 10 (7th Generation)
Fire HD 8 (7th Generation)
Fire 7 (7th Generation)
Fire HD 8 (6th Generation)
Fire HD 10
Fire HD 8
Fire
Fire HDX 8.9
Fire HD 7
Fire HD 6
Kindle Fire HDX 8.9"
Kindle Fire HDX
Kindle Fire HD
Kindle Fire HD 8.9"
Kindle Fire HD (Previous Generation)
Kindle Fire
Kindle Fire (Previous Generation)

Apps by Fire TV Model
Fire TV Auto

Health & Household  Coupons

SE0 2071

engine optimization with
smart internet marketing strategies.

ADAM CLARKE

Certified Professional

- = .
Spon:
SEO 2021: Learn search engine
optimization with smart internet
marketing strategies
by Adam Clarke

1,303

Kindle Edition
$Qoo unlimited
Included with your Kindle Unlimited
membership Learn More
Or $3.99 to buy
Great On Kindle: A high quality digital
reading experience

INFORMATION
RETRIEVAL

Implomenting and Evalusating Search Engifies

Stotan Battcher
Charles L. A. Clarke
Gordon V. Cormack

Information Retrieval: Implementing and
Evaluating Search Engines (The MIT Press)
by Stefan Buttcher, Charles L. A. Clarke, et
al

15

Paperback

54500

Get it as soon as Tomorrow, Oct 4
FREE Shipping by Amazon

Only 16 left in stock - order soon.
More Buying Choices

$34.12 (31 used & new offe

Sports & Fitness

Pet Supplies  Browsing History ~

Search Engines
2016

14
Prime Video

From $399 to rent
From $5.99 to buy

Toopika Search Engine
Aug 24, 2012

App
Free Download

Available instantly on compatible d

Returns 0
& Orders e Cart

Amazon Live Shop s-s-scary low prices

Sort by: Featured v

Search Engines
Aug 29, 2018

App
Free Download

Available instantly on compatible devices

Seérch Engines
Information Retrieval
in Practice

Search Engines: Information Retrieval in

Practice

by Bruce Croft, Donald Metzler, et al
22

Hardcover

!’5699 torent

Get it as soon as Fri, Oct 8
FREE Shipping by Amazon

Only 1 left in stock - order soon
More Buying Choices

$38.00 (24 used & new offers)

Other format: Paperback




Analyzing streaming data (logs)

) Search Dashboards

Dashboard = Octank Analytics Full screen Share Clone Reporting

) Home [E ~ Search DAL (@ ~ Last7 days Show dates

+ Add filter

G]

~

Recently viewed

[Octank] Controls [Octank] Analytics

E—’ OpenSearch Dashboards ~
Origin City Destination City Miles to Destination ‘
Overview " U )
960 O This dashboard contains the real time data originating from thousand's of
Discover

fleets across various Octank Distribution Center (ODC). It also provides you a 360
Dashboard Apply changes degree view of the fleets with respect to their surrounding temperature, weather,
speed, traffic etc. You can view it, search it, and interact with the visualizations to drill

Visualize L
down and get the real time insights.

OpenSearch Plugins

[Oetank] Carriers [Octank] Current Stats of Fleat

Query Workbench

Device Id Fleet Reg Mo Origin - Destination Timestamp Temperature °F Fuel Level milesToGo Speed Miles/Hr
Reportin
porting 3452800774 HSOE3NTISE  ODC Seattle ODC Los Angeles  Aug 31,2021 @ 15:01:52658 86 65% 958.895 5
Notebooks 7232574133 IGPDIWRBHY  ODC Seattle 0DC Los Angeles Sep1, 2021 @ 21:03:19.025 -8 72% 8156 45

Alerting 1977605220 LJS2AJPFIZ ODC Seattle 0ODC San Jose Aug 31, 2021 @ 17:02:35.999 65 84% 635.671 7

4915604308  LATRODOKOQ ODC Seattle 0ODC San Jose Sep 1, 2021 @ 21:03:19.796 A45% 566.036 58

Anomaly Detection

5139847071

Trace Analytics B70982KMK1 ODC Seattle ODC San Francisco Aug 31, 2021 @ 14:56:41.482 514.498

Index Management 16022340861 CGUIVWPOVD  ODC Seattle QODC Los Angeles Sep1, 2021 @ 17:02:49.254 2 A8% 93.304 24
s . 8487544347  ILUSTEEXZJ ODC Seattle ODC San Francisco  Sep 1, 2021 @ 12:39:28.357 13 28% 0 o
ecurity
3971724852 ZCSXKJZGSI ODC San Jose QODC Los Angeles Aug 31, 2021 @ 17:02:36.003 -5 35K 244396 67
[Octank] Total Fleets [Octank] Avg Distance to Destinati... _ _ _

2013799595  GASFVXPIRS ODC San Jose QODC Los Angeles Aug 31, 2021 @ 14:56:41.269 25 BE% 145.48 12
Q\E_} Management ~

4486363768 OWNWCRFLOE  ODC San Francisco  ODC Seattle Sep1, 2021 @ 21:03:19.028 32 98% 527809 4

Dev Tools 20 768.511

Raw& Format 4
Stack Management Export: Raw <& Formatted &

; Undock navigation [Octank] Max Temperature [Octank] Average Temperature [Octank] Min Temperature [Octank] Weather

.~ Cloudy

Clear sunny

Thunder & Lightning

Snow

104 35 ( -10

Max Temperature Average Temperature Min Temperature
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How does it work?
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Server, application, Application
network, AWS, data
and other logs
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OpenSearch cluster
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Application users, analysts,

DevOps, security

O, @

Send data as JSON
via REST APIs

Data is indexed—all fields
searchable, including nested JSON
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REST APIs, for fielded matching, Boolean

expressions, sorting, and analysis



<y OpenSearch

OpenSearch project
growth
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>100MM
OpenSearch project downloads

since launch

Top 4 search engine
DB-Engines ranking

40+

Partners and growing

10k+ pull request merged
200%+ growth

Multiple service providers
AWS, Oracle, Aiven-Azure, Bonsai-GCP
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Amazon
OpenSearch
Service

Amazon OpenSearch Service securely
unlocks real-time search, monitoring,
and analysis of operational data.

aws
~—
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Managed: Increase operational excellence
by using a popular open-source solution

Secure: Audit and secure your data with a
data center and network architecture and
built-in certifications

Cost conscious: Optimize time and resources
for strategic work

Observability: Detect, analyze, and
remediate to system issues through an open-
source solution for machine learning,
alerting, and visualization



Amazon OpenSearch Service customers

Software and Internet

Adobe Z4Cv 4\ AUTODESK.

Education technology

Mc
graw  INSTRUCTURE Blackboard

Education

BioTech and pharma

A
MONSANTO |¥| Bristol-Myers Squibb

Financial services

stripe  KICKSTARTER
THOMSON
REUTERS

Media and entertainment

FOX

Social media

E—P <Dlancestry & Nextdoor

cookpad

Telecommunications

Travel and transportation

Real estate

dws
~—

- :J: - -Mobile+ @Expedic UBER Zilow  Méve
Other

Logistics and operations

@Q &) elementum

v
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Publishing

@he Washington Post

FINANCIAL
TIMES

ELSEVIER

[ 4
@ British Gas



¥ Amazon OpenSearch Service enables
2 dedicated engineers to serve 550 users
and 80 applications, which generate over
100 TB of monthly data across 5 separate
environments. We used reserved instances
to realize big savings. On a per document
basis, the TCO is infinitesimally low. "’

Fred Kirwin

Sr. Software Engineer, 3M

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Innovations in OpenSearch
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OpenSearch: 10+ releases, 100+ features

OpenSearch 1.2
+ Observability interface

* Feature attribution in
anomaly detection

+ Shard-level indexing
back-pressure

* More efficient k-NN
dense vectors

Data Prepper 1.2
+ Compatibility with Logstash

* Fluent Bit
* Grok processor

Q1'22

OpenSearch 1.3
* App analytics, Trace ID Correlation,
and live tail in observability

* PPL runtime support

+ K-means and Random Cut Forest
algorithm support

Data Prepper 1.3
* Aggregate, drop, date, mutate,
KV processors

* Rolling index setup with date and
time patterns in index names

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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OpenSearch 2.0 OpenSearch 2.2
* Lucene 9.1 * Logistic regression
performance - Lucene HNSW
optimizations implementation
* Document-level + Custom GeoJSON
alerting * RCFSummarize
* RPM package algorithm
manager .
* Supportin
region maps
Data Prepper 1.5
» S3/SQS source
processor
Q2'22 Q3'22

OpenSearch 2.1
+ Automate snapshots with
snapshot management

» Dedicated resources for ML
workloads

* Multi-terms aggregation

Data Prepper 1.4
* Metric processor with OTEL
collector as source

OpenSearch 2.3
* Segment replication

OpenSearch 2.4

Security analytics
Windows support
Log patterns

Metrics from logs

Federation with
Prometheus metric store

Point-in-time search
Geo Hex Grid Aggregation
KNN Pre-filter support

* Remote-backed storage

* Drag-and-drop
visualization

* OpenSearch playground

Data Prepper 2.0

* Multi-node aggregations

+ Conditional routing
* JSON parser
» CSV parser



Innovations in OpenSearch: search
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ML innovations for Search

New algorithms added to support search and analytics use cases

« k-NN with FAISS library for efficient similarity search and clustering

 Similarity search via Lucene 9.1 (OpenSearch 2.x) based
approximate k-NN

- Up to 30% improvement in index throughput for high-dimensional vectors
- Up to 10% faster nearest neighbor searches on high-dimensional vectors

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Improving search relevance

Semantic Search
(experimental feature in OpenSearch 2.4)

- Semantic search using neural models

 Increase relevance of searches by combining neural models with
standard free-text search (BM25)

- Language model fine-tuning based on the document set

Search result comparison tool

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Demo: OpenSearch semantic search
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Innovations in OpenSearch:
log analytics/observability
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Downtime costs money (and stress)

$42K per hour avg
hourly cost

« Opportunity loss, cost
of not doing business

87 hours per year }

Of downtime per year* * Penalties of not

meeting SLAs
* Brand alienation

* Interruptions to
business

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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OpenSearch observability

Open source | Logs | Metrics | Traces

Observability Uls

Piped Processing Language (PPL)

wy OpenSearch

Observability schema

I
P DataPrepper Jkmdl |
indices indices indices I

(logs, metric, traces)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Why use data pipelines?

Benefits Capabilities

Cost Data deduplication, filtering, sampling, routing to
lower cost storage

Data quality Enforce standards, normalize data, adopt schemas
Privacy Redact and obfuscate sensitive data; control routing
Streaming analytics Enrich, inference processing

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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OpenSearch Data Prepper

Log or trace pipeline

JP DataPrepper

Fully-managed data . e . e .
ingestion for observability Pipeline source Data processors Pipeline sink Amazon OpenSearch

and security analytics Defines the mechanism Filters, transforms and Defines destinations to which Service domain
through which pipelines enriches the data pipelines publish the data
consume data

Source plugins Processor plugins Sink plugins
* OpenTelemetry * Trace « Mutate * OpenSearch
* Fluent Bit  Service map °* Key-value » Conditional routing
« S3/SQS « Grok « Aggregate * Rolling index config
« JSON, CSV parser  Drop * Metric
 Date
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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OpenSearch observability

»

Search Dashhoards

Distributed tracing — trace analytics

Home

Observability

Application ffnalvﬂcs Event analytICS

Event analytics

- APM — application analytics to T

Operational panels Enter PPL query PPL [ ~  Last 15 minutes Show dates
correlate logs and traces

Queries and Visualizations (41)

- Log monitoring, event analytics — e e s s s Pt P pctons -

Use Events Analytics to monitor, correlate, analyze and visualize machine
searched queries and visualizations for quick access Learn more 2

expanded log analytics capabilities

QU Ssearch...

Name

(@  [Flights] Show the count of flights by Destination and Country

 Metric analytics, metrics from logs,
Prometheus metrics (OpenSearch 2.4)

(@ [Logs] Show all hosts with errors aggregated by response, count of ips and tags

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Metric analytics

COMPREHENSIVE ANALYSIS WITH CORRELATED METRICS, TRACES, AND LOGS

= OpenSearch Dashboards

« Metrics generated from
aggregating log data

« Metrics from external sources like
Prometheus (OpenSearch 2.4)

« OpenTelemetry-compliant schema
ensures interoperability

e Drive low MTTRs and
conclusive RCAs

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Log patterns

GET AUTOMATIC INSIGHTS INTO MOUNTAINS OF LOG DATA

5/ Search Dashboards

Detect unexpected outliers

Detect common “non-interesting”
patterns for drop filters

Patterns (9) ©

63 hits Day
.
° Nov & MNow 13 Nov 20 Nov 27
W trace 0 2022
Clear Selection Hide Patterns

Patterns based on recurrence
of event signatures

Builds on log tailing, log surround,
and log monitoring capabilities

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Anomaly detection enhancements

Support for 1T million entities
in 1 minute

* One model per entity
(e.g., entity = host id * error type)

« “Shorten the interval to one minute
for one million entities, without
changing the model output or
increasing the number of nodes.”

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Error Count

10:0010:0510:1010:1510:2010:2510:3010:3510:4010:4510:5010:5511:0011:0511:1011:15

Error Type: 407

Error Type: 404
Error Type: 401



44 At Dow Jones, observability is critical when developing and
managing applications—especially as we adopt more microsel
and service mesh techniques. We use Amazon OpenSearch Servi
trace analytics and log analytics to optimize service performan
and troubleshoot issues, making our services more reliable. The
open-source implementation and support for open standards like
OpenTelemetry is vital to our strategy. We were able to grow our
logging and trace data collection 10x while keeping costs flat.??

Chris Nelligan

Senior Vice President, PIB and Platform Engineering, Dow Jones

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What’s new in Amazon
OpenSearch Service

Cost optimizations, security,
and automation at scale

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Support for GP3 (General Purpose SSD)
volume type

Optimize Costs at Scale with GP3 Total domain cost, 30 days of data
. 2x denser storage on R5, R6g, M5, M6g instance ~ ~

families $200,000 I 25-30%
 Available at a 9.6% lower price point per GB ——

than existing gp2 volumes

$100,000

» Provision IOPS independent of storage capacity

$50,000

« Customers can migrate from their existing gp2
volumes, by changing their domain -
configuration volume type to gp3

N
(N)
w
I
(63}
(o)}
N
oo
[{e}
=

TB per day ingested

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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New security feature highlights

- AWS PrivatelLink support for
Simplified network management Public subnet Private subnet
for secure communications

il

- Fine-grained access control
for existing domains

AWS PrivateLink Amazon OpenSearch Service

* Including support for SAML, audit
logging, document and field level
security, security for plugins and
cross-cluster search

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Simplifying operations at scale

Blue/Green deployment check when making config changes
(9

Blue/Green progress visibility
Config change

ALl EventBridge/CloudWatch events and console notifications for blue/greens
ol Admission control for Auto-Tune
/R Shard-level indexing backpressure

Operations . .

automation Notifications: Red cluster, snapshot restore, low disk space, high shard count, EBS burst

balance, throughput throttling

aws

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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* Log analytics/observability
(e.g., trace data metrics, CW metric and CW log integration, alerting
and anomaly detection integrations)

 Search
(e.g., semantic search, external rerankers, search comparison tool)

* Durability and reliability

(e.g., monitoring and operational visibility, search backpressure)

« Extensibility

(e.g., new plug-in framework, extensions catalog)

 Performance, cost, and scale
(e.g., segment replication, remote storage)

Bl o]

* Machine Learning
(e.g., anomaly detection on streaming data)
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https://github.com/orgs/opensearch-project/projects/1

I ntrOd U Ci n g SECU rity An a lyti CS (experimental feature in OpenSearch 2.4)

SECURE YOUR BUSINESS DATA AND RAPIDLY DETECT POTENTIAL THREATS

« Sigma rules: Out of the box support for 2000+ opensource Sigma security rules

« Log types: Out of the box support for multiple log sources including Windows, Netflow,
AWS CloudTrail, DNS, AD/LDAP and more

 Security findings: Customize or use the default Sigma rules to detect potential security
threats by filtering through the security findings

\ « Security alerts: Customize or use default Sigma rules to rapidly detect potential security
threats and send alerts to a pre-selected destination

\ « Rules editor: Using an intuitive rules builder, copy default rules or create your own rules

\/I for your custom application logs

- Insights dashboards: See a bird’s eye view of insights by log source

Benefits

« Enable your SecOps teams to detect potential threats quickly while having the tools to
help with security investigations, at a low data retention cost

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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https://github.com/opensearch-project/security-analytics/issues/7

What to do next

EL WY

Learn more

Building security operations with
Amazon OpenSearch Service (ANT311)

Dow Jones and 3M: Observability with
Amazon OpenSearch Service (ANT219)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Hands-on Workshops and
Builders (bring a laptop)

Get started with OpenSearch (OPN203)

Improve search relevance with ML in
Amazon OpenSearch Service (ANT307)

Beyond monitoring: Observability with
operational analytics data (ANT306)

How to build dashboards for
machine-generated data (ANT316)

2

O

Ask questions
at Chalk Talks

Ingest machine-generated data at
scale with Amazon OpenSearch
Service with Syte (ANT401)

Observing logs and traces
with OpenSearch (OPN401)

Optimizing Amazon OpenSearch Service
domains for scale and cost (ANT315)

Why and how to migrate to Amazon
OpenSearch Service (ANT314)



What to do next

Subscribe to the YouTube playlist Find a partner to help

Sign up for migration Read more customer
assessment and assistance success stories




