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Quick overview of
AWS Lake Formation
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N/ Build data lakes with
- database-like features quickly

.@.D o  Simplify security management
OO and governance at scale

AWS Lake Formation

Build, manage, secure, and , ,
share data in data lakes in days % Provide self-service access to data

PQ Enable data accessibility across
8?’? your organization
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Lake Formation secures your data lake
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Amazon AWS Amazon Amazon Amazon Amazon Third-party
QuickSight Glue Athena EMR Redshift SageMaker application

Scale permissions management using Lake
‘\ T / Formation tag-based access control (LF-TBAC)
@ Lake Formation

DB-style fine-grained permissions on resources

Unified Amazon S3 permissions

Permissions Data catalog

Integrated with services and tools

Easy to audit permissions and access

Amazon S3-based
data lake
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Lake Formation facilitates cross-account sharing
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New integrations with
Lake Formation
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Amazon Lake Formation integrations

e SAML enabled
Amazon EMR clusters
 Runtime Roles (New!)

« External tables through
Amazon Redshift Spectrum

» Data shares* (New!)

* Federated IAM identities

Amazon
Redshift (New!)
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AWS Glue

Amazon
QuickSight

AWS Data
Exchange

Glues dynamic frames

QuickSight authors

Publishing and
subscribing with Lake
Formation* (New!)

» SQL queries

[ | - Ahana (New!)
D e Starburst (New!)
* Dremio* (New!)

Third-party
vendors

* Currently in Preview



NEW!

Expanded support for Lake Formation
permissions — Amazon EMR Runtime Roles

Amazon EMR Runtime Roles

ﬁ @ (@ Amazon EMR cluster
e - Jobs submitted using a Runtime Role enabled
8 gl mmé\z cluster will use Lake Formation for enforcement
User SpC"'Kw - Jobs can be submitted through Amazon EMR
steps, Amazon SageMaker notebooks, or directly
o) ﬂ to the cluster using JDBC for Hive or Livy for Spark
IAM role =
A" \*
User Amazon “%HHWE
SageMaker
notebook
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AWS Data Exchange enables customers to easily find,
subscribe to, and use third-party data in the cloud

aws marketplace - Q :
wne  commne s+ st e tomee | v . ...... * 300+ data providers and

Refine results

Clear all filters
< All categories
rear
Data Products o
Financial Services Data (1377)

Retall, Location & Marketing
Data (1374)

Public Sector Data (560)

Healthcare & Life Sciences Data (523)
Resources Data (467)
Telecommunications Data (247)
Media & Entertainment Data (243)
Environmental Data (151)
Automotive Data (103)
Manufacturing Data (89)

Gaming Data (12)

¥ Delivery methods
Clear

Data Exchange (4065) aWS
S

Publisher
Data available through

Data Evaluation

esgbook

Affiliated Programs
Pricing model
Pricing unit
Approvals

Contract type

aws
~—

Data Products (4065 results) sho 1

Sort By: Relevance

Coronavirus Disease (COVID-19) Testing Data | The COVID Tracking Project
By Reare

e | 12 month subscriptio le.
The COVID Tracking Project collects information from 50 US states, the District of Columbia, and 5
other US territories to provide the most comprehensive testing data for the novel coronavirus,
SARS-CoV-2. The dataset includes positive and negative results, pending tests, and total people
tested...

Flood Factor ® - First Street US Climate Flood Risk Data - Aggregate
By First Street Foundation

] 12 manth subscriptiol able
Flood Factor: First Street's aggregated National, property-level, climate-adjusted flood risk model
summary statistics. The data are available in CSV format and are aggregated at the state,
congressional district, county, zip code and census tract level, incorporating risk changes due to
climate...

AWS Data Exchange for APIs (Test product)
By Amazon Web Services

] 12 manth subscriptiol le
AWS Data Exchange for APIs (Test Product) is provided to subscribers for testing purposes Use AWS
Data Exchange for APIs (Test product) to understand how to interact with data subscriptions. The
product contains a single API asset. A successful API request returns headers, parameters and body
data ...

Free ESG/GC Score Sample
By Arabesque S-Ray GMBH

|1 month subscription available.
A sample of ESG Book’s ESG/GC Scores containing data on 2 sustainability lenses to assess the
sustainability performance of more than 9,000 public equities. The two sustainability lenses are the
ESG Score and the GC Score.

IMDb Essential Metadata for Movies/TV/OTT (API) - Hackathon Eligible
By IMDb

ption available.
As ADX4APIs Hackathon participants, gain exclusive access to IMDb's entertainment data, including
metadata for every movie, TV and OTT series, and Video Game title, as well as performers and
creators. Included is IMDb's 1-10 star rating, a daily-computed average of fan sentiment. This
dataset s so...
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3,500+ data products

* Over 1,500 free public data products
to easily evaluate the data you need

» Support for private products and

private data trials

 Data delivery using files, tables, and APlIs



AWS Data Exchange - Third-party data using
files, tables, or APIs, all in one service

AWS Data Exchange

|
'_+—-. : _+_

. Ingest or access files directly | ! Query tables Call APIs
11 B S == REE:
X ER\C ! (1]
| AWS Data AWS Data . AWS Data AWS Data | |
| Exchange for Exchange for P Exchange for Exchange for | i AWS Data Exchange
: data files Amazon S3 access | || AWS Lake Formation | Amazon Redshift P for APIs
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NEW!

AWS Data Exchange for
AWS Lake Formation (Preview)

aws
AWS Cloud AWS account
lp‘ AWS Data Exchange for AWS Lake Formation 8
‘v ‘ ° , l
28; + \f Subscriber
o Subscribers see
g o > —_— > < > the data once
. AWS Lake Formation =~ AWS Data Exchange AWS Marketplace their account
Thlrc.lc-lparty data Providers use LF-tags  Grants subscriber read- Automated is verified
prov'l - to indicate what data  only access to the data payments
Prowder stores subscribers should tagged with the key- and billing
data in AWS Lake have access to value pairs specified by
Formation the provider when a
subscription starts, and
automatically denies
access when it ends
Query provider data
Query, transform, or
o share access with the
r e appropriate user
groups without any
upfront ETL

aws
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NEW!

Centrally manage access to your Amazon
Redshift data shares within AWS Lake Formation

AMAZON REDSHIFT (Consumer)

. Centrally manage granular access to data
across all-consuming data services within your
organization
o, AMAZON AMAZON REDSHIFT (Consumer)
LAKE FORMATION
— @ — 5 Improve security and governance with row-
level and column-level granular permissioning
AMAZON REDSHIFT (Consumer) on the data share
— =
No more manual scripting or complex querying
in individual data shares to understand your
AMAZON REDSHIFT (Consumer) USErs access to data
n
> -
L
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Lake Formation and Amazon Redshift Spectrum
integration using 1AM user identity

OLD MODE

- Required customers to manage Amazon Redshift cluster-attached IAM-roles
and users needed to assume the cluster role

 Challenges around the number of roles that can be tied to a cluster

NEW MODE
- Federated identity support to manage Amazon Redshift Spectrum tables
- No need to manage cluster-attached IAM roles for Redshift Spectrum

« Redshift Spectrum can directly pass IAM user FAS credentials to AWS Lake
Formation for fine-grained access controls

« Support available in JDBC client
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AWS Lake Formation Partners

ahana -—>>—>ki—=' Starburst ( dremio

* Integration is currently in Private Preview

This is not a complete list. To view all AWS Partners for this category, visit AWS
Partner Solutions Finder. This list of partners is current as of October 19, 2022.
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New features of
AWS Lake Formation
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Lake Formation tag-based access control: Recap

Define LF-tags Assign LF-Tags to resources Create policies on LF-tags
oo A
O IAM user/role
% <stage=Test> .
] _ O
—i <stage=QA> | | ()
I il AD users and groups
— <stage=Prod> (SAML assertion)
Specify who can assign Tag databases, tables, and columns Scale by applying permission
on LF-tags

LF-tags and values
LF-tags are hierarchical

and may be overridden
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Lake Formation tag-based access control:

Cross Account Access

OLD MODE

« Cross-account access to AWS Glue Data
Catalog resources requires manual additions
to the resource policy

- Policy size limits as number of recipient
account increases

- Limitation around sharing to accounts within
ORG and ORG units

- Recipient account lacks notion of invitation
to accept/deny cross account tag-based
resource share

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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"Effect": "Allow",

"Action": [
"glue:*"

]1

"Principal”: {
"AWS": [

"<recipient-account-id>"

]

}’

"Resource": [

"arn:aws:glue: <region>: <account-id>:table/*",
"arn:aws:glue: <region>: <account-id>:database/*",
"arn:aws:glue: <region>: <account-id>:catalog"

1,
"Condition": {
"Bool": {
"glue:EvaluatedBylLakeFormationTags": true




NEW!

LF-tagging now supports AWS Resource Access
Manager (AWS RAM) for cross-account sharing

@‘ AWS Organizations

Consumers Consumers
Producer
AWS Glue
Data Catalog Consumers Consumers
+ Share tagged
= resources
—> |- >

@‘ AWS Organizations OU

e
or n i :
admin

Consumers Consumers




Cross-account sharing and delegation

aws
~—

Producer

Iz

AWS Glue
Data Catalog

I @ __________
Lake AWS Lake
Formation Formation
admin

Share to
consumer account
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Consumer
AWS Glue Data ?

Catalog

Lake
Formation
2 admin
----- > i?r’

AWS Lake N

Formation S Permission users
\

“8&%

\
Users




Centralize permissions with cross-account
direct principal grants

Iz

AWS Glue Data
Catalog _ -

Lake AWS Lake T~e
Formation Formation TS
admin
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N1

aws
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Spoke . *8 ?
o Lake
2 Alice Formation
admin
aws
N
Spoke ?
---------- -8
Lake
Formation
Bob admin
T~ & Lake
Formation
Joe admin

NEW!
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Thank you!

Mert Hocanin Purvaja Narayanaswamy
hocanint@amazon.com npurvaja@amazon.com
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