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AWS Well-Architected Framework
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A mechanism for your cloud journey
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The AWS Well-Architected mechanism
workloads

Prepare
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Challenges as organizations grow

Large enterprise business unit

Small startup h h
52g &%pg p&pg
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cg @ % cg ¥ ﬂ g} g
App team 1 Security team App team 2

()
1 communication channel ‘ ‘ @ @ g g)
Central platform Kubernetes team Architecture team

15 communication channels per team
- 630 communication channels per business unit
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AWS Well-Architected Tool

S Well-Architected Tool Workloads Super Important Production App

AWS Well-Architected Framework

Add a link to your architectural design

Overview

Improvement plan overview

Risks
® High risk 27
/A Medium risk 24

Improvement items

Filter by risk Filter by pillar

SEC 3. How do you manage permissions for people and machines?
® High risk
¥ Recommended improvement items

o Grant least privilege access
o Analyze public and cross account access

o Share resources securely

Ask an expert [4
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Example question

AWS Well-Architected Framework

Add a link to your architectural design

o
Trusted Advisor checks Q u estl O n

COST 4. How do you decommission resources? Info Ask an expert [4

Implement change control and resource management from project inception to end-of-life. This ensures you shut down or terminate
unused resources to reduce waste.

[ I' 1 | (D Question does not apply to this workload Info

Select from the following

D ESC I’I ptl 0 n Track resources over their life time |nfo

Implement a decommissioning process |nfo LI\,X

Decommission resources |nfo

Best
practices

Decommission resources automatically |nfo

None of these |nfo
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Example question

AWS Well-Architected Framework

Add a link to your architectural design

aws
~—

Trusted
Advisor
Checks

Question

Best Practice: Implement a decommissioning process
Last fetched: Nov 15, 2022 2:33 PM UTC

@ Idle Load Balancers....lnfa

Account statused 1

/\ Unassociated Elastic IP Add'esses  |nfo

Account statused A\ 1

(©) Amazon RDS Idle|DB Instantes  |nfo

Account statuse! @ 1

@ Low Utilization Amazon ECJ. Instances Info

Account statused @ 1

@ Underutilized Amlazon Reds<hift Clusters |nfo

Account statuse! @ 1
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AWS Well-Architected hierarchy
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S 2@ 08 eEeaE®
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AWS Well-Architected Framework AWS Well-Architected lenses Well-Architected custom lenses
General workload Industry, domain, and Organization-specific
best practices technology specific best practices
More general More specific
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AWS Well-Architected lenses

Data
Analytics

Serverless
Application
Lens

Financial
Services
Industry Lens

Machine
Learning
Lens

Games
Industry
Lens

Streaming

Network SAP Lens Media
Lens Lens
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Scaling AWS Well-Architected to the enterprise

TUI Adopted Scaling
cloud policy AWS Well-Architected Tool AWS Well-Architected
TUI policy + AWS Well-Architected TUI policy + AWS Well-Architected Scale out + central view

aws
~—
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Our transformation journey

Value

A

Migration services,

Tools, GCDA, LZ

CMAP/1st Migration

New capabilities/2017
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Adopt modern
development;
Standardize security,
compliance, and
cloud platform

Cloud native

2019

Bridge skills and experience
gaps rapidly

Continuous
reinvention

{‘é")} Modernization

Accelerate
standards across
TUl/organize for
speed and agility

Global re-platforming
program (Trips)

Foundation

Time



Scaling AWS Well-Architected to the enterprise

@ @ £

7 Master domains 15 Business services /00 AWS accounts
across across with
24 domains 12 countries 1500+ IT colleagues
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Measuring AWS Well-Architected at scale

TUI global reporting tool (Tableau)
KPIl and trends

Total risks by pillar

i

174 173

Gain faster,
deeper insights
with analytics
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Measuring AWS Well-Architected at scale

TUI global reporting tool (Tableau)
KPIl and trends

s

Gain faster, |
deeper insights
with analytics
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Measuring AWS Well-Architected at scale

TUI Global Reporting Tool (Tableau)
Choice analysis

s

Gain faster,
deeper insights
with analytics

Unselected Answers ir 11 Architected Review
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Consistency at scale and how we get it done

Benefits

= Improved flexibility and ability when cooperating
with other services and domains [

= A standard way of securing our services across the
entire Trips platform

» Reusing existing patterns and codes Organize for
. speed and
= Sustainable cost agility

= Reduced deployment time of service
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Consistency at scale and how we get it done

OV

- W \\_\/

AWS infrastructure Integration, analytics, Security Sustainability
and content delivery

« AWS Region « Amazon SNS « AWS ldentity and Access < AWS Well-Architected
* AWS Availability Zone « Amazon Kinesis Management (IAM) » Carbon footprint tool
« AWS tagging « Amazon MSK « Security guardrails

TUI Cloud DNS

TUI API for Trips Data protection

* Logging and monitoring
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With AWS, we are able to provide the bést
holiday experiences to our customersin new

.-

and exciting ways e e
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AWS Well-Architected:
Next Steps
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AWS Well-Architected custom lenses

Well-Architected Tool > Custom lenses

Shared with me

Custom lenses info

Q Search by lens name Filter by status

Name Status Version Last updated

My Test Lens PUBLISHED 1.0 Nov 15, 2022 2:25 PM UTC
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Sharing custom lenses

AWS organization

AWS Well-Architected Organizational unit

paE ) Management account

: :
I 1
I I
I I
I 1
' |48 Workload account 1 ] Workload account 2 I
. :
I 1
I 1
Custom lens share : :

N
Car :
I |
AWS Well-Architected Tool . | AWS well-Architected Tool AWS Well-Architected Tool |
| |
I I
I 1
I 1
I I
I I

|
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Sharing custom lenses

AWS Organizations management account

Application account(s)

A >
7
CUStom AWS CodeCommit
lens

author

.

AWS Lambda AWS Well-Architected Tool
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Custom lens lifecycle

- ™
Improved content raises
adoption of custom lens,
overall compliance, and

\insights

_/
s

( )
Update tools, /-\

documentation,
and custom lens
content

\.

.

Define scope,
roadmap, and
stakeholders for
custom lens

\- J \-

Gather)
feedback and
metrics to
identify gaps
in tooling and

compliance

Identify\
improvements
for tools,
guidance, and
custom lens
contentj
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AWS Well-Architected reporting

Application account(s)

Central management account

AWS Well-Architected Tool

dws

N7
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Ooll

Event

(time-based)

v

AWS Well-Architected Tool AWS Lambda

B

AWS Glue
crawler

Amazon S3

AWS
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Amazon Athena  Amazon QuickSight
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AWS Well-Architected reporting

£ 1
B, & 9 ¥¢ Well-Architected Reviews @ & dt b A
Undo Redo Reset Print Data Saveas Share Admin...
Overview  Detail
Total Reviews Conducted Insight Insight
Top 3 HIGH risk questions: Workloads with the most number of ' risk items (HRIs):
How do you govern usage? [11 workloads identified] o Workload (s« cm e = s | [S9 HRIS]
1 3 T How do you determine what your priorities are? [11 workloads identified] «Workload i . = . . 6 [59 HRIs]
How do you implement cloud financial management? [11 workloads identified] «Workload: ‘e[S9HRIs]
AWS Accounts (Distinct count)
workload_owner workload_id
P—— 14 What is the risk distribution for each pillar? Lens' used most for reviews Workload Milestone HRI's Trending over time
e 1 o Risk Lensalias -
W HIGH W wellarchite...
B MEDIUM M serverless 200
o W NONE
W UNANSWE... s
0%
o L 1 1 ]
Oct 7,.. Oct 14,2020 Oct 21, 2020 Oct 29, 2020
What are the Risks across each Lens and pillar?
lensalias
wellarchitected serverless
pillarid high medium none unanswered high medium none unanswered
costOptimization 94 1 5 38 9 o 1 2
operationalExcel... 114 5 5 37 15 4 2 3
performance 7 5 4 40 8 [+] 2 2
reliability 114 9 7 57 14 5 1 4
security 77 1 2 72 23 2 5 6

dws
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AWS Well-Architected templated answers

Application account(s)

Centralized AWS Well-Architected account

D_ <
8 \
[ —
Central Templ AWS S AWS Well-Architected Tool Workload
t t ti _Architect
entrd emplate ep Functions ell-Architected Too o
answer
owner

AWS Lambda

N
/

AWS Well-Architected Tool AWS Lambda i Amazon SNS
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Call to action

Getting started with the AWS Well-Architected tool

Implementing AWS Well-Architected custom lens lifecycle

Building custom reports of AWS Well-Architected reviews

Using templated answers to perform AWS Well-Architected reviews at scale
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https://aws.amazon.com/blogs/architecture/implementing-the-aws-well-architected-custom-lens-lifecycle-in-your-organization/
https://wellarchitectedlabs.com/well-architectedtool/300_labs/300_building_custom_aws_well-architected_reports_with_amazon_athena_and_amazon_quicksight/
https://docs.aws.amazon.com/wellarchitected/latest/userguide/getting-started.html
https://aws.amazon.com/blogs/architecture/use-templated-answers-to-perform-well-architected-reviews-at-scale/

Thank you!

[waeres] Please complete the session
'8

survey in the mobile app
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