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—— Banco Itad’s cloud journey

—— Resilience evolution program

—— Chaos engineering and testing

—— Critical dependencies and deployment strategy review
—— Internet account rearchitecture and service quota table

—— Operations and observability changes
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Our ability to innovate and adapt has allowed

us to get here

aws
~—

But what does it mean to be

digital in
essence?

Being digital goes beyond

it is a cultural change that
requires differentials in the
way of operating and
thinking about new solutions
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operating on digital channels;

/

» Technology is at the core of
the business and in all its
products and services

» Products are loved by
customers, make sense,
and have value for them
and the business

» Multidisciplinary teams
share goals and accelerate
decisions

» Industry boundaries are
more blurred, new revenue
streams are explored
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As part of this strategy

\
What value modernization brings
&\ ¢ Platform designed to 77\ Increased delivery
1Y evolve and be easily &1 frequency, with
Our adaptable, following market shorter cycles,
: . parameters Improving time to
modernization , market
Decreased dependencies and ] .
strategy has a 5%1- adoption of a decoupled .o Analytics by design
structured £ cellular architecture, r=> and observability:
based on microservices gg%g{{g‘ﬁ;ﬁﬁ;:‘ﬂg
roadmap More agility and customer experience
/§7, autonomy for teams to and evolve the
& innovate through the use platform
of reusable solutions
N /
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Although we started working with AWS in
2021, Itau’s public cloud journey started a

couple of years earlier

Evolved Defined a

guidelines for “public cloud first”

cloud migration mandate (initial ~45% of the bank’s
platform running

(private cloud migrations
DO nERS) to public cloud) on the cloud

w | ==
T =T

Cloud migration
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Platforms ~EO0
modernization to AWS at scale ;rna:ggtc(l);uc? 0%
as key to cloud (business and IT by 2023

(agile op. model
transformation)
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fully committed)

Source: McKinsey & Company



Why a resilience evolution program?

4 )
Even with the process of modernizing We needed to have more visibility
our applications to AWS, we understood into the health of the services used
that our expected level of resilience had in our applications and map the
not yet been reached dependencies of the services,
ensuring that the framework could
be used on a large scale
\ _/
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Itad’s critical workloads on AWS

BN e — .

« Brazilian Central Bank's « ltad’s “storefront”
instantenous system * Mobile and Internet
 Itau takes care of 25M « 7.2M customers/day
transactions/day  Peak of 2.5M concurrent
* 30% of country’s volume customers
. J . )

 pertons —

» Distributed data store

, _ optimized for ingesting

* Credit card operations and processing streaming
* 51M transactions/day ot e

 EC2 instances

» 5.9B messages/day
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Itau-AWS Resilience Evolution Program Pillars

Monitoring

Evolve applications’ observability
Create dashboards that matter

Tests

Dependencies

Create a framework for Chaos
Engineering

Map the dependencies
Reduce blast radius

N LENR U ES

Governance

Increase resilience and reliability of
applications

Revise governance and suggest
improvements based on needs

Mechanisms

Based on the lessons learned from the 5 pillars, a mechanism was built to scale these

improvements to all new critical applications.
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Program metrics

Observations
« Total MTTR (hours)
 Reduction of 75% of events and MTTR

4 N
Events impacting more than 1% of Itau Clients Total MTTR
VAN L SR LR L G L SR | SR L G | S | ¢ DR R AR
¢ 1 < & ¢ ¢ ¥ 4 1 v v v v v v v V v
B AWS Infra B Architecture
- NG
dws
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Itau-AWS resilience evolution program at a glance

METS
| |

Monitoring
-
Tests
. AT

Dependencies
5 F

Enhancements

Governance

Q3

Mechanisms




Single-threaded leader (Amazon's definition)

- a

- Person who is responsible for the
goals of the team (“wakes up every
day thinking about them"”)

/ l \ - This person understands status,
dates, and blockers

- Leaders of two-pizza teams (2PTs)
and also for programs (which
generally involve multiple teams)
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Resilience evolution STLs responsibilities
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Be the primary resources capable of
escalating quickly within AWS and Itau

Recognize areas of engagement between Itau and
AWS and find areas that require deep technical
experts to collaborate

Review and guide failover testing, run test
regularly, and capture learnings from these tests

Operate in two continuous modes: avoiding
incidents and treating incidents

Conduct periodic reviews with executive leadership
to discuss improvement opportunities



Chaos engineering
and testing
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Chaos engineering framework for Itau

Chaos engineering definitions

Phased approach (preparation,
implementation, and results analysis)

I N

] Hypothesis Chaos engineering maturity model

/

Run experiment

Tools

Example of a GameDay
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High sophistication

Chaos
engineering .
nE I‘ity Digital

Kafka @ Channels
model PIX®

Credit Card
No chaos story ® Operations

aws
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Chaos pioneers

High adoption




Chaos engineering hypotheses examples

4 )
PIX Digital Channels
» Send customer traffic (gradually * Open channels back after complete
from 5%-50%) from Sao Paulo application interruption
to Virginia « When the environment becomes
 Reduce number of EC2 instances overloaded, Digital Channels can be
(“night mode”) impacted by itself, or even impact the
downstream dependencies
* Authorization from the Brazilian
Central Bank
\ ' 7
N _/j
\ _J
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Itau’s test plan with AWS Direct Connect

1. Backup of all devices
| involved in the test
procedure

2. Validate active
routing paths

3. Disable links to leave
only one link per VRF
(ensuring traffic
asymmetry and
avoiding “false
positives” in the tests)

4. Enable links back
one by one

T

GW
sec-outhound

~4k accounts

5. Request validation from
networking, monitoring,
and application teams

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Direct Connect test plan recommendations

p
AWS Direct
S g AWS Direct
monitoring and
. : Connect
failover with :
failover
Anomaly test
Detection (AWS €3
solution) E T iy
\ o
4 )
Periodically review that each failover Use more than s link aggregation
path has enough bandwidth to support group for production traffic
its own primary VRFs and the VRFs that
fail over (static stability)
\_ J
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Critical dependencies
validation and
deployment

strategy review
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Critical dependencies validation

| sevie | NF2 | sz | PIX-Payments | PIX-DICT | PIX-Wallet | Kafka |
ApiGateway | [ |  bHad | Hard [ Hard | |
oynamops | [ | = bHad | Hard [ Hard | |
[Elastic ComputeCloud | Hard [ Ward | | [ | Hard |
[Elastic ContainerServiee | [ |  bHad | Hard | Hard | |
oe | wed | ! 000 0 | |
Elasticace | | | Hard Soft
Key Management Service | | Had |
[Kinesis Firehose | | Soft | ]

| Hard |

Hard
Soft
Hard
Hard
Hard

Soft Hard Hard
Relational Database Service _ Hard

Soft

Hard

Outages for hard dependencies
Hord Hord imply that your dependent
Har Hard Q
. system is out as well

L
AT —
Simple Notitiationsave |
Simple Queve sonvics |
o s
e o o
[ N B 7 N 7 N T T W Outages f ft dependenci
g o utages rtor soit dependencies
g o hould h :

Hard Hare Fare shou ave No Impact on your

Global Accelerator | o | _ — service if they were designed

Hard
] a ro riatel
son pPprop y
Soft Soft
Soft Soft
Soft
ecR 1 | | Hard | Hard
Hard Hard
[ShieldAdvanced | Hard | Hard | | ]
Hard Hard
[AWS AppMesh | | Hard | | ]
coudshsm | | [ Hard | Hard | ]
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Digital Channels old deployment strategy

dws

N7

Saturday

Sunday

Monday
Monday night

Tuesday
Wednesday

Wednesday night

Thursday

Friday
Friday night

sa-east-1 us-east-1

0 0

0 0

0 0

0 0

0 0

45 )

0

0




Digital Channels new deployment strategy

aws
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sa-east-1 us-east-1

Saturday

Sunday

Monday

Monday night

Tuesday

Wednesday

Wednesday night

Thursday

Friday

Friday night
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Internet account
rearchitecture and
service quota table
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Internet
account -
Current
architecture

7
IIIII

Reduce scope of impact
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Scalability

traditional ops ~300 accounts

&

[ i
r;\\ o] Lo
&/ vpc endpoint|sprvice

probe @) vpclendpoiptfcpnsug
lperAz S,

Move from VPN attachment to GWLB
* Resilience

* Management

* Capacity

Shared Services

.& @ vpg endpolnt consumer

v/
o @ vpd endpojnt consumer

@ vpd endpolnt consumer

sec-outhound

TN
segfuthound

DEVOPS
~4k accounts

=
= 4 | (D)
vpc endpoint servicg ‘ »?JD




Internet
account -
New

architecture

aws
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VPC1
_@ gggg Services

'@ GWLBe

VPC2
VPCE Services

VPC3

VPCE Services
@ VPCE

New NLBs or VPCEs

IR

VPC Attachment
Spoke1..Spoke2000

Spoke1...Spoke2000

|I?2 16.1.0]
[7z7520]

Single VPC Route Table

TGW1

1 Route Table pair:

»
I

VPC Attachment
Spoke1..Spoke2000

Spoke1...Spoke2000

172.1600]
[Fz3e19)
[7z7ez0]

Single VPC Route Table

VPC Attachment
Spoke1..Spoke2000

Spoke1...Spoke2000

ITZJBO.UI
[Fz3e1g)
[7zez0]

Single VPC Route Table

1

Spoke Route

Hub Route

2000 VPC Attachments

1 Shared VPC as destination
Dedicated Top Group1

Route Table pair:
Spoke Route
Hub Route
2000 VPC Attachments
1 Shared VPC as destination
Dedicated Top Group2

Public Traffic
Outbound

TGW3

Route Table pair:
Spoke Route
Hub Route
2000 VPC Attachments
1 Shared VPC as destination
Dedicated Top Group3

New Cell

Corporate
data center

SecOutbound

@ EE

GWLB NGFW appliances

NLB

Spoke VPCs

APIGW

Scale Out

New GLWBs and Firewalls

Corporativo | Interno
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Service
quota
table

Transit Gateway Bandwidth _

Maximum bandwidth per VPC Up to 50 Gbps [Hard
attachment, AWS Direct Connect

gateway, or peered transit gateway

connection

Maximum packets per second per Up to 5,000,000 (Hard
transit gateway attachment (VPC,

VPN, Direct Connect, and peering

attachments)

Maximum bandwidth per VPN tunnel |Up to 1.25 Gbps [Hard
Maximum packets per second per VPN |[Up to 140, Hard
tunnel

Maximum bandwidth per Transit Up to 5 Gbps Hard
Gateway Connect peer (GRE tunnel)
per Connect attachment

Maximum packets per second per Up to 300,000 ([Hard
Connect peer

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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CloudWatch Namespace CloudWatch Metric Dimension

AWS/TransitGateway
Namespace

TransitGateway/TransitGateway
Attachment
AWS/TransitGateway
Namespace

TransitGateway/TransitGateway
Attachment

TransitGateway/TransitGateway

Namespace Attachment

TransitGateway/TransitGateway

Namespace Attachment

AWS/TransitGateway

Namespace TransitGateway/TransitGateway
Attachment

AWS/TransitGateway TransitGateway/TransitGateway
Namespace Attachment



Operations and observability changes
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Observability between application and AWS

INVESTIGATE

DETECT REMEDIATE
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Executive dashboards

Dashboards should allow
teams and executives who
are not application owners
a simple view on
availability and easily

drill down.

Fabio Napoli
CTO, Itau

aws
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Support experience

Explore ways to improve mean time to
detection and mean time to recovery

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



e
ml

Workload review to
gain context of your
workloads and their
underlying AWS
infrastructure

and services

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Set up observability
to monitor the
underlying AWS
infrastructure and
services employed
by workloads



Active Alarms

@ | Alarm - Lambeda Tatal Exec Time > 1000... | @ SharedOutboundEndpaint-resalver

@ Alarm - Lambda Total Exec Time > 200 ms @ Unhealthy Endpoint ENIs > 0

Count
> 1 for 1 da

> 200 far 1 datapoints within § minutes EndpintUnhealthyENICaunt

5 within § minutes

API/Invocation Throttles
Lambda - Thrortles

Count

NetworkTier v +; (L

&

tgw - multicast

No unit

145,455

c

Custom E Actions V¥

Tm ¥ ’ -

C % i@

BytesDropCountBlackhole, BytesDro...

No unit

129.3M

18:00 0000 06:00 12:00

10-04 05:39
18:00 21:00 00:00 03:00 AOIR

@ Bytesin
@ BytesOut

PacketDropCountBlackhole @ BytesDropCounth 2022-10-04 05:40 Local
BytesOut
Packetsin

TargetResponseTime PacketDropCountNoRoute

Seconds BytesDropCountBlackhole

15.0 PacketsOut

Bytesin

PacketDropCountBlackhole

@
N

- rauwaesi
@ BytesDropCountBlackhole @ Bytesin
PacketDropCountBlackhole

W Oy LEI VPR UL INURUULE

12:00 15:00

CountNoRoute BytesDropCountBlackhole
110,072
126.477777778
BytesDropCountBlackhole, BytesDro...

No unit

877,326

438,663

18:00 00:00 06:00 12:00

W OYLEIULL W FOURELU U IINURUULE
BytesDropCountNoRoute @ Bytesin

BytesDropCountBlackhole @ Packetsin

@ app/ALB-Externo-NF2-IntPF-AzB/cd0c3f58539b38f1 targetqroup/TG-NF2-IntPF-Redirect-AzB/e709137d5298a4a9
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Define critical alarms
at the application
layer to track the

key outcomes of

the workload

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Define response
plans and runbooks
for managing critical
incidents
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CloudWatch » Alarms

Alarms (218) Hide Auto Scaling alarms
Qs
State

A Inalarm

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

In alarm

Last state update

2022-05-09 10:25:34

. c |

Any type v Any actions ...

Conditions

AuthorizationFailureCount >= 1 for 1
datapoints within 5 minutes

v

Actions

() Actions enabled

36



“Farol”
(traffic light)
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88 Dashboards Recursos AWS / Farol NF2 ¥ =3

~ Farol Geral

\"A
dashboard

Executive
view “Farol”

~I2:TT . Detalhes

dws
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V1
dashboard

Drill down

Dashboards . . S 30] / AWS - Application Load Balancer (ALB) v <3

Region  default ~ Canal b. - <o A= B All v TargetGroup  All v

~ Farol

ALB ResponseTime

ALB ResponseCode Error %

~ Detalhes Farol Saide ALB

k quisicd / TimeAvg : 5 / ResponseTimeAvg . 5 / Time?
12K 140K
16s 340 ms
300
120K
10K / 14s 320 ms
| 250
8K 1 gz= a0oms 100K
10s 200 280ms 80K
6K s
150 260 ms 60 K
6s
gK 100 240ms  Lop
4s
220 ms
2K S 50 20K
200 ms
0 0s 0 o
13:30 14:00 14:30 15:00 15:30 16:00 13:30 14:00 14:30 15:00 15:30 16:00 13:30 14:00 14:30 15:00
—2XX = AXX = SXX = ResponseTime —2XX == 4XX == 5XX = ResponseTime —2XX == 4XX = 5XX

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N7



Traffic light logic

Example

» Qptiens  Legend: ReguestEmor  Formak Time series  Type: Instam

Metricsbrowser » | count(sun{aws_alb_un_healthy host_cownt_maxinue(sccount .

* Optiens  Legend: UnHealthy  Foemat Time series  Type: Instant

1} (Promehers)

Metricsbrowser + count( (sus(aums_asg group pending instances_sus{account_id
OR-on() vector(8)

b Optins  Legend: Pending Formal: Time series  Type: Instart

Metrics browser 3 count{sun{aws_pa_unhealthy endpoint_count_mavimum{account o

+ Optiens  Legend: gaunbealthy  Formal: Time series Typee Inslanl
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Observability

IS a journey

Adjustments

. DE L EIS
EclEelE Thresholds
Q Time to

alert ( J

INSPECTION
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What else can we do
with operations and
observability?
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AWS Incident Detection and Response
builds on AWS Enterprise Support

Reduced potential
for failure

Improved observability Early incident detection Faster resolution
Define critical alarms on 24/7 workload
the application layer monitoring

Observability on AWS
infrastructure and services

Access to experts to guide
you through recovery

Continuous learning
mechanism

AWS engages you within 15
minutes of an incident

Pre-defined response
plans and runbooks

Proactive services

l
e

Rapid help from AWS

incident management
engineer

Post-incident

Live engagement

report

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Get to know
more about
Itau’s digital
transformation

Next to the Developer Lounge

jou rney at and the Public Sector Pavilion
our booth
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Thank you!

Anderson Mota Robert Fuente Gus Santana

anderson.mota-alves@itau- rffuente@amazon.com gusantan@amazon.com
unibanco.com.br linkedin.com/in/robertfuente/ linkedin.com/in/santanagustavo/

linkedin.com/in/andersonalves/

[waeres] Please complete the session
'8

survey in the mobile app

dws
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