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Agenda

Disaster recovery (DR) and disaster recovery objectives
Disaster recovery strategies

Discussion and Q&A
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"Everything fails, all the time."”

Werner Vogels

CTO, Amazon.com
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Disaster events

Technical failure Human actions

Natural disaster
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Understanding the business impact

Business continuity plan

Fire at data center
costs cloud provider

Risk assessment o
$122 million

Business impact analysis
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Recovery objectives: RPO/RTO

How much data can you How quickly must you recover?
afford to recreate or lose? What is the cost of downtime?
Recovery point objective (RPO) Recovery time objective (RTO)

Disaster /
Time i
C Data loss Downtlme
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AWS Regions and Availability Zones (AZs)

AWS REGIONS ARE PHYSICAL LOCATIONS AROUND THE WORLD WHERE WE CLUSTER DATA CENTERS

30 AWS Regions worldwide Each AWS Region has multiple AZs Each AZ includes one or
more discrete data centers

JAVA

L ’/

o
o
o

o
o
o

Data center Data center

-
~

\ S
N\ IEN
~ N N
3

o
o
o

Data center
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A Bt 8 @ s e Data centers, each with
AWS Redions L redundant power, networking,
o g location in the world -l sy,
O Announced Regions housed in separate facilities.
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Multi-AZ for high availability (HA)
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Availability Zone A

Availability Zone B

Availability Zone C
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Multi-AZ for disaster recovery (DR)

Each AWS Region has multiple AZs Each AZ includes one or T
more discrete data centers Availability Zone A Availability Zone B Availability Zone C

B vpC
(ganst) /7/\@ .

NAT gateway Elastic I_.oad NAT gateway NAT gateway
Balancing
_ Fels I [::] "" Ny —~ .' """" [:] """"" ~— 0 I::] """" =
AZ -r Data center  Data center [ D Auto Scaling D D
~L : Compute Amazon r Compute Amazon Compute Amazon
S o 1 Instance EBS group Instance EBS Instance EBS
| e e A N o o o o o o o o e e e e e e e L
~ ~ - _
~ K A K A LN A
‘B : 8 8 85
~
. Amazon RDS Amazon RDS Amazon RDS
Transit \AZD Data center (primary) (standby) (read replica)
Availability Zone A Availability Zone B Availability Zone C
Data centers, each with — = —

A Region is a physical
location in the world

——> 55—

Amazon EBS EBS Snapshot Amazon EBS

redundant power, networking,
and connectivity,
housed in separate facilities
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Multi-Region for disaster recovery (DR)

28
Each AWS Region has multiple AZs
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Data P rotection L

DynamoDB Continuous backup with
point-in-time recovery

! Versioning \/

« Data corruption
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Strategies for disaster recovery

Active/passive strategies

Back up & Pilot Warm Multi-site
restore light standby active/active

RPO/RTO: RPO/RTO: RPO/RTO: RPO/RTO:
Hours 10s of minutes Minutes Real-time
Lower-priority use cases Data live Data live Near-zero downtime
Cost: $ Services idle Always running, but smaller Near-zero data loss
Cost: $$ Cost: $$% Cost: $$$ - $$$$

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



Cross-Region backup
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Cross-Region backup

Amazon S3
Amazon S3

Amazon EBS
snapshot
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AWS Cloud
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: Availability Zone
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Cross-Region backup

Availability Zone !

Amazon S3
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Strategy

Route 53

AWS Cloud

Amazon
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Aurora

Aurora replica

Availability Zone

Amazon VPC

Frontend

Application

Frontend
server

Application

Amazon
\| Aurora I .
’l g Aurora replica

Asynchronous cross-Region replication

(Aurora global database)
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Strategy: Multi-site active/active

aws Route 53
geolocation routing

Availability Zone : Availability Zone Availability Zone
T |
:Amazon VPC : Amazon VPC

Frontend f Frontend
server server

Frontend ) Frontend
server server

Application Application : Application
server server server

&
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DynamoDB DynamoDB
continuous backup continuous backup

automatic replication
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Containers: Pilot light/warm standby

Primary Region Recovery Region

Amazon Elastic
Kubernetes Service
(Amazon EKS)
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Serverless
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Reserved concurrency

& AWS Cloud

API Gateway

DynamoDB éﬂ

NN

DynamoDB global tables

DynamoDB
continuous backup
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CEINERVEVE

SIMULATE FAILURE OR EVENT TO TEST SYSTEM RESILIENCY, PROCESSES, AND TEAM RESPONSES
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People Briefing Planning Running Analysis
Cross-disciplinary Overview Preparation Run experiment Verify
team Roles Hypothesis Improve
Processes
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Resilience Hub: Key capabilities

A Resilience Operational
RS recommendations recommendations
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Assess whether or not Optimize for... Alarms

RTO/RPO is met
Availability Zone RTO/RPO

Cost
Minimal changes

Standard operating
Can schedule daily or procedures (SOPs)

run as part of CI/CD
Fault injection experiments
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Route 53 Application Recovery Controller

Continuously monitors an application’s ability to recover from failures and controls application
recovery across multiple AWS Availability Zones, AWS Regions, and on-premises environments

A

Routing control

Readiness check Safety rules
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Resources

ARC304 Build for resilience using Amazon Route 53 Application Recovery Controller
ARC319 Designing a multi-account environment for disaster recovery

FSI307 Advanced cross-Region disaster recovery patterns

STG312 Build a disaster recovery solution with AWS storage services

ENT223 Resiliency in the cloud: Disaster recovery with VMware Cloud on AWS

Whitepaper, “Disaster Recovery of Workloads on AWS: Recovery in the Cloud”
https://bit.ly/DR_AWS

Well-Architected Labs: Hands-on DR labs /
https://bit.ly/aws-dr-labs Erl' J_‘j
) |

AWS Architecture blog: Disaster Recovery Series ]
https://bit.ly/aws-dr-blog Disaster recovery

AWS Well-Architected
https://aws.com/well-architected .

“'O AWS Well-Architected
AWS Solutions Library O

https://aws.com/solutions
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https://bit.ly/DR_AWS
https://bit.ly/aws-dr-labs
https://bit.ly/aws-dr-blog
https://aws.com/well-architected
https://aws.com/solutions

Thank you!

Seth Eliot Jennifer Moran
seliot@amazon.com jenfmor@amazon.com
linkedin.com/in/setheliot linkedin.com/in/jennifer-L-moran
L 4 @setheliot L 4 @jenniferM8888
@w Please complete the session
J]% survey in the mobile app
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Disruption types

o
[=]

o
nnﬂ
0 p
ao|l|l|l

| S m—

Application Infrastructure
Data deletion Component failure
Data corruption - Hard drive
Software bugs - Power supply

In AWS, may look like
« EC2 instance failure

« RDS instance failure
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Availability Zone

Natural disaster

Fire
Flood

Technical failure

Power outage

Network outage

&

Region

Unusual natural disaster

Technical failure:
Region-wide outage



