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Agenda

« Chaos engineering
« Whatitis
« Howtodoit

« When and where to use it

« Your questions
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“We needed to build systems
that embrace failure as a
natural occurrence”

Werner Vogels

CTO
Amazon.com
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Testing resilience

Resilience: The ability of a workload to recover
from infrastructure or service disruptions

Design principles for reliability

» Automatically recover from failure

& Test recovery procedures

aws
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What is chaos engineering?
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Chaos
Engineering

““Chaos Engineering is the discipline
of experimenting on a system in
order to build confidence in the
system’s capability to withstand
turbulent conditions in production”’

Casey Rosenthal and Nora Jones
Chaos Engineering: System Resiliency in Practice

https://principlesofchaos.org



Chaos engineering

A SCIENTIFIC METHOD
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Steady state

- Your workload exhibits steady state if it is operating reliably and as expected

« Not necessarily no impact — this may mean impact is within acceptable limits

Orders on Amazon.com T e

@ HTTPCode_ELB_5XX_Coun
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Hypothesis

If [specific fault] occurs, the [workload name]
workload will [describe mitigating controls] to maintain
[business or technical metric]

If a single Amazon EC2 instance failure occurs,
the AnyCompany Order System workload will send
traffic to only healthy instances and replace the
unhealthy one, to maintain a less than
0.01% increase in server-side (5xx) errors
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Failure injection tests used by Prime Video

Database Load
Entropy Drain

Kernel Panic

VIP Move

Stop and Go

Slow Consumer
Database Exhaustion
Read Only File System
IOPS Hog

Large File Injection
Disk Hog

Log Scan

Latent Hostclass

Bad Dependency
Reboot Host

Packet Loss Hostclass Dependency
Exception Injection
Latency Injection
Memory Hog

CPU Hog

Port Blackhole

Packet Loss Dependency
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Run experiment g,\\_ 'E:ﬁ

Logs

Stop conditions
Rollback
_ D
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AWS Fault Injection Open-source and

Script it yourselt Simulator (FIS) commercial products
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Verify and improve

Was hypothesis confirmed?

If not, Why? Reliability Pillar
, . Reliability Pillar - AWS Well-Architected
Update design for resilience Framework

PDF | RSS

Publication date: July 2020 (Document Revisions)

Abstract

The focus of this paper is the reliability pillar of the lell-Architected Fra
provides guidance to help customers apply best n the design, deliven
maintenance of Amazon Web Services (AWS) environments.

Introduction
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When and where to run
chaos experiments
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Run these experiments regularly

Experiments AWS Fault Injection
| Simulator

Amazon .
CloudWatch VPC Experiment ’\7;

duration

Developer tools
account

AWS

CodePipeline :

Drain container
TTTTT nOdeS

Stop instances or

run AWS Systems

Manager doc

Experiment stage

6}’5 2 I Deploy stage
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Game days

SIMULATE FAILURE OR EVENT TO TEST SYSTEMS' RESILIENCY, PROCESSES, AND TEAM RESPONSES

W -0 :
. ‘wo

V
Planning Execution Analysis
Hypothesis Run experiment Verify
Improve
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Game days

SIMULATE FAILURE OR EVENT TO TEST SYSTEMS' RESILIENCY, PROCESSES, AND TEAM RESPONSES

- r -0
% 000 |__ ‘ Ny ﬁ -
gl B 8 e
Y%
People Briefing Planning Execution Analysis
Cross-discipline team Overview Preparation Run experiment Verify
Processes Roles Hypothesis Improve
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Get close to production

« Your recovery design is based on assumptions
- Reality may differ
 Test close to production
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Traffic patterns Environment Events
Record/replay Cloud-deployed Are simulations
Shadow testing Test in production Learn from production

Test in production
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Resources

AWS Fault Injection Simulator
& aws.amazon.com/fis

0] Lab: Chaos Engineering on AWS [includes serverless]
1 chaos-engineering.workshop.aws

O] Public Chaos Engineering Stories/Implementations
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Thank you!

Seth Eliot Mahanth Jayadeva
linkedin.com/in/setheliot linkedin.com/in/mahanthjayadeva/
W @setheliot yW @MahanthJayadeva
[waeres] Please complete the session
J]% survey in the mobile app
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