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Legacy architecture of a connected vehicle

AWS Cloud

X.509 certificate

Cloud/data center

Load balancer MQTT broker

MQTT consumer

Decrypt

a) Authentication

b) SSL termination

c) Traffic monitoring

d) Long-lived connections

e) Rewrite MQTT parameters

a) Pub/sub messages

b) QoS 1
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Why migrate?

• Scalability challenges (~100K–1M , ~1M–10M, and ~10M–100M)

• Operational overhead

• High costs

• Lack of innovation
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/VIN/<connection-state>

Architecture with AWS IoT Core

AWS Cloud

Telco

X.509 certificate

AWS IoT Core

IoT rule

/VIN/telemetry

IoT action
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Decrypt/transform

/VIN/<alert-topic>

Lambda function

Notification

Connection
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Migration challenges

• Connect test bench with IoT Core

• Connect to IoT Core without any change at the vehicle side

• Communicate with backend microservices without disruption

• Define the right KPIs to measure the migration success

• Production cutover strategy without impacting any customer

• Run parallel setup

• Rollback
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Lessons learned

• Close coordination is required between the onboard/in-vehicle and cloud teams

• AWS service limits and throttling calculation based on the peak load

• Incorporate future changes into the migration plan

• Have a well-defined testing strategy
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Q&A
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Thank you!

Please complete the session 
survey in the mobile app

Amit Kumar

amitji@amazon.com

Sushant Dhamnekar

sdhamnek@amazon.com


