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Agenda

• Global infrastructure

• Amazon Virtual Private Cloud (Amazon VPC) concepts

• Basics of VPC security

• Peering, endpoints, gateways, and global connectivity

• Traffic visibility and monitoring



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Global infrastructure
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Global network
Redundant 100 GbE network 

and private capacity between 

all AWS Regions except China

AWS Direct Connect
You can connect to every 

AWS Region from over 100 

AWS Direct Connect PoPs 

worldwide (excluding China)

Global network
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Public subnet

Building a VPC
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Setting up an 
internet-connected VPC
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Steps for creating an internet-connected VPC

Choosing an 

address range

Creating subnets in 

Availability Zones

Creating a route to 

the internet
Security
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Security groups

Security group Security group

sg-00c3 sg-0f04

TCP/443 TCP/3306Web DB
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Network access control lists (NACLs)
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Connectivity options for VPCs

Peering, endpoints, gateways, 
and global connectivity
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VPC gateway endpoints
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Hybrid connectivity

AWS Direct Connect AWS Site-to-Site VPN AWS Client VPN
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Traffic visibility and monitoring



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Traffic visibility options and use cases

• Diagnosing overly restrictive security 
group rules

• Monitoring the traffic that is reaching 
your instance

• Determining the direction of the traffic 
to and from the network interfaces

• Copies network traffic, including payload

• Content inspection

• Threat monitoring

• Troubleshooting

• Collect and store header 
information

Amazon VPC 
Traffic Mirroring

Amazon VPC 
Flow Logs
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Inbound packets

Outbound packets

ENI-1 ENI-1

} Open-source traffic analysis

Build your own traffic analyzer

AWS Traffic Mirroring Partners

VPC

Amazon VPC Traffic Mirroring
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Infrastructure monitoring

CloudWatch metrics

Automatically collects default metrics 
from more than 70 AWS services

CloudWatch alarms

Allows you to set a threshold on 
metrics and trigger an action
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Thank you!

Please complete the session 
survey in the mobile app


