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Agenda

Global infrastructure

Amazon Virtual Private Cloud (Amazon VPC) concepts

Basics of VPC security

Peering, endpoints, gateways, and global connectivity
- Traffic visibility and monitoring
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Global infrastructure
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Building a VPC
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Setting up an
internet-connected VPC
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Steps for creating an internet-connected VPC
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Security groups

IP version Type Protocol Port range Source

IPv4 HTTPS TCP 443 0.0.0.0/0

IPvE HTTPS TCP 443 =/0
All traffic All All sg-00c3

Security group Security group

< <
528% ~  TCP/443 - Web =~ TCP/3306 .
g g
1
sg-00c3 sg-0f04
IP version Type Protocol Port range Source
MYSQL/Aurora TCP 2306
All traffic TCP All sg-0fD4
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Network access control lists (NACLs)

Rule number Type Protocol Port range Source Allow/Deny

All traffic 0.0.0.0/0
All traffic =0

All traffic 0.0.0.0/0 () Deny

All traffic = /0 ® Deny

@ Public subnet - 10.0.1.0/24
2001:db8:ec2:01::/64
SRC port: 22
DST port: 1400
v j:: -10.0.1.38
=

- 2001:db8:ec2:1::1

SRC port: 1400

o DST port: 22

Rule number Protocol Port range Destination Allow/Deny
All traffic 0.0.0.0/0

All traffic =0

All traffic 0.0.0.0/0

punoqinQ

All traffic =0
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Connectivity options for VPCs

Peering, endpoints, gateways,
and global connectivity
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Peering, endpoints, gateways, and
global connectivity

@ 0 ® ©

AWS Client VPN  Virtual private Direct Connect NAT Internet AWS Transit Endpoints Peering AWS
gateway Gateway gateway gateways Gateway connection Cloud WAN
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VPC peering

VPC - 10.0.0.0/16
2001:db8:ec2::/56

@ Public subnet - 10.0.1.0/24
2001:db8:ec2:01::/64

L&

Private subnet
2001:db8:ec2:02::/64

)
N

Peering
connection

-1234
. T
=

aws
p

10.0.0.0/16 local
2001:db8:ec2::/56 local
10.2.0.0/16 pcx-1234
2001:db8:ec2:100::/56 pcx-1234
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VPC-10.2.0.0/16
2001:db8:ec2:100::/56

@ Public subnet - 10.2.0.0/24
2001:db8:ec2:100::/64

L

Private subnet - 10.2.129.0/24

e

Route table

10.2.0.0/16 local
2001:db8:ec2:100::/56 local
10.0.0.0/16 pcx-1234
2001:db8:ec2::/56 pcx-1234




AWS Transit Gateway (single Region)
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VPC gateway endpoints
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AWS Certificate
Manager (ACM)

Amazon
AP| Gateway

Amazon
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Hybrid connectivity

AWS Direct Connect AWS Site-to-Site VPN AWS Client VPN
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Traffic visibility and monitoring
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Traffic visibility options and use cases

Amazon VPC
Traffic Mirroring

- Diagnosing overly restrictive security
group rules

- Monitoring the traffic that is reaching
your instance

- Determining the direction of the traffic
to and from the network interfaces

- Copies network traffic, including payload
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Amazon VPC
Flow Logs

« Content inspection

« Threat monitoring

« Troubleshooting

« Collect and store header

information



Amazon VPC Traffic Mirroring

No traffic mirror sessions found

You do not have any traffic mirror sessions in this region.

Create traffic mirror session

@ Internet gateway

=) ENT | =) ENIT

Build your own traffic analyzer

EC2 Monitoring
instance instance

Open-source traffic analysis

AWS Traffic Mirroring Partners

M Inbound packets
B Outbound packets
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Infrastructure monitoring

CloudWatch metrics

Automatically collects default metrics
from more than 70 AWS services
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CloudWatch alarms

Allows you to set a threshold on
metrics and trigger an action



Thank you!
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