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Agenda

• Understand shared responsibility with AWS

• How to think about serverless security

• Zero-trust principles in practice of serverless security

• Summary & discussion
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Understand shared 
responsibility with AWS
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Foundation services

Compute Storage Database Networking

AWS infrastructure Regions, AZs, and data centers

Client-side data encryption and 

data integrity authentication

Server-side encryption 

(file system and/or data)
Network traffic protection

(encryption/integrity/identity)

Platform, applications, IAM

Operating system, network, and firewall configuration

Customer data
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Customers are 

responsible for 

their security and 

compliance 

IN

the cloud

AWS is 

responsible for 

the security 

OF

the cloud

Shared responsibility with AWS
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Compute Storage Database Networking

AWS Infrastructure Regions, AZs, and data centers

Operating system and network configuration

Customer data, applications, IAM
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With serverless, AWS takes a greater share of 
responsibility
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M Platform management

Code encryption
(data at rest)

Network traffic protection

Firewall configuration
(data in transit)

Data encryption and 

integrity authentication

Application 

management

Internet access

Monitoring and logging
(tools provided by platform)
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How to think about
serverless security
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“Traditional” vs. modern security



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Zero-trust principles
in practice of
serverless security
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Zero Trust, defined

Zero Trust is a conceptual model and an associated set of 
mechanisms that focus on providing security controls around 
digital assets that do not solely or fundamentally depend on 
traditional network controls or network perimeters.

Never trust, always verify

Zero Trust architectures: An AWS perspective

https://aws.amazon.com/cn/blogs/security/zero-trust-architectures-an-aws-perspective/
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Zero Trust Principle #1

Use permissions and user behavior analysis to authenticate and 
authorize each action—not just at the start of a “session”
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Best practice 1: Authentication & authorization

• Amazon API Gateway supports 
multiple mechanisms to control 
access (fine-grained)

• Integrate with variety of identity 
providers

▪ Amazon Cognito user pools

▪ OIDC, OAuth (JWT authorizer)

▪ IAM

▪ Lambda authorizer (custom)

Lambda

Authorizer

U S E  A U T H E N T I C A T I O N  A N D  A U T H O R I Z A T I O N  M E C H A N I S M S
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Zero Trust Principle #2

Service-to-service communication should be consistent
and follow best practices, regardless of whether either party is 
another service or a human interface

AWS Cloud

AWS Lambda Amazon DynamoDB
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Zero Trust Principle #2

AWS Cloud

Amazon

API Gateway

AWS Lambda

AWS Lambda RDS Proxy

AWS Lambda

Amazon Aurora

Mobile 

App 

Amazon Cognito

DynamoDB

Table

Amazon 

SQS 

Queue
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Zero Trust Principle #3

Leverage scalable endpoints and network encryption
over all communications channels

“Dance like nobody’s watching,
encrypt like everybody is”  --Werner Vogels
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Best practice 2: Data encryption and integrity
P R O T E C T  D A T A  A T  R E S T

AWS LambdaUser traffic

Amazon S3

Amazon DynamoDB

Amazon RDS

Encryption 

via AWS KMS

Encryption 

via AWS KMS

Encryption 

via AWS KMS
/tmpAmazon API Gateway 

cache

Amazon API Gateway
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Best practice 2: Data encryption and integrity
P R O T E C T  D A T A  I N  T R A N S I T

AWS Lambda
User traffic

Amazon S3

Amazon DynamoDB

Amazon RDS
Amazon API Gateway
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Zero Trust Principle #4/#5

Who are the unwanted callers?

• Expected Caller - Unknown API

• Unwanted caller #1

• Unwanted caller #2

• Unwanted caller #3

• Unwanted caller #4

https://zerotrust-service2service.workshop.aws

#4 Eliminate unnecessary pathways between resources

#5 When appropriate, leverage gateways to manage communication between 
components

https://zerotrust-service2service.workshop.aws/
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Zero Trust Principle #4/#5 (Cont.)

https://zerotrust-service2service.workshop.aws

Workshop tasks overview:

• Task #1: API Gateway Authorization - SigV4 way! (hit on principle 1&2)

• Task #2: API Gateway Resource Policy (hit on principle 4)

• Task #3: VPC Endpoint Policy (hit on principle 4&5)

• Task #4: VPC Endpoint Security Group (hit on principle 3)

#4 Eliminate unnecessary pathways between resources

#5 When appropriate, leverage gateways to manage communication between 
components

https://zerotrust-service2service.workshop.aws/
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Zero Trust Principle #6

Enforce the right amount of security at the point of access
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AWS Lambda

Amazon S3

Amazon DynamoDB

Amazon RDS
Amazon API GatewayAmazon CloudFrontAWS Shield

AWS WAF

Best practice 3: Denial of service & Infra protection

Throttling
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• Restrict access to services 
and resources inside your 
VPC

• Uses interface 
VPC endpoint

• Attach resource policy to 
API Gateway to limit 
allowed VPCs

Customer VPC

VPC endpoint

for API Gateway
Other

microservice
Amazon API Gateway

Best practice 3: Denial of service & Infra protection
P R I V A T E  A M A Z O N  A P I  G A T E W A Y  E N D P O I N T
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Zero Trust Principle #7

Identify all assets uniquely, provide the right permissions,
and then be vigilant with monitoring and maintenance
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AWS Lambda

Amazon S3

Amazon DynamoDB

Amazon RDS

AWS Cloud

Amazon CloudWatch

• Metrics

• Alarms

• Dashboards

• Logging

Best practice 4: Monitoring, logging, and 
configuration management

Amazon API Gateway
User traffic
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Best practice 4: Monitoring, logging, and 
configuration management

*Help ensure Lambda function execution role has permissions to CloudWatch

AWS Lambda
User traffic

Access logs CloudWatch logs*

CloudTrail

(control and 

data plane)

Database logs 

& CloudTrail

S3 access 

logging

Amazon API Gateway

Amazon S3

Amazon DynamoDB

Amazon RDS
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AWS LambdaUser traffic

Amazon S3

Amazon DynamoDB

Amazon RDS
Amazon API Gateway

AWS Cloud

Amazon CloudWatch

AWS CloudTrail

AWS Config

AWS X-Ray

Best practice 4: Monitoring, logging, and 
configuration management
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Serverless security best practices

• Authentication and authorization

• Data encryption and integrity

• Denial of service and infrastructure protection

• Monitoring, logging, and configuration management

S U M M A R Y
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Additional resources

Zero Trust architectures: An AWS perspective: 
https://aws.amazon.com/cn/blogs/security/zero-trust-architectures-an-aws-perspective/

Serverless Applications Lens – AWS Well-Architected Framework Security Pillar: 
https://docs.aws.amazon.com/wellarchitected/latest/serverless-applications-
lens/welcome.html

Zero Trust Workshop: https://catalog.us-east-
1.prod.workshops.aws/workshops/dc413216-deab-4371-9e4a-879a4f14233d/en-US

https://aws.amazon.com/cn/blogs/security/zero-trust-architectures-an-aws-perspective/
https://docs.aws.amazon.com/wellarchitected/latest/serverless-applications-lens/welcome.html
https://catalog.us-east-1.prod.workshops.aws/workshops/dc413216-deab-4371-9e4a-879a4f14233d/en-US


© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Thank you!

Please complete the session 
survey in the mobile app


