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What is observability?
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Logs

Traces

Metrics

Foundations of observability
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Observability matters because 

Visibility Real-time 
troubleshooting

Customer 
experience

Applications = $$

BusinessOperational
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Observability best practices
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#1: Observable systems should emit events –
Metrics, logs, and traces 

“The database won’t start after the update”

“Our application is 35% slower than last week 

after this configuration change”

“What are the dependencies for this service?”

Logs

Metrics

Traces
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#2: All components should be instrumented

BrowserMobile

Server (virtual) 

hardware and 

managed services

Host operating

system and 

containers

Application

Amazon EC2 instance

Amazon Cognito KinesisDynamoDB API GatewayCloudWatchAmazon S3
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#3: Instrumentation should not be opt in, 
manual, or hard to do

On premises

Web

server

On-premises 

relational 

data

Synthetic 

customers

Customers

Public cloud

Micro services

API 

Browser

Apps

Mobile

NoSQL 

data store
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Container 

Insights

Metrics

Explorer

Synthetics

ServiceLens

X-Ray

Insights

Lambda

Insights

Contributor 

Insights

Infrastructure monitoring Application monitoring Synthetic monitoring

Automatically identifies issues 

using Anomaly Detection and 

notifies you

Deeper insights into 

lambda performance 

and health metric data

Create time-series data 

from CloudWatch logs 

on top contributors

Fully managed container 

monitoring platform

Perform real-user 

monitoring on websites 

and endpoints

Easily correlate logs, metrics, and 

traces to quickly identify service 

bottlenecks

Dynamic dashboards 

based on resource tags

AWS Observability tools
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Open-source tools

Traces

Metrics

Logs

Complete
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Why not both…

AWS native services

Instrumentation & telemetry

CloudWatch

Logs
CloudWatch

metrics

Amazon

OpenSearch Service 

(logs)

AWS Distro for 

OpenTelemetry (ADOT)

Amazon Managed

Service for Prometheus

(metrics)

Amazon Managed 

Grafana

(metrics, logs, traces)

Grafana

(metrics, 

logs, traces)

Prometheus

(metrics)
Jaeger

(traces)
Fluent Bit

(logs)

OpenSearch

(logs)

Managed

Projects

Open-source solutions
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Thank you!

Please complete the session 
survey in the mobile app


