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Based on a true story
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Customer 1: Automated lift and shift migration

Legacy data center

with 1000+ workloads

10K+ engineers

Variance in tooling

AWS Cloud

Resources
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Custom resources

AWS 

CloudFormation 

AWS Cloud Development Kit 

(AWS CDK)

Custom resources

Custom resources
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AWS 

CloudFormation 

AWS Cloud Development Kit 

(AWS CDK)

Common

implementation
Custom resources
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Customer 2: 100% infrastructure as code

AWS IoT 

Greengrass

Resources such 

as Amazon EC2

not optimal works great

AWS CloudFormation

close to optimal

AWS CloudFormation

custom provider

resolve specific

use cases
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Let’s look at a legacy 
application
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AWS CloudFormation 
custom resources



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

AWS CloudFormation

Code in YAML or 

JSON directly or 

use sample 

templates

Upload local files 

or from an S3 

bucket

Create stack 

using API via AWS 

CloudFormation

Stacks and resources 

are provisioned as a 

running environment
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Custom resources

• Write custom provisioning logic in CloudFormation templates

• Include resources that aren't available as AWS CloudFormation resource 
types

Resources:

Server:

Type: “AWS:EC2::Instance”

Properties:

InstanceType: m1.small

...

Resources:

MyCustomResource:

Type: “Custom::UnicornTracker”

Properties:

ServiceToken: 'arn:aws:lambda:us-east..’

...
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How custom resources work

AWS Lambda 

Resources

such as Amazon 

EC2

Custom resource in 

CF template

AWS 

CloudFormation 

Author

Custom resource 

provider in CF 

template

Custom 

resources

AWS CloudFormation 

stack
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AWS Lambda code
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CloudFormation code
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A Terraform module 
for our unicorns
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Terraform refresher 
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Terraform providers

• Terraform relies on plugins called 
providers to interact with cloud 
providers, SaaS providers, and other 
APIs

• Each provider adds a set of resource 
types and/or data sources that 
Terraform can manage

• Provider can orchestrate complex 
operations on dependent services

AWS Cloud

AWS SDK 
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Terraform language (HCL)

Resource type and resource name

Resource attributes

Resource from AWS provider
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Using CloudFormation with Terraform
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Terraform modules

• A set of Terraform configuration files in a single directory

• When you run Terraform commands directly from such a directory, it is 
considered the root module, so in this sense, every Terraform configuration 
is part of a module

• Modules can be loaded from either the local file system or a remote source

• Terraform Registry

• Best Practices

▪ Name your provider terraform-<PROVIDER>-<NAME>

▪ Start writing your configuration with modules in mind
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Creating and sharing a module

Terraform project

TF Unicorn Tracker module
Terraform modules can be shared on websites,

GitHub, S3 buckets, and other places

Plan Resources

AWS CloudFormation

Custom resources

AWS Cloud

Apply
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Using a Terraform module
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Terraform module
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Share a Terraform module
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AWS 

CloudFormation 

AWS Cloud Development Kit 

(AWS CDK)

Resources
AWS 

CloudFormation 

Custom provider

Stack

Custom resources

AWS Cloud

Final implementation
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Without the solution

• Any change in the Unicorn Tracker requires every user’s attention

• Simultaneous rollouts when the Unicorn Tracker changes

• Almost impossible rollbacks

• Learn new coding languages, tools, or patterns

• Over-engineered glue code
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With the solution

Deploy a change 

in Unicorn 

Tracker

Update and test

Lambda custom 

resource provider

Users change the

module version from

1.2 to 1.3 and fix any

dependencies

Users change the

L2 construct version from

1.2 to 1.3 and fix any

dependencies

Users only have to change …

AWS Cloud Development Kit 

(AWS CDK)

Any other IaC provider
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Next steps
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And now in 
AWS Cloud Development Kit 
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AWS CDK refresher

CDK CLI AWS 

CloudFormation

Stacks & constructs
Source code

Templates & assets
Cloud assembly

Cloud resources

📙 cdk init // create new project

🛠 npm run build    // build project

🔎 cdk diff                // check what will change

🧬 cdk synth            // create templates and assets

🚀 cdk deploy         // push changes to the cloud

execute synthesize deploy provision
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Terraform support in AWS CDK

Other cloud providers
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Resources

• Source Code: github.com/tfworks

• Custom Resources Docs:
docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-
custom-resources.html

• Terraform Providers: developer.hashicorp.com/terraform/tutorials/providers

github.com/tfworks
docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-custom-resources.html
developer.hashicorp.com/terraform/tutorials/providers
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Wrap-up
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Thank you!

Please complete the session 
survey in the mobile app

Sohan Maheshwar

sohanm@amazon.com

LinkedIn.com/in/sohanmaheshwar

Martijn van Dongen

martijnvandongen@schubergphilis.com

bio.link/mvd


