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Pillars of AWS Well-Architected
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Pillars of AWS Well-Architected
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“Run tests that inject failures
regularly into pre-production
and production environments”’

Reliability pillar of AWS Well-Architected Framework
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Chaos engineering
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‘“Chaos engineering is the process
stressing an application by creati
disruptive events, observing how {
system responds, and implementi
iImprovements”’
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Phases of chaos engineering
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AWS Fault Injection Simulator
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AWS Fault Injection Simulator
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Scenario

The Social App
What's happening?
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The Social App
‘What's happening?
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The Social App
What's happening?

23T12:4 Z
Fusce sodales nulla et Justo interdum, a
porttfior risus tempus. Integer
accumsan risus eu erat egestas, nec
lobartis turpis.

23T1 000Z

Fusce ulticies porta tortor, 3 £gestas
nulla consectetur Commodo.
Pellentesque orcl vitae
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The Social App
What's happening?

Name

Message

Joyce @joyce
| may struggle with geography, but I'm sure I'm somewhere around here.

Reyes @reyes

He uses onomatopoeia as a weapon of mental destruction.

Lazaro @lazaro
I'd rather be a bird than a fish.

Carly @carly
The light that bums twice as bright burns half as long.

Russo @russo
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Instance-based architecture
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Instance-based architecture
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Container architecture
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Container architecture
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Serverless architecture
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Serverless architecture

Amazon Simple Storage
Service (Amazon S3)
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Client Amazon CloudFront

Amazon API AWS Lambda Amazon DynamoDB
Gateway
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Scenario

SUMMARY

The Social App
What's happening?
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The Social App
What's happening?

porttior risus tempus. Integer
accumsan risus eu erat egestas, nec
urpis

Elementum 2021-
11-23T1 Z

Fusce ultricles porta tortor, a egestas.
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Workshop

RESILIENT AND WELL-ARCHITECTED APPS WITH CHAOS ENGINEERING
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Stop instance

Given that our application is running on only one instance, we are relying heavily on that instance. All requests are handled by
that single instance. What if our single instance is stopped and then started again?

Hypothesis

If our only instance is stopped and started again, the application will stop accepting requests but quickly recover again.

Experiment design

Action: Stop and start instance

Target: Single instance

(@ This experiment will cause our application to stop serving requests. It it advised to not perform experiments where we know that the

outcome will cause an outage, but this is in a non-production environment and to test a specific scenario.

1. Create the experiment template

Create the experiment template using the AWS FIS console. In the template, you specify one action that will run for three
minutes. The action stops the instance, and then starts it again.

i
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Resources

grosch.link/wace
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Thank you!

Gunnar Grosch Sara Gerion
Y @gunnargrosch Yy @sarutule
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