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What is Buy with Prime?
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Buy with Prime

Buy with Prime empowers merchants to 

grow their direct-to-consumer (DTC) 

business by letting millions of Prime 

members shop directly from their site, 

while enjoying the same fast, free delivery, 

easy returns, and seamless checkout 

experience Prime members trust 

on Amazon.com.

http://amazon.com/
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Use merchant console to 
import your catalog and 
enable products for Buy 

with Prime. Install the Buy 
with Prime button code one 

time on your site. 

Buy with Prime 
Button Install 

Buy with Prime 
API

How to use Buy with Prime

Our API enables deeper and 
flexible integration for the 
merchants and Buy with 

Prime Partners.

Use Partner Portal and 
upcoming developer tools 

to build integrations against 
Buy with Prime for new 
business opportunities.

Buy with Prime 
Developer Tools
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Key stakeholders

Shopper Merchant Partner

Build and manage 

Buy with Prime integration 

within an existing or 

new DTC site

Shop, checkout, and get 

post-purchase support on 

a merchant’s site

Publish tools, assets, 

apps, and services for 

merchants
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Key concerns of merchants and partners

Merchant Partner

What if my system data is 

hacked?  

What if noisy neighbors start 

bothering my customers?

What if my shoppers’ data 

leaks and I have to deal with 

the consequences?

What if business confidential 

information is leaked?!
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Challenges as a service provider

Scalability Flexibility Cost efficiencySecurity
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Identity and isolation
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Many more!

Buy with Prime architecture from 50,000 ft

Button

APIs

Catalogs

Payments

Customer-facing

layer Backend services

Merchant

Partner

Developer 

tools

…
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Buy with Prime architecture from 30,000 ft

Merchant
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Buy with Prime architecture from 20,000 ft
M I C R O S E R V I C E S  – H I G H - L E V E L  D E S I G N

Customer-facing layer Backend service
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Buy with Prime architecture from 10,000 ft
M U L T I - T E N A N C Y  I N  A C T I O N  A T  L O W  L E V E L

i.e., Backend service #1

AWS Account - Data

Amazon

DynamoDB

AWS Account - Compute

Amazon 

API Gateway

VPC

Network Load 

Balancer
Amazon ECS

with Fargate

Tenant #1 

Table

Tenant #2 

Table

Tenant #3 

Table

IAM

Merchants
Tenants

…

Buy with Prime 

Backend 

services

AWS KMS
IAM
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Onboarding to Buy with Prime
H O W  Y O U R  B U I L T - I N  S E C U R I T Y  S T A R T S

Merchants

Create 

Merchant 

metadata

Merchant onboarding service

…
Trigger 

creation of 

merchant 

resources 

…

AWS CloudFormation

Sign up

{

"Parameters": {

"tenantId": {

"Type": "String",

"Description": "Merchant owner ID"

}

},

"Resources": {

"Resource1": {

"Type": "Amazon::BwP::CatalogInstance",

"Properties": {

"TenantId": {"Ref": "tenantId”}

}

},

"Resource2": {

"Type": "Amazon::BwP::OrderInstance",

"Properties": {

"TenantId": {"Ref": "tenantId"}

}

},

}

CloudFormation Template



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Onboarding to Buy with Prime
H O W  Y O U R  B U I L T - I N  S E C U R I T Y  S T A R T S

…

{
"Parameters": {

"tenantId": {
"Type": "String",
"Description": "Merchant owner ID"

}
},

"Resources": {
"Resource1": {

"Type": "Amazon::BwP::CatalogInstance",
"Properties": {

"TenantId": {"Ref": "tenantId"}
}

},

"Resource2": {
"Type": "Amazon::BwP::OrderInstance",
"Properties": {

"TenantId": {"Ref": "tenantId"}
}

\ },
}

z

Amazon 

DynamoDB

New 

Tenant 

Table

Control Plane 

registration logic

Create

{
"id": 123456789,
"tenantId": ${tenantId},
"resourceId":

}

• Siloed table

• Deny all except from

data plane

• Deny access from different 

tenantId
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AssumeRole
(policy=A-Business-Role-Policy, 

Tags={tenantId: userID})

Vending identities for tenants

IAM

STS

Credentials

GetCredential
( ResourceContext = 
{ "aws:bwp:owner": 

”userID”} )
{
"StringEqualsIfExists": {

"aws:bwp:owner":
${aws:PrincipalTag/tenantId}

}
}

Buy with Prime 

Identity service
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Vending identities for tenants

IAM Control Plane

Database

Compare

resourceContext

& Policies

Tenant-aware /

Scoped-down 

temporary 

credential

Buy with Prime 

backend service
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Real test cases for identity and isolation

Key Tenant ID test cases

1. An authorized caller can successfully call

2. A caller from a different AWS account cannot access the resource even if they 
have a user policy permitting access for the Tenant ID of the resource

3. A caller from a different AWS account cannot access the resource, even if they 
have “Administrator” user permissions

4. A caller from the same AWS account with a user policy restricting by Tenant ID 
cannot access a resource with a different Tenant ID
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Noisy neighbors
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Dealing with noisy neighbors

MonitorPrevent
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Preventing noisy neighbors
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Many more!

Preventing noisy neighbors

Button

APIs

Catalogs

Payments

Customer-facing layer Backend services

Merchant

Partner

Developer tools

…

H I G H - L E V E L  O V E R V I E W  W H E R E  T H R O T T L I N G  O C C U R S  
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Throttle at front door

AWS WAF Amazon API Gateway Custom Authorizer

Backed by Lambda

DynamoDB

Buy with Prime 

Backend services

Rate-based 

rule

• Server-side throttling limits apply across all clients

• Per-client throttling limits are applied to clients that use keys associated 

with usage policy as client identifier

Block burst of requests 

originating from same 

IP address

User

API Gateway Usage Plan
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Throttle at application level

User
tenantId: 
userID

Give me an order 

detail

getOrderDetail()

HTTP 200 OK

…

Backend Domain Services

{
"OperationName":
"getOrderDetail",
"tenantId": “userID",
"BurstLimit": 10,
"RateLimit": 10

}

ResourceContext = 

{ "aws:bwp:owner": “userID"}Catalog Service

Throttle Engine

Payment Service

Throttle Engine

{

”order” : {“id: ”12345679"},      

“product”:{"catalogId": ”abcdec”}, 

“payment: {""billingAddress": null”]

}

Order Service

Throttle Engine
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Let’s dive deeper into our throttling engine

Throttle Service

Service 

Handler
Throttle Engine

Capacity 

Descriptor 

User

Backend Service

Order Service
request pass information

a
n

a
ly

z
e

e
v
a

lu
a

te

response sends responsepass response

sends request
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Monitoring noisy neighbors
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Tenant activity & insights

Backend 

Microservices 

APIs

Microservices

Backend 

Microservices 

Databases

Dependency Dashboard

Containers Lambdas

Microservice  Dashboard

Infrastructure Dashboard

Relational/Non-Relational Databases

System Dashboard

Client Dashboard

Customer Experience Dashboard
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Our tools

CloudWatch Dashboards CloudWatch metrics 

and alarms

CloudWatch Logs/

Log Insights

Buy with Prime

CloudWatch Logs CLI
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Account-level dashboard

1234567890

1234567890

1234567890

1234567890

1234567890
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Log insights to view response time for our backend services and tenantId

Log Insights and Queries

fields @timestamp, Operation, tenantId, @message
| filter InstallationTargetId = “N" and tenantId = ”Y"
| parse Timing.TotalTime '"value":*,' as totaltime
| stats pct(totaltime, 50) as p50, 

pct(totaltime, 90) as p90, 
pct(totaltime, 99) as p99, 
pct(totaltime, 100) as p100 by bin(1m)
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Finding the noisy neighbor

fields AwsAccountId, tenantId
| filter Operation = <Operation name>
| filter Fault = 1
| stats count() as @Occurrence by AwsAccountId
, tenantId, Operation
| sort @Occurrence desc

Customer impact list with total fault occurrence for specific API call Customer impact list with latency impact for specific API call

fields tenantId, AwsAccountId, @timestamp, @message
| filter Time >= <Time>
| filter Operation = <Operation name>
| stats count() as @Occurrence by AwsAccountId , 
tenantId
| sort @Occurrence desc
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Buy with Prime CloudWatch Log CLI

User

buywithprime-logs customer-impact –
service buywithprime

input

output

The following command will retrieve the top 

merchants that were impacted in the past hour.

Order Service – Account 2

Get the full context of a request without clicking through different links, accounts, etc.

Significantly cut down the time to find logs we need. (Usually within 1 minute)

Easily pipe different queries together to search across different log groups and more. 

Catalog Service – Account 1

Payment Service – Account 3
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Key takeaways
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Key takeaways

1. Let the resources track the owner for flexible and scalable architecture

2. All of the requests to each microservice should contain a tenant id for 1) tenant 
isolation and 2) effective noisy-neighbor isolation

3. Tenant isolation should be automatically tested throughout all the phases of 
development lifecycle

4. To contain noisy neighbors’ impact, your architecture should throttle at 
multiple layers

5. Use telemetry to identify noisy neighbors
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What's next

• Learn more about Buy with Prime 
in the AWS Demo theater

• Join the Buy with Prime 
community to be part of the new 
ecommerce world
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Thank you!

Please complete the session 
survey in the mobile app

Jiwon Yeom

jiwony@amazon.com

Joseph Decena

decen@amazon.com

Ryan Lohan

ryanloha@amazon.com


