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Problem statement

Authoring production-grade Kubernetes manifests is a complex task.

Or rather, more complex than it could be.
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Problem statement

Production requirements:

- Everything needs to be highly available.

« Web and cache need to be collocated with each other.

- Web is only allowed to connect with the cache.
« Cache only allows web connections.
- Cache is only allowed to connect to the db.

- db only allows cache connections.

- Grant the “frontoffice” group permissions to manage this application.
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Problem statement

whi

pod on one or both eny

The ent:

Authorize actions in clusters using role-based
access control O -

This page shows you how to authorize actions on resources in your Google Kubernetes Engine (GKE) clusters using the
built-in role-based access control (RBAC) mechanism in Kubernet

a core security feature in Kubernetes that lets you create fine-grained perm s to manage what actions
users and kloads can perform on resources in your clust As a platform administrator, you create RBAC s and
bind those roles to subjects, which are authenticated users such as service accounts or Groups. Kubernetes RBAC is
enabled by default.

Configure network policies for

applications 0 -

Using RBAC Authot e

and which Pod

Role-based access control (RBA a methoc k pol
the roles of individual users within your orgai by reducing the compromise radius

RBAC authorization uses the rbac.authoriza

you to dynamically configure policies through

To enable RBAC, start the APl server with the  Objectives
includes RBAC example:

In this tutorial, you will learn:

0 create clusf th Network Policy enforcement

apiserver —-—authorization-mode=E» 0 incoming traffic to Pod:

aws
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allowPrivileaeEscalation: false
podSelector:
type: RollingUpdate
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fsGroupChangePolicy: Always ; L3
name: rolec8bcfdafc6bfa@f3a69e139bdaa3f2809429fb@9b—c82cdf59 430 I n es

- matchExpressions:

apiVersion: vl

kind: Service 22 resou rces

metadata:
name: aws—container-day-web-service-c831a3cb

Sp::(‘:ternaul’s: [1 50+ properties

ports:
- port: 9698
targetPort: 9090
selector:

cdk8s.io/metadata.addr: aws-container—-day-Web-c8@b2a4@
type: LoadBalancer
apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: rolecBbcfdafc6bfa@f3at9el39bdaa3f28094297b@9b—cB87dadbd
rules:
- apiGroups:
- apps
resourceNames:
- aws—container-day-web-c8@24530
resources:
- deployments
verbs:
= get
- list
- watch
= create
- update
= patch
= delete
- deletecollection
apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: rolebindingc8bcfdafcbbfa®f3a69el39bdaa3f28094-c85c218e
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: rolecBbcfdafc6bfaB@f3ab9e139bdaa3f2809429fb@9b—cB7dadbld
subjects:
— apiGroup: rbac.authorization.k8s.io
kind: Group
name: frontoffice



CDK For Kubernetes (CDKS8s)

An open-source multi-language software development framework for modeling
Kubernetes resources as reusable components

Go from code to config

Define Kubernetes applications
and architectures using familiar
programming languages
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Cut copy & paste

Turn best practices into code
libraries and share easily

f‘
e . TS o

Run everywhere

CDK8s runs locally and generates
YAML you can deploy to any cluster,
anywhere



cdk8s: Workflow

Kubectl/GitOps

. publish
!

Maven python

Package
‘ Indéx

Publish packages
Code repository _

npm NuGet logo by NuGet.org CC BY 2.0
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https://github.com/NuGet/Media
https://creativecommons.org/licenses/by/2.0/

cdk8s: In a nutshell

new k8s.KubeDeployment(this, 'Nginx', { api'u’ersiun: appsfvl
AL Al kind: Deployment
name: 'nginx’
} metadata:
’
spec: { name: nginx
template: { spec:
metadata: {
labels: { app: 'nginx'} selector:
}, matchLabels:
containers: [{ > 1 .
name: 'nginx-main’, temp late:
image: 'nginx' metadata:
- H Labels:
} app: nginx
’
selector: { spec:
matchLabels: { app: 'nginx'} containers:
} : - image: nginx
i name: nginx-main

dws
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“Perfection is achieved, not
when there is nothing more to
add, but when there is nothing
left to take away.”

Antoine de Saint-Exupery

Writer, poet, aristocrat, journalist, and pioneer aviator
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cdk8s-plus: An intent-based API abstraction

State

new k8s.KubeDeployment(this, 'Nginx', {
metadata: |

metadatai— Intent

new kplus.Deployment(this, 'Nginx', {
containers: [{ » containers: [{ image: 'nginx' }]
AR e }};
image: 'nginx'

}
},
FolaEta—
b 2 4 Laaimet)
-
+ [ \J \J \J
i Now generally available!
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Demo
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cdk8s-plus: Not a mental model abstraction

const storageOptimizedNodes = kplus.Node.labeled(kplus.NodelLabelQuery.is{'optimized', 'storage'});
const memoryOptimizedNodes = kplus.Node. labeled (kplus.NodelLabelQuery.is('optimized', 'memory'});

const dbService = new kplus.Service(this, 'DBService', { ports: [{ port: 8080 }] });
const db = new kplus.StatefulSet(this, 'DB', {
containers: [{ image: 'db', portNumber: 1212 }],
service: dbService,
H;
db.scheduling.attract(storageOptimizedNodes);

const cache = new kplus.Deployment(this, 'Cache', {
centainers: [{ image: 'cache', portMumber: 5858, envVariables: {
DB_SERVICE: kplus.EnvValue.fromValue(dbService.name),
L
replicas: 2,
spread: true,
B I
cache.scheduling.attract(memoryOptimizedNodes) ; new WEbApD ( this ' ! WEbApp ! I {
const cacheService = cache.exposeViaService(); .
replicas: 5,
const web = new kplus.Deployment(this, ‘'Web', { "
containers: [{ image: 'wbe', portNumber: 9898, envVariables: { CDloCﬂtEd- t rUE'
CACHE_SERVICE: kplus.EnvValue.fromValue(cacheService.name), } ] =
} i,
replicas: 2,
spread: true,
HH
web. scheduling.attract(memoryOptimizedNodes) ;
web.expaseViaService({ serviceType: kplus.ServiceType.LOAD_BALANCER });

cache. connections.allowFrom(web);
db.connections.allowFrom({cache);

web.scheduling.colocate(cache);
const frontOffice = kplus.Group.fromName(this, 'FrontGroup', 'frontoffice');
web.permissions.grantReadWrite(front0Office)

cache.permissions.grantReadWrite(front0ffice)
db.permissions.grantReadWrite(front0ffice)
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Protecting your manifests

aws
~—

b4 [1 occurrence]

Missing property object ‘limits.memory’ - value should be within accepted

boundaries recommended by the organization

[1 occurrence]

Incorrect value for key(s) under 'labels' - the vales syntax is not valid

so it will not be accepted by the Kubernetes engine

B o

| Enable rules in pelicy "Staging®
| Configs tested against policy

| Total rules evaluated
|

|

I

ot
See all rules in poliey

A e e e e e e e e e = ———
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:ould be running with outdated image u

command:

The issue is.
The

metadata:
name: goof-mongo
spec:
replicas:
strategy: {}
selector:
matchlLabels:
app: goof-mongo
template:
metadata:
labels:
app: goof-mongo
spec:
containers:

- image: mongo

name: goof-mongo
ports:

- containerPort: 27017
resources: {}




Protecting your manifests

Kubectl/GitOps

V
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{Poatree
Prevent misconfigurations in Kubernetes from reaching production

- ~ datree test .datree/k8s-demo.yaml
>> File: .datree/k8s-demo.yaml

[v] YAML validation
[V] Kubernetes schema validation

[X] Policy check

[1 occurrencel
— metadata.name: rss-site (kind: Deployment)
? Incorrect value for key “image - specify an image version to avoid
unpleasant "version surprises" in the future

[1 occurrence]
— metadata.name: rss-site (kind: Deployment)
? Missing property object “limits.memory™ - value should be within the
accepted boundaries recommended by the organization

y

Gy Watch 36 ~ % Fork 288 - v7 Star 6k -

A
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Additional resources

; cdk8s website

] cdk8s plus documentation

;"‘“ ¥ Datree cdk8s integration repository

sl Demo code
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Thank you!

Eli Polonsky David Feldstein
GitHub: @iliapolo GitHub: @davidfeldi
Twitter: @iliapolo Twitter: @davidfeldi
@w Please complete the session
J]i)@ survey in the mobile app
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