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Containers and images
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Containers on AWS
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Containers as a compute paradigm

From orchestration of large multicluster 
estates to one-off web applications

Integrations with other AWS services, 
across a number of use cases

Reproducible and consistent through the 
entire software lifecycle
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Containers for packaging and distribution

Every instance based on a versioned and 
immutable artifact

All components and dependencies are 
defined and provable at build time

Registries are the foundation, both build 
destination and deployment origin
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Containers are simple, scale is complex

It’s very easy to get started with containers, 
but complexity can creep in

Long-term adoption is more than deploying 
containerized workloads

Image build standards, software dependencies, 
and distribution practices all matter at scale

How long to deploy? How often? How large 
are your images, and how long to build?
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Understanding Linux containers

No matter what AWS services you use with containers, to run workloads 
or simplify packaging, you start with images

If you build these images as part of your development work, you need 
good tools and some context for what problems they are solving

To set that context, we’ll start with a quick tour of how containers work, 
and the software that handles the various moving parts



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Linux containers, for context

There is no such object known as a “container” in Linux

Containers are a combination of kernel features and process isolation constructs

The goal of various container tools is to start a process in a seemingly private 
compute environment given a configuration and bundle of software 

Whenever a container is started from this bundle, it should be consistent each and 
every time as there is no impact from the surrounding host system
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Namespaces

Enables us to create seemingly isolated 
instances of otherwise global resources 

In containers, we configure 
namespaces for a number of resources

Mount, PID, Network, UTS, IPS and 
User are examples

Namespaces are what makes a 
container appear to be an isolated 
system
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Control groups (cgroups)

Provides limits and monitors for a 
process, or set of processes

CPU, memory, network IO, and disk IO 
are all resources that can be controlled 
by a cgroup

The second major component for 
building Linux contains
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Tooling to the rescue

You might be thinking at this point, we’re a few slides in and this is already more 
than you want to worry about

We agree! This is why reliable container tools are so important

Containers are a great solution for a number of problems:

• Consistent and repeatable runtime environments

• Dependency management, packaging, and distribution

• Immutable deployment artifacts, tied to distribution by unique identifier

Containers are very useful, our tools are what make them usable
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Where to start

As we describe components of development tooling for containers, and later 
provide some guidance for building your images, we’ll need some context:

Starting from the bottom up, we need a runtime

A container runtime abstracts the kernel features and other component software 
and puts a smooth handle on the creation and execution of a container instance

The runtime needs an environment to execute processes within, which leads to the 
need for portable file systems or images
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A brief history, Open Containers Initiative

The Open Containers Initiative was created to 
set standards for container image formats and 
runtimes

OCI Runtime and Image specifications v1.0 
were released in July 2017
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Creating containers

The OCI Runtime Specification specifies 
the configuration, execution environment, 
and lifecycle of containers

Configuration is specified in a config file, 
the environment specification ensures 
that containers are consistent

These come together in a standard file 
system bundle, from which a container 
can be created
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The reference implementation, runc

Implemented by an engineer at Docker 

Donated as the OCI runtime 
specification reference implementation

Given a compliant bundle, a container 
is born

It requires a root file system to be 
already in place
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Container images

The OCI Image Specification enables tooling for building, transporting, and 
preparing container images

It specifies an OCI image consisting of an image manifest, an image index, a set of 
file system layers, and a configuration
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Building images

Linux container images are built as a 
stack of layers

Each layer depends on the prior one in 
the stack

Layers are built in order, from the 
bottom

For the purposes of our session, we’ll 
focus on BuildKit and Dockerfiles as to 
tool and input construct for images
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Building images

BuildKit is a mature and feature-rich 
image building system

It handles the actual work of building 
image layers and configuration

The client will pass a build context to it, 
usually a path in your build environment

The build context is loaded, and BuildKit 
iterates through the Dockerfile
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Builds from Dockerfiles

Each line in the Dockerfile is processed, 
top to bottom

Mutating instructions result in image 
layer builds, which we think of as 
bottom-up in the final image

Instructions that change the rootfs, like 
COPY, or a RUN command, which installs 
a package, will result in a new layer
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What is an image?

OCI images are described by a manifest, 
which specifies the image layers by 
digest along with other metadata

The layers built from a Dockerfile (read 
and built top down) represent the image 
layers, bottom up

Images are effectively stacks of tarballs, 
which are dependent on the layer below

Manifest

config

layers sha256:..

sha256:..

sha256:..

..
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Image layers

Only the changes for a given layer are 
stored; the layers are then reassembled 
when a container is created

When a container is created locally, 
these layers are reassembled

The layers are immutable and 
identified by a digest of their content

The image is immutable, but typically 
you want your processes in a container 
to be able to write to the file system

Add configuration

Install application

Package updates

Base image

some-image:1.2.3
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Immutable images

New containers start with a read-write 
layer at the top of the stack

The underlying layers are not modified, 
and identified by their digest

Image manifests are also identified by 
a digest

We can always describe image content 
by its specific digest

Read-write layer

Add configuration

Install application

Package updates

Base image

Image deployed as container rootfs
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Multiplatform images

Images are a discrete artifact, with content for a given OS and architecture

Containers are supported on multiple systems and architectures

Multiplatform images include a manifest list, or OCI index

Manifest

config

layers sha256:..

sha256:..

sha256:..

..

Manifest

config

layers sha256:..

sha256:..

sha256:..

..Linux / amd64 Linux / arm64
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Multiplatform images

This is an index of other manifests, 
annotated for platform

Clients are implemented to pull the 
appropriate image for their operating 
system and architecture

Manifest

config

layers sha256:..

sha256:..

sha256:..

..

Manifest

config

layers sha256:..

sha256:..

sha256:..

..

Image Index

amd64 arm64

Linux / amd64 Linux / arm64
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Organizing it all with containerd

Now we have a way to create a container, and 
images to create them from, and a way to 
distribute those images

We need something to manage multiple 
container instances, their images, and make a 
reasonable system
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Organizing it all with containerd

containerd is the standard container supervisor 
for Linux, also started by an engineer at Docker 
and donated (this time to the CNCF)

It runs as a system service where you run your 
containers, and is responsible for creating and 
managing container instances, pulling images, 
and more

containerd is used in a number of development 
tools, and is the default runtime for Kubernetes, 
as well as AWS Fargate
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Tooling to the rescue

This was a whirlwind cursory tour, 
because it’s good to be familiar with 
what’s being abstracted

Customers want to focus on building 
their software, not their tools

Good tools abstract complexity and 
enable simple workflows
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Open-source container 
development tooling



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Container development

In this section of our session, we’ll look at container 
development tools

Specifically, we want to talk about Linux container 
tools for non-Linux environments like macOS

We will focus on open-source components that 
meet the requirements we have

And we’ll dive into a new open-source project that 
can help you use them easily
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Virtual machines

Most container development targets Linux

Most development environments commonly use macOS or Windows 

As we’ve seen, we need Linux to run Linux containers and build Linux images

Virtualization to the rescue; initially ad hoc, but over time, several end-to-end 
solutions have been created to hide this complexity from the user
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End-to-end solutions

Docker Desktop was the first to meet this need, and is still Docker’s flagship 
container development product, using HyperKit

Red Hat introduced Podman, a command line utility provided as part of the 
libpod library, as well as Podman Desktop earlier this year, leveraging QEMU

Rancher Desktop expanded its desktop Kubernetes solution with nerdctl- and 
Docker-based container management, leveraging Lima (which manages QEMU)

Colima is a very popular open-source project that makes it simple to use nerdctl 
or Docker in a Linux VM, using Lima
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Introducing Finch

Finch is a new open source client for container 
development

It offers a macOS-native client that integrates 
directly with nerdctl, a client for containerd

It is installed with an opinionated virtual machine 
configuration managed by Lima

Finch focuses on integrating with and extending 
nerdctl and containerd and related software

There is a lot of interest already, with over 1k stars 
on GitHub in the first few days
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Open source building blocks

Finch depends on many existing and 
innovative open source components

containerd, nerdctl, Lima, and BuildKit are 
the primary components

Finch makes it easy to adopt these with a 
curated, integrated solution
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Why Finch?

We are customer obsessed at AWS, and customer conversations guided this project

Some customers wanted our support with a simple, open source solution

Other customers were asking for a starting point for their own customizations, for 
us to take on the integration and release work so they could focus on their needs

This led us to thinking in terms of a distribution of open source components, 
coupled with a lightweight client and installer
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Where does it fit?

Open source is a place where we can work across project boundaries, build on 
existing foundations, and create something new

It’s also about recognizing what already works, and helping improve and 
maintain these projects

One of the first things the team did was to survey the existing set of software 
for our requirements

Insert “reinvent” pun here 
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Finch as a distribution

AWS invests in containerd, with several 
maintainers on staff

Leaning into this investment, our 
components became clear

nerdctl is a containerd client, which is now 
stable having achieved a 1.0 release

Lima is a newer project, started by the 
same engineer who started nerdctl
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Finch     Lima

Lima is a main component of the Finch distribution

Lima is a newer project, but very popular and 
recently joined the CNCF as a Sandbox project

Rather than build something new, the team is 
contributing to Lima actively

Finch deploys an opinionated Lima configuration 
as part of its installation

This includes nerdctl, containerd, BuildKit, and all 
of the dependencies to get started
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Installing Finch

Finch 0.1 is now available via a pkg 
installer downloadable from GitHub

We plan to add Homebrew support

At first launch, macOS is supported

• Minimum macOS version 10.15

• Intel (x86_64) and Apple Silicon (M1)
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Getting started with Finch

The Finch client itself is macOS native

Windows support is on the list of features we plan to work on

Finch runs natively on your host OS, and integrates directly with nerdctl in 
the Linux environment

You don’t need to interact with the underlying VM other than to initialize it 
and start it
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Getting started with Finch

Finch passes your commands from macOS 
through to nerdctl

nerdctl adopted the de facto standard 
commands and options established by the 
Docker client

Experienced developers can get started right 
away with familiar commands

For new developers, numerous existing blogs 
and tutorials remain useful

LinuxmacOS

finch ps nerdctl ps
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Running and testing containers
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Running and testing containers
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Running and testing containers
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Support for cross architectures

Finch takes advantage of userspace emulation in the underlying VM

The --platform option supports running either amd64 or arm64 containers

Planned: integrated multiarchitecture image builds
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Building images

Dockerfile builds are supported through the BuildKit integration

--platform can also be used to build across architectures (amd64, arm64)

Planned: support for custom BuildKit syntax
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Publishing images

Authentication to your registries follows a familiar workflow, too

Simply login, tag, and push

Planned: Simpler installation of credential helpers
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Join us!

We’d love to have you give Finch a try

The team is ready for issues, and pull 
requests are very welcome!
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Building images, and planning 
for distribution and deployments
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High-level goals

General guidance for image builds

• Smaller images

• Faster builds

• Limit scope
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High-level goals

General guidance for image builds

• Smaller images for quicker pulls, less attack surface, and ideally less frequent 
updates

• Faster builds to get your changes out into production fast

• Limit scope to embrace the value of containers as a means of enabling loosely 
coupled services as large-scale systems
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Let’s talk about base images

These are the images pointed at in FROM 
lines in a Dockerfile

This is the bottom layer of file system 
content, and you can create your own

Docker Official Images have become the 
go-to standard for base images

These typically have ‘slim’ versions, which 
are minified equivalent images

Available on ECR Public from the Docker 
publisher page
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Let’s talk about base images, Lambda edition

AWS curates a set of images for use 
with Lambda

While it’s possible to build your own 
base images, you should have a good 
reason to do so

These are ready-to-go images, perfect 
to use as base images in your builds
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Make base images your own

Base images are the root of your own 
image builds

Or, you may use these images directly 
and unmodified in your systems

Consider curating your own in your ECR 
registry instances

Control availability, potentially harden, 
scan, and anything else of value

ECR Pull Through Cache can help

Your 
workloads

ECR
ECR 

Public

nginx:1.23

nginx:1.23-
amd64

container

container

nginx:1.23-
arm64

container
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Use explicit tags, as often as you can (always)

‘latest’ is handy for one-off tests

For production, it’s best to be 
specific

Know your dependencies

This is advice for your builds as well

You would not build a large 
compiled software project against 
“whatever is latest in the repo”

What’s this?

We know exactly what this is.
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Multistage builds

An easy win for building smaller images is to use multistage builds

First available in Docker and now all BuildKit integrations (including Finch)

Simple modification of your Dockerfiles and reduce layers and overall image size

Basically, declare more than one FROM, and copy artifacts forward
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Multistage builds

Install compilers, linters, other build 
tools, and dependencies

Once the build instructions are 
complete, declare a new stage

Copy the artifacts and dependencies 
from the build stage into the final

This saves about 140 MB
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Static binaries and scratch images

This is especially cool if you can 
compile to static binaries

Using the scratch image for your 
final stage gets us very small images

This image is 1.7 MB
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Free speed-up: Multistage parallel builds

BuildKit will analyze your Dockerfile 
ahead of starting a build

If it determines that a stage has no 
dependencies, it will start building it

If there are more than one, they will 
build in parallel, resulting in a faster 
build overall

Take advantage of this by avoiding 
unnecessary dependencies across 
stages

A little over 8 seconds to build
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Reduce layers by combining related operations

Often there are instructions that are 
related, for example, package operations

When possible, combine these into a 
single instruction

Same commands, resulting in a single 
layer
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Leverage the build cache

BuildKit manages a local build cache to 
make subsequent builds faster

FROM al:2022 

COPY main.go /src

RUN dnf install pkg

RUN go build ..
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Leverage the build cache

BuildKit manages a local build cache to 
make subsequent builds faster

Once a cache is warmed with layers, 
unmodified layers are used

FROM al:2022 

COPY main.go /src

RUN dnf install pkg

RUN go build ..
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Leverage the build cache

BuildKit manages a local build cache to 
make subsequent builds faster

Once a cache is warmed with layers, 
unmodified layers are used

Cached layers are invalidated if the 
instruction results in a change

FROM al:2022 

COPY main.go /src

RUN dnf install pkg

RUN go build ..
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Leverage the build cache

BuildKit manages a local build cache to 
make subsequent builds faster

Once a cache is warmed with layers, 
unmodified layers are used

Cached layers are invalidated if the 
instruction results in a change

Since layers depend on each other, all 
subsequent layers are also invalidated

FROM al:2022 

COPY main.go /src

RUN dnf install pkg

RUN go build ..
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Leverage the build cache

Order your instructions top-down from 
least frequently changed 

For example, setting up package 
installs for dependencies come early

Building your code comes later

FROM al:2022 

RUN dnf install pkg

COPY main.go /src

RUN go build ..



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

ENTRYPOINT or CMD

This one isn’t so hard and fast

Both provide default startup processes

• CMD can be overridden from CLI

• ENTRYPOINT takes args from the CLI

Typically, if you don’t have a reason to use CMD, use ENTRYPOINT

If you want the user to define their own starting process, use CMD
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Related, shell vs. exec formats

Again, both have their use cases (less so)

This is really just something to be aware of more than guidance

• Shell format will invoke all commands through a shell, interpreting 
environment each time

• Exec format simply runs the commands specified

Typically, if you don’t have a reason to use Shell format, use Exec
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Use secrets, not build arguments

Do not pass secrets to container builds 
with --build-arg, these are embedded

Definitely do not add a secret file then 
remove it – it remains

Instead, use BuildKit secrets

These use a special mount, and do not 
leave behind any trace of your secret
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Limit your scope

The UNIX philosophy of “do one thing and do it well” holds especially 
true with containers

It can be tempting to simply containerize a monolith, but this does 
not unlock the value of containers

Arguably, it’s easier to run a monolith on an instance

Embrace, refactor, and minimize
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Wrapping up
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Connect with us, check out Finch!

Please come check out our new project

We’d love to hear what we can do better, 
and talk about what we can build together

Discussions, Issues, and Pull Requests all 
welcome!

A more refined public roadmap is in the 
works, as well as a dedicated site
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Thank you!

Please complete the session 
survey in the mobile app

Phil Estes

Principal Engineer, AWS

@estesp

Jesse Butler

Principal Technologist, AWS

@jlb13


