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Warner Bros. Discovery (WBD)

Warner Bros. Discovery (Nasdaq: WBD) is a leading global media
and entertainment company that creates and distributes the
world’s most differentiated and complete portfolio of content and
brands across television, film, and streaming.
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Observability at WBD

Metrics

Logs o

' 7 < ‘
. Traces
Unknown-unknowns Three pillars Beyond debugging
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Discovery’s observability evolution

Where we started Establishing order

Fragmentation,
scaling, and cost
opportunities

Laying the
groundwork for
usable operational
data
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Adoption

OELN] Today

Adopting
technologies that
fit our needs

Building on use-cases
and improving
operations

Engineer focused
ecosystem putting
operational data at

their fingertips



Where we started

@ - =
l< =

Heterogeneous Minimal data
ecosystem standardization

System scalability
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Operational metadata specification

Goals omd business service

) . . name: observability
1. Establish a functional hierarchy of

X ) description: A centralized
Discovery's ecosystem

monitoring capability

2. Align all operational data to elements of the
hierarchy omd service:

name: loggilng

description: Systems pertaining to
the capture and retention of
operational logs

omd component:
name: backend
description: Systems dedicated to
providing logs for backend services
aws and infrastructure
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Standardizing operational metadata (OMD)

Code repository
data

\ 4

Change data

Generates events with OMD
pulled from OMD config

\4

Build,
deploy &
code-quality
data

O Propagates
‘_l > O > CI/CD OMD
< tags
OMD Code .
config repository
Includes OMD

taxonomy &
owners data

aws
~—

;
"

A

Cost data

Data embedded
with OMD based

\ 4

Cloud resource
catalog
data

_>_

Kubernetes

Operational
metrics, logs &
alerts

A 4

Incident data
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Establishing order — AWS Service Catalog

oo, o GitHub
Capabilities
1. Developer-centric catalog management |
2. Aligns ownership and organizational </>\< &E; _ Gitrepository
. extraction — conri
metadata to services . i
xtraction source code
3. Grafana integration simplifies _— »
. . fel  Discovery observability
democratization

|
.—> g& — {9 Grafana

Amazon S3 AWS Lambda Amazon Aurora
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Tenets for change

V' | All operational data must be relatable

We must “own"” our data

Open source over proprietary offerings

Managed over self-hosted

Flexibility in deployments and partitioning

Regulation compliant
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OpenTelemetry (ADOT) |5
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Why AWS managed open source?

S s 1 AWS

I < N/
Security first Production Seamless
workloads integrations
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contribution



Working with the open-source community

CLOUD NATIVE

COMPUTING FOUNDATION

cortex OpenTelemetry Prometheus \ Fluent Bit

OpenSearch
o)) °°

Grafana data source plugins

Amazon Athena Amazon Timestream
Amazon CloudWatch AWS X-Ray
Amazon Redshift AWS loT SiteWise

Amazon top contribution for cortex in last year (1500+)
Amazon top fourth contributor for OpenTelemetry (9k+)
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Amazon Managed Service for Prometheus e

HIGHLY AVAILABLE, SECURE, AND MANAGED MONITORING

A serverless Prometheus-compatible monitoring Fully managed, secure, and highly available using
service for metrics to securely monitor container Multi-AZ deployments
environments at scale

Use the same open-source Prometheus data No up-front investments required to use the
model and query language as they do today to service, and customers only pay for the number
monitor the performance of their containerized of metrics ingested

workloads

Highly available and scaled Prometheus-compatible alert
manager and ruler
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OpenTelemetry provides

A single, vendor-agnostic rj
instrumentation API
per language D

A collector that can be AVAN
deployed in a variety of ways N/ \/o

An end-to-end implementation to | {I\C,)} |
generate, emit, collect, process, I
and export telemetry data

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Full control
of your data

/0 Support with a path forward,
MC i no matter where you are on
your observability journey

<[> The ability to support
multiple context propagation

-2
| formats

! : | Open-standard semantic
conventions to ensure vendor-

agnostic data collection



AWS Distro for OpenTelemetry (ADOT)

> Secure, production-ready open source
distribution supported by AWS

Ij‘/\,_ > All code contributions from AWS are in

OpenTelemetry

> Certified by AWS for security and predictability



Amazon Managed Service for Prometheus &
Amazon Managed Grafana

EXAMPLE USE CASE: UNIFIED CONTAINER MONITORING

Containerized Amazon Managed Service ‘Ci Amazon Managed @
workload for Prometheus Ei Grafana
/ _C_oll_eior_s_\ . =
% (" “\ write ) query e e e B s B s e e e o e
| FG ] i —| Ingester Querier ‘ i e et i e s P e e i i e i i
I —A/\/' : vbC VHC e S e
: OpenTelemetry}' endgoints = endppints ) C:\m ) Om -
| iKﬁ N _ - Il N o 6 wazee 01ze 400
Metrics storage & _ 1 Eem— A
Kubernetes e [ i e | B A T B |
Alert - “na £ i e . e i = Tias S i i - T -
< Rules
manager

\- Nl /
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What's new?

Security and
compliance

Amazon Managed Service
for Prometheus: designed to
be SOC and ISO compliant

Amazon Managed Grafana:
secure access to VPC sources

aWS © 2022, Amazon Web Ser
)

vices, Inc. or its affiliates. All rights reserved.

Scale

Amazon Managed Service for
Prometheus: 200M active series
per workspace

Amazon Managed Grafana:
10K users per workspace

000

Single pane
of glass

One step onboarding

Amazon Managed Grafana now
supports Prometheus alerts

Amazon Managed Grafana:
Dashboard across on premises,
cloud, VPC data sources



Amazon Managed Service for Prometheus -
WBD's 2022 highlights

Vended metrics to Amazon CloudWatch

Vended logs for Alert Manager

Cost attribution — Native Kubecost support in Amazon EKS
Configurable storage retention

AWS Controllers for Kubernetes

=
L
Z
=
Ll
Z
=
L
=

Q
=
A
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Amazon OpenSearch Service

SECURELY UNLOCK REAL-TIME SEARCH, MONITORING, AND ANALYSIS OF OPERATIONAL DATA

Fully managed
A managed service that makes it easy to deploy,
operate, and scale OpenSearch and
OpenSearch dashboards

Open source
Community-driven, open-source search and
analytics suite derived from Apache 2.0 licensed
Elasticsearch 7.10.2 and Kibana 7.10.2

Highly available Highly secure
Self-healing, 24/7 monitoring, Multi-AZ with a Encryption at-rest and in-transit. Network
click, automatic backups, AWS support available, isolation with Amazon VPC and fine-grained
metrics in Amazon CloudWatch access control

Feature rich

Built-in integrations across ingest, monitoring,
security, and visualization

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon OpenSearch Service architecture

dws

N7

E AWS Cloud - Region

Customer domain

SAML

IAM, Amazon Cognito,

& e

Application Load
Balancer (ALB)

OpenSearch fine-grained acc

ess control

Data nodes

2l
bt

UltraWarm nodes Leader nodes

SAML for Dashboards login

Amazon

CloudWatch

—

AWS
CloudTrail

Amazon Kinesis
Data Firehose

Amazon Amazon Managed
CloudWatch Logs Streaming for Apache Kafka

AWS DMS
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Amazon OpenSearch Service - WBD's 2022
highlights

UltraWarm - Low cost, long-term retention
Graviton2 instances
gp3 volume type

Cross-cluster search

OpenSearch 2.3 - Lucene 9.1, New algorithms to the machine
learning (ML) commons library

=
W
Z
=
W
4
=
i
Z

Q
=
A
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Anatomy of logging-as-a-service

Data collection Event stream Data store 1 Data store 2

FluentD Kinesis + Kinesis OpenSearch Amazon S3
Data Firehose
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Logging-as-a-service solution

All operational data must be relatable

We must “own” our data

Open source over proprietary offerings

Managed over self-hosted

Flexible deployments and partitioning

Regulation compliant

aWS © 2022, Amazon Web Services, |

nc. or its affiliates. All rights reserved.
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E discovery-observability
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Data Streams  Data Firehose LIS
Service

e

Nodes
Fluentd Amazon S3 Amazon Athena
A (logs-prod) C @ w
Query _exist kubernetes.labels.omd_service Alias ®  Alias Pattern
Metric (1) Logs Opti
+ Add query 2 Query history @ Inspecto
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Scaling & expansion - logging use cases

~— discovery-observability @ Grafana

Backend Service Logs Client Logs
Amazon OpenSearch Amazon OpenSearch
Service Amazon Athena Service Amazon Athena
-
Y e
Amazon Kinesis Amazon Kinesis
Data Firehose Data Firehose

. — N — The pattern worked so... we expanded
= &3 - . by providing a client-side logging
capability

T Amazon S3 Amazon S3

g Amazon Kinesis

Data Streams
‘r A

Amazon Kinesis
Data Streams

—
~— discovery-services
o pod LTI =
@-
pod
d

TTTT £
' Client Logger
Services Nodes  Fluentd Application |:|| B

LLLLL

-
4 o
o o
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Scaling & expansion - logging use cases

~—A

discovery-observability

Backend Service Logs

Amazon OpenSearch
Service Amazon Athena

TAmazon Kinesis

Data Firehose

m__»

Amazon S3

Amazon Kinesis
Data Streams

19 Grafana

Client Logs

Amazon OpenSearch
Service Amazon Athena

Amazon Kinesis
Data Firehose
Amazon S3

g Amazon Kinesis
f’
A

Data Streams

Amazon OpenSearch
Service Amazon Athena

@

Amazon Kinesis
Data Firehose

=

m

Amazon S3

Amazon Kinesis
@9 Data Streams
'

N

\%—>

discovery-services

nau

Services Nodes

Video QoS
Provider
\ g )< T_
Fluentd Client Logger

Application

dws
~—
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Scaling & expansion - logging use cases

~—A

discovery-observability

Backend Service Logs

Amazon OpenSearch
Service

TAmazon Kinesis

Amazon Athena

Data Firehose

m__»

Amazon S3

Amazon Kinesis
Data Streams

19 Grafana

Client Logs
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Amazon S3

Amazon Kinesis
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Amazon OpenSearch
Service
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Amazon Athena

pe

Amazon OpenSearch
Service

@ e

Amazon Kinesis
Data Firehose

Amazon Kinesis
Data Streams

Amazon Athena
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resource log capability



Scaling & expansion - logging use cases

ST

discovery-observability

Backend Service Logs

Amazon OpenSearch
Service

Amazon Athena

a

Amazon Kinesis
Data Firehose

Amazon S3

Amazon Kinesis
Data Streams

Client Logs

Amazon OpenSearch
Service

oL
&l
A

Amazon Kinesis
Data Firehose

=

Amazon S3

Amazon Athena

Amazon Kinesis
Data Streams

@ Grafana

Amazon OpenSearch

Service Amazon Athena

Amazon Kinesis
Data Firehose

%—>

Amazon S3

Amazon Kinesis
Data Streams

ﬂ\

Amazon OpenSearch

Service

&

Amazon Athena

Amazon Kinesis
Data Firehose

R

Amazon S3

7
A

Amazon Kinesis
Data Streams

Cl/CD Logs

Amazon OpenSearch
Service

Amazon Kinesis
Data Firehose

o

Amazon S3

Amazon Athena

Amazon Kinesis
Data Streams

discovery-services

pod

(=]
(=

Services

o
o
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»

Fluentd Client Logger

Application
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Anatomy of metrics-as-a-service

S

Data collection Amazon
Managed

Service for

Prometheus
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Metrics-as-a-service

aws . . aws . -
discovery-services ~ discovery-observability

All operational data must be relatable .

Amazon Managed Service Amazon SNS

We must “own” our data

9
a
H
ﬂ n

for Prometheus
®® = a
pod pod i g
o~ |

pod pod pod

pod pod

Open source over proprietary offerings

promxy

\ 4

istio sidecars y .
Advisor _)@
Managed over self-hosted e Aé.

kube-state-metrics

\ 4

Grafana
node-exporter Agent —

Grafana @ Grafana

Flexible deployments and partitioning

Agent

SN IEN BN ENIEN|EN

Regulation Compliant
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Scaling & expansion — metrics use cases

aws
discovery-services —@ discovery-observability
- istio sidecars .
l Amazon Managed Service Amazon SNS
W W W (7] cAdvisor > for Prometheus
pod pod pod pod
kube-state-metrics > -
b pod pod node-exporter Grafana
Agent A

aws
discovery-other-accounts
., promxy

AWS Resource Metrics o
T

s 5 N

Amazon RDS Amazon ElastiCache AWS Lambda Amazon Kinesis

@ Q Amazon YACE

e CloudWatch e G;Z‘;an”ta {9 Grafana
AITURECT Amazon SNS  Amazon SQS Amazon OpenSearch
DynamoDB Service

For full unification — resources outside of Amazon EKS needed to be considered as well
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Scaling operations — log & metric insights

Logging-as-a-service Metrics-as-a-service

1. Growth in data ingest: 1. Metrics generated per day:
6—12TB/d /.5M

2. Avg log query latency: 2. Alerts triggered per day:
20ms 100,000

3. Queries per day:
700,000

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Scaling insights - cloud resource catalog

Capabilities
1. Tagging policy enforcement

2. Cloud and Kubernetes Resource
Registry

3. Aligns these resources to OMD
classification

4. > 150,000 resources scanned per day

aWS © 2022, Amazon Web Services, |

nc. or its affiliates. All rights reserved.
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The Observability Platform

{5 Grafana

aws
~—
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The infrastructure catalog

BusinessService  All v Service  All ~ Microservice maw v Account | All ~ AuditType  All v ResourceType | All ~ Environment ~ All ~ Product = All v Purpose  All v
Region | All ~ AWSRegion  All ~
Resource Count by Service Resource Count by Microservice Resource Count by Type
Pod [ 329
e —
e ra 118K Crondob | - 3
secrets-manager N 177
1] 500 1K 150K 2K
]
Num.Resources 0 250 500 750 1K 125K 150K 1.75K 2K 225K L ke
== NumResources Num Resources cachecluster GG ==
ReplicaSet | 77
AWS Region Account dynamodb-table [ 0
rds [ a2
evvest1 - [ - soeransres [T - S
53 e
us-east-1 -‘m rds-cluster [ll1s
: _ Secu -
discovery-aws-test 380
rity-group [l
ap-southeast-1 .ss
Deployment |7
Service [I7
global |1g AT TS l @ step-machine [Ja
0 200 400 600 800 1K 0 200 400 600 800 ecr |z
Num_Resources Num.Resources 0 50 100 150 200 250 300 350
== Num_Resources == Num.Resources == NumResources
Cloud Resource Details
BusinessService Service Microservice AWSRegion Purpose AuditType ResourceType Account Envi
P [ R A eu-west-1 containers kubemnetes CronJob discovery-aws-test deve
- R LA eu-west-1 containers kubemnetes CronJob discovery-aws-prod proc
P [ R o eu-west-1 containers kubernetes CronJob discovery-aws-prod proc
P L RV oy eu-west-1 containers kubernetes Pod discovery-aws-test intet
p e - A e ror eu-west-1 containers kubemetes CronJob discovery-aws-prod proc

All of a service’'s AWS and Kubernetes resources on one page
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Standardized operational dashboards

Datasource  us-east-1-prod-v1 v Business Service  All v Service  All v

deployment+autoscaling [ ]

> Relevant Dashboard Links (2 panels)

v Summary Panels

Healthy/Unhealthy Requests
6K ops/s
5.50K ops/s

5K ops/s

e

4.50K ops/s

4K ops/s

04:00 05:00 06:00 07:00 08:00 09:00

Latency (Percentiles)

50 ms
40 ms
30 ms

20ms

ms

Os

04:00 05:00 06:00 07:00 08:00 09:00

Total Requests by Status Code

10K ops/s
7.50K ops/s

5K ops/s

2.50K ops/s

07:00 08:00 09:00
= 404 == 409 == 415 == 500 503

04:00
== 0 == 200 == 201 == 204 == 304

05:00 06:00

400 == 401 403

Out of the box views of 150+ metrics/logs for any service from day O

aws
~—

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Microservice LT S0 g

Namespace All v Source App  All v Unhealthy Status Codes ~ 5XX + 4XX + 3XX v
= Service Detail Dashboards
Alert Count Distribution
1
0.750
0.500
0.250
[ A batis |cme SR i A el | ooy G e S Sl | 20 S el e A | PLAD o e S S0 S AR oot o | Bt AL
04:00 05:00 06:00 07:00 08:00 09:00
Log Distribution (INFO/WARN/ERR)
4
3
P
1 |
0 |
04:00 05:00 06:00 07:00 08:00 09:00
== iNfO == warning
Running Pods (count)
27
26 ‘
[ [
[l e | e | |51 R | e | S| e — | ——
24
04:00 05:00 06:00 07:00 08:00 09:00



Cl1/CD Insights

BusinessService | All ~ Service | All ~ Compeonent  greeter v Workflow Name | All ~ Job-id  All ~ Result  All ~ = Service Detail Dashboards = Service Portfolio Dashboards

Total Job Executions Overall Job Success Rate Overall Job Duration Percentiles

9 5 0,
94.6%
Job Executions Job Success Rate Job Duration Percentiles
100.0%
5 min
6
20.0% 3.33 min
4 1.67 min
80.0% 0s
2 w2 11/23 11/25 27
== p25.0 detail metfric_labels duration-in-sec-int
a 70.0% == D50.0 detail. metric.labels.duration-in-sec-int
121 11/23 11/25 1/27 w21 11/23 11/25 1/27 == Dp75.0 detail.metric.labels.duration-in-sec-int
== greeter == Success Rate == p95.0 detail. metric.labels. duration-in-sec-int
Job Execution Details
time Service Component Action Activity Status Duration (s) detail. metric.labels.wol
2022-11-25 16:37:39 hello-worldjava greeter 3550814760 test success 57
2022-11-25 16:36:21 hello-world java greeter 3550814760 build-and-push success 118 build
2022-11-25 16:36:17 hello-world-java greeter 3550814760 test success 90
2022-11-25 16:34:47 hello-worldjava greeter 3550814760 operational-checklist ~ success 15
2022-11-25 16:32:49 hello-world java greeter 3550814760 build-and-push cancelled 42 build
2022-11-25 16:32:46 hello-world-java greeter 3550814760 test cancelled 24
All build d depl tivit tfoli
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Service Catalog - unifying every data source

Datasource  us-east-1-prod-v1 ~ Business Service = All ~ Service  All ~ Microservice = waas > Namespace  All ~ deployment+autoscaling @ = Service Detail Dashboards

> Relevant Dashboard Links

~ Fact Sheet Panels

Service Ownership and Administration 22 GitHub Repositories
Service Owner Contact Jira Project Jira Resolver Group PagerDuty Service Repository [ELGIEN
Tom Leaman Tom Leaman Gl i Java
= Cloud Resources Used Services calling msew Services called by msew Kotlin
Resources Source App Destination App
Pod
CronJob

secrets-man ager
cfn

cache-cluster

Ammlinnnns
Deployment details [users]
Namespace + %  Instances ¥ Datasource 7 Image/Version 5 Instance Type ¥
us1-test 19 euwest-1-testv2 b259d0 c5.12xlarge
us1-prod 24 us-east-1-prod-vl b259d0 c5.12xlarge
sonic-test 2 euwest-1-test-v2 b259d0 c5.12xlarge
eu3-prod 20 eu-west-1-prod-v1 b259d0 c5.12xlarge
eu2-test 5 euwest-1-test-v2 b259d0 c5.12xlarge
eu2-prod 20 eu-west-1-prod-v1 b259d0 c5.12xlarge
eul-test 13 euwest-1-testv2 b259d0 c5.12xlarge
eul-prod 25 eu-west-1-prod-v1 b259d0 c5.12xlarge

Operational detail sourced from Amazon Managed Service for
Prometheus, OpenSearch, Athena, and more
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What's next?

1. Log-to-metric conversion

2. Kubernetes cost attribution via Kubecost

3. OpenTelemetry backed distributed tracing

4. OpenSearch cross-cluster search optimizations

5. Multi-tenant resource metering

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Key takeaways

1. Govern your operational data
2. Minimize the interfaces and query languages in operations
3. Leverage managed offerings for flexibility, scalability, and reliability

4. Provide “out-of-the-box" solutions to prevent “re-inventing the wheel”

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Key takeaways — AWS observability

Amazon Managed Service
for Prometheus

Amazon Managed Grafana

Amazon OpenSearch Service

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

AWS Distro for

OpenTelemetry B :

EKS Observability
Accelerator

Kubecost integration with
Amazon Managed Service for
Prometheus

Speed up Highly Available
Deployments on Kubernetes




Thank you!

[waeres] Please complete the session
'8

survey in the mobile app
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