AWS

NOV. 28 - DEC. 2, 2022 | LAS VEGAS, NV l

e [Nvent




copP210

FINRA: Democratize data and solve issues
faster with Grafana

Sumalatha Bachu Logan Kudlacik Helen Lin

Senior Director, Technology Senior Data Analyst, Technology Principal Product Management
FINRA FINRA AWS

dws

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



Sorry, the data is currently unavailable...

- O

dws
-]



Y- F!

[ What is Observability and Data Democratization?

U

Building on AWS with Amazon Managed Grafana & Amazon Managed Service
for Prometheus

d Customer Journey: FINRA
(d Observability at FINRA’s Scale
d Metrics and Benefits
d

Demo



Observability impacts operational and business
outcomes

AP : —
7 C=ih (3

Gain visibility Build highly resilient Improve customer Achieve business
apps experience objectives

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Observability impacts operational and business
outcomes

AP : —
7 C=ih (3

Gain visibility Build highly resilient Improve customer Achieve business
apps experience objectives

Operational Business >

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Intersection of observability and data democracy

R o A

Converging data
sprawl! and data
islands
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Intersection of observability and data democracy

~

Security and
governance
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Intersection of observability and data democracy
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Scalability
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Intersection of observability and data democracy

A dashboard is worth
a million words

Consolidated view that brings together ops and business data
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A dashboard is worth a million words
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How can you achieve this with AWS?
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Build a single view across
infrastructure, application,
organizational, and business

health
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Amazon Managed Service
for Prometheus

AWS Lake

Amazon Athena

!

Formation

Amazon
CloudWatch

Amazon S3

0SS
Databases

Amazon Managed
Grafana



Amazon Managed Grafana

PAY-AS-YOU-GO DATA VISUALIZATION SERVICE

Autoscales with 5"“6
= ] multi-AZ high ﬁ
] (] availability 0 N

+C\D 0 4 Natively int ted (c (1
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ézlﬁ Self-service portal with :_t |
s SSO and SAML user auth :
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Automatic patching
and version upgrades

Data governance with
fine-grained access
control

Audit and compliance
logs via AWS CloudTrail




Amazon Managed Grafana
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Automatic patching
and version upgrades

Data governance with
fine-grained access
control

Audit and compliance
logs via AWS CloudTrail




What’s New?

Security and
Compliance

« Managed Prometheus: SOC
and ISO compliant

 Managed Grafana: secure
connection to VPC data
sources
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Scale

Managed Prometheus:
200M active series in a
single workspace

Managed Grafana:
10K users in a single
workspace

NOW AVAILABLE

000

Single Pane of
Glass

Managed Grafana now
supports Prometheus
AlertManager rules

Connect to self-managed
data sources

New visualization panels:
Sankey, Plotly, Scatter



4.
q.

./
S

FIFII'a v

Observability at FINRA

Sumalatha Bachu Logan Kudlacik

Senior Director, Technology Senior Data Analyst, Technology
FINRA FINRA
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Our mission

Investor protection,
market integrity

Detect

and prevent
wrongdoing in
the US markets

Deter

misconduct by
enforcing rules

Discipline
those who break the
rules
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Who we are

Named

#1

FINRA processes FINRA regulates

and analyzes

3,400 securities

630k+ brokers ‘Best Place to firms,
looking for fraud, . , 99% of US equiti
abuse. and insider Work in IT e

trading transactions

our 10th appearance
on the annual list
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FINRA processes
peak volumes of

600+ billion
market events per day
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Who we are

24
exchanges

FINRA runs a peak
of
300,000+
compute nodes
per day

FINRA manages
approximately
500+ petabytes
of storage




Setting the context

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



What is data democratization ?

Self-service analytics
Data visualization

N\ Operationalizing
. O 0O
Data literacy [}W\‘V’l‘\' fl‘\l
J

I@I Data governance

Data security
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Data democratization for
consolidated remote
workspace tools



Our challenges - Consolidated remote workspace

tools analytics
%

Remote workspace Data-driven
tools usage decisions
;ﬁﬁﬁﬁ
% s ‘m
Collaboration Customer Executive
experience measurement visibility
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Our solution

2% 1 z =

AWS Lake Amazon Managed
Formation data Grafana
lake
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Data lake + Amazon Managed Grafana

Data consumption

Amazon Managed Grafana

R \\
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& | | |
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Batch transformation ( \ I :
One-time querying
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Catalog | :
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I Templatized *- | N Executive
| dashboards | " leadership
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\ ML/analytics j \\\ B // .&.
______________ Operations
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Results

@3 Amazon Managed Grafana dashboards built
to show:

' ‘ For remote workspace tools:
‘! e Usage metrics and trends
[\ _ ,
e Operational metrics
e Customer experience metrics

e Application metrics

e Executive dashboard view
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Metrics — insights — benefits
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Remote workspace — Metrics and benefits

Data sources

@ Audio conference tools
Video conference tools
Visual collaborative tools

@ e
> Communication channel
(@)) Messaging platform tools

—

J

Daily Meeting Audio Quality Trend

100% TECECEOE R OW N OB OB O W RN OE
75% i fzuzz -09-01 20:00:00
== n_meeting_records {aggregation_value="Daily’, audio_quality="poor’} 574
50% - . - -
1
08/25 08/27 08/29 08/31 09/02 09/04 09/06 09/08 09/10 09/12 09/14 Ugﬂﬁ 09,’18

== n_meeting_records {aggregation_value="Daily", audio_quality="bad}
== _meeting_records {aggregation_value="Daily’, audio_quality="good"}
, audio_quality="Not Reported’}

== _meeting_records {aggregation_value="Daily

Customer experience metrics
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81%

il

09/20
Min  Mean~
2 m
3 616
4 557

09/22

Max
1342
1286
993

Tool usage metrics

Distinct Users

Operational metrics

Application metrics

3 Video Jitter (Input/Receiving) QOS
w
D
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£
=
%S 400000
[ -
_g 200000 //—\ // e ~ .
3
=
0
08/25 08/28 08/31 09/03 09/06 09/09 09/12 09/15 09/18 09/21
Min Mean v  Max
== n_minutes Good 258 241757 690620
== n_minutes Fair 1 398 686
== n_minutes Bad 1 276 656
Number of Users Experiencing High Video Jitter (Input/Receiving)
30
20
10
0
08/25 08/28 08/31 09/03 09/06 09/09 09/12 09/15 09/18 09/21
Min Mean Max
n_users 1 18.6 27

* Above screenshots are mock data with all tool names masked



Demo — Remote workspace
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Meeting Summary Data - Data Collected Through:
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Daily Meeting Video Quality Trend

== n_meeting_records {aggregation_value="Daily", video_quality="Not Reported®}
== n_meeting_records {aggregation_value="Daily", video_quality="good"}
== n_meeting_records {aggregation_value="Daily", video_quality="fair"}

Daily Meeting Audio Quality Trend
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[ .o -
09/16 09/21  09/26 10/01

thi+ ® & O nowSMtonow-10d v Q & «~ =]

Average Meetings Hosted Daily (Current Period)

Average Meetings Hosted Daily (All-Time Historic)

2.86

Min Mean Max
10 2879 4999

Proportion of Meetings with Screen Sharing

09/16  09/21 09/26 10/01

Min Mean~ Max
492 1527 2872
123 1233 2708

123 831 401 == n_meetings_without_screen_share == n_meetings_with_screen_share

Proportion of Meetings with Video On/Off

i

* Above screenshots and demo contain mock data with all tool names masked



How we gained Amazon EKS
observability/monitoring at FINRA



Our challenges — EKS observability

. Big data: Large cluster with K8s + Spark + S3

1o &> Q:}o

Observability Alerting Workload
MEREREE )
Performance Manual Costs
tuning intervention
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Our solution

Amazon Managed Amazon Managed
Service for Prometheus Grafana
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© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Amazon Managed Grafana and Amazon Managed
Service for Prometheus

e e e e e e e e e

I’ |
| I
| I
I
Ingestion layer . I
. & Y Amazon Managed Service for : :
Prometheus | y '
ﬂcz Data coIIectors\ I é |
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( | write | Workspace - [
: = | g {@ y i creation — :
= I —
I In-house, VPC endpoints I\ :
I
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| CIoudWatch’ | |
O \__|_ e ) | SAML | (]
I integration | [T
I .
| Admins
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' A
v o | | 9
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______________ Viewers
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Results

QIOR
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Amazon Managed Grafana dashboards built to show:

For EKS cluster observability

EKS cluster overall health

Application performance metrics

Driver and executor-level metrics

Task-level, node-level, and cluster-level

OS-level metrics — CPU, memory , network, disk 10, etc.

Job-level metrics — Spark and JVM



Metrics — insights — benefits
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EKS — Metrics and benefits

Application performance monitoring Spark and JVM metrics

Memory Usage per Container CPU Usage per Container

105 11:06 107 108 o mm mnm 1m2 ms ma 115
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&0 MR/s 286 MR
) Load 1m
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we 100.64.80.141.9100 we 100648039100 we 100.6482176:9100 w 100.64.88.1759100
100.64.68.86:9100 - 100.64.90.154.9100 - 100.64.91.156:9100 «~= 100.64.92123:9100

Diskl0 s CPU Idle Avg

Driver and executor-level, task-level, node-level metrics OS-level metrics
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Demo — EKS dashboards

L3
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Future possibilities

4 ) 4 ) 4 )
@
LT Hybrid work O®Cloud service A |:| Application
TQT analysis portfolio trends DD reliability KPlIs

[ﬁcg - J - J - J

4 A , s - N
User engagement/ -Q- Data-driven tool Optimize
000 . AA ] ? K .
T\ collaboration = and services L’WQ_. software build/
metrics @ investment strategy & 1< deployment
7N efficiencies
\§ J \_ J \ J
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Key takeaways

4 N 4 ) )
000 @f , & Fully serverless
[P Data Data-driven - :
e Ul iy and quick to
= democratization ecisions we= e
v \§ J \§ J \§ J
4 A 4 ) 4 N
Customer Templatized . -
e @ dashboards for % Unified data '
P : operational data =/ transparency with
metrics data lake
\§ J \_ J \_ J
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Resources

01

02

03
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Use one tool for all your dashboarding needs with
Amazon Managed Grafana

https://console.aws.amazon.com/grafana/home/

One Observability Workshop



https://console.aws.amazon.com/grafana/home/

Thank you!

Sumalatha Bachu Logan Kudlacik Helen Lin

Sumalatha.Bachu@finra.org Logan.Kudlacik@finra.org hellin@amazon.com

&ﬁﬁ_ﬁﬁi% Please complete the session survey

in the mobile app
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