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Hard days look like
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System emergencies Failing transactions No alarm context Broken SLAs
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Wouldn't you rather have a day like this?
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88% 88%

Millions

of active AWS customers
every month globally

LR
>1 billion

end users served by our
customers
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100,000+

AWS Partners from more
than 150 countries

25+ years

of Amazon's operations
management experience



Make it a good day with AWS Cloud Ops

Set up Build and migrate Operate
@ V4
B @i

Throughout each phase, AWS enables you to optimize costs
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Create the right
environment
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Simplify operations

Deliver the experience



Simplify operations Deliver the experience
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O
@j} Establish governance

=0 Set up your environment quickly

Set your business up =
for success with the
right environment €:/> Build and maintain controls

/> Integrate third-party software

aws, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
1 CREATE THE RIGHT ENVIRONMENT



[ 0°$
Set your busnpess up sedro
for success with the ‘o

right environment

AWS Control Tower

awg
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You want to allow-list ﬁ@ i
services and meet control
objectives quickly 2|1 @
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NOW IN PREVIEW
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AWS Control Tower

Comprehensive controls
management in
AWS Control Tower
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Reduce risk and set up governance
quickly and easily in multi-account
AWS environments

» See your controls in one place
 Start using services quickly

» Organize controls by service, control
objective, and compliance framework

* Quickly define and manage controls
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Comprehensive controls management in AWS Control Tower

AWS Control Tower Dashboard

v Recommended actions

8Q oo @
2 g 2 2

Programmatically manage Add or register organizational Enable more controls Review users and access Review shared accounts

controls with APIs units Enable additional controls to meet your Review your user identity store and single Review the settings of the shared accounts
AWS Control Tower customers can manage  Add or register organizational units (OUs) security, operational, and compliance sign-on access for your users across that AWS Control Tower has set up for
controls programmatically across their to organize accounts and projects. requirements. accounts. you.

organization, at scale.

Environment summary Enabled control summary

4 > 2 16 4

Organizational units Accounts Preventive controls Detective controls Proactive controls

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Assess, audit, and ™
evaluate ﬂ'llﬂ
configurations of @
your resources

AWS Config

aws, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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9 billion

compliance checks in
AWS Config each month

ORORORC,

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
1 CREATE THE RIGHT ENVIRONMENT



You asked us for proactive compliance
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NEW LAUNCH

& 5 i
ﬂ'{l@ Proactively check resource compliance
before provisioning
AWS Config

AWS Config now

S pports proaCtive » Customization to choose
Compliance provisioning system

« Cost and time optimization

* Flexibility

aws
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AWS Config now supports proactive compliance

TS

Rules represent your desired configuration settings. AWS Config evaluates whether your resource configurations comply with relevant rules and summarizes
the compliance results.

: |

Any Status

| Name Remediation action Type Enabled evaluation mode Detective compliance

aws, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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NEW LAUNCH

h

AWS CloudTrail

Simplify security and
compliance
investigations with
AWS CloudTrail Lake

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
)

CloudTrail Lake now integrates
with AWS Config

« Immutable store with built-in query engine
and out-of-the-box sample queries

» Correlate activity logs with resource
configuration and compliance history

« Search and analyze audit evidence through
integration with AWS Audit Manager
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Simplify operations Deliver the experience

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
U



Create the right
environment

Deliver the experience
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Simplify operations by focusing on applications

15 +@W+ —-—— )

N S
Multiol lication Managed in an Multiple environments: Searchable and
uttipte apptications integrated way hybrid, on-premises, and cloud discoverable anywhere

aws, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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20 million
concurrent instances

managed in AWS
Systems Manager

AWS Systems Manager
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NOW AVAILABLE

Integrated application experience

Define and manage applications easily

l » Set up application monitoring quickly

* Improve application resilience

« Access secrets and variables with lower latency

« Get details of resource change requests

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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NOW AVAILABLE

Search for and discover resources across AWS

Find and act on the right resources with

/ AWS Resource Explorer

« Discover all your resources with a single step

« Go to resource details in a single step

e Accessible in console or SDK/CLI

» Support resources at scale

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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DISH Wireless builds a telco network
with AWS Cloud Operations

Kevin Plunkett

VP, Cloud Services
DISH Wireless
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America’s first cloud-native 5G
network from core to edge that
d:sh wireless | empowers customers to rapidly
instantiate and adapt network
services to their specific needs

aws
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Our challenge building telco networks

Public, private,
hybrid clouds

aws, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved

Operations to support
these dimensions

Networks we
support



DISH business outcomes
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Cost savings (TCO) Staff productivity Operational resilience Business agility
>50% reduction Reduction in Increased service 4-6X faster
in TCO Opex (FTEs) availability/redundancy time to market

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Our cloud operations on AWS

l”\ﬂﬁ?“ Modern cloud tools and CI/CD Use AWS cloud-native services

(KEB\ Reduced upfront investment Mobile Edge Compute

enablement

€ﬁ Security for in-transit and

in-store data Seamless hybrid

deployment support

(\
1 M’

x}{,\ High-availability on global
infrastructure
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5G on AWS - Key differentiators

@) % ') D

Faster time Rich native Robust partner

to market services network Re=vls
@ B
& o)
0 —C ®/
Scalability and Fully managed Reusable automation
flexibility Kubernetes constructs
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d:sh wireless

aws
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We're reimagining connectivity
through new platforms, new
business models, and new ways of
thinking to meet the convergence
of wireless, data analytics, Al,
and the cloud to reinvent the
customer experience



Create the right Simplify operations
environment
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Visibility into your system is important

) =
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Observe and monitor

AWS resources and C&
applications in the

cloud and on premises

Amazon CloudWatch

aws, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
3 DELIVER THE EXPERIENCE



W 5 exabytes
l i T of logs per month
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Amazon CloudWatch
is used to monitor
9 quadrillion

metric observations
per month

IS

\

@ X6.62
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You asked us for end-to-end visibility
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NOW IN PREVIEW

Amazon CloudWatch Internet Monitor

‘ Diagnose and understand network issues

C@ « Diagnose within minutes

* |dentify cause of the internet performance issue

Amazon CloudWatch « Understand user impact

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon CloudWatch Internet Monitor

1]
C)

CloudwWatch » Internet Monitor > Monitor_example

Monitor example Edit monitor I l View AWS Health Dashboard [4

Last updated: a few seconds ago. Auto-refreshes every 5 minutes.

Overview Historical explorer Traffic insights Monitor details

Traffic health scores info 1hr 2hr 6h 12h 1d | Custom ’ uTC v ‘ 1 Actions ¥
To see details about your internet traffic and health events, hover over a marker on the graph

Health score

100% — -
~— N
98%
96%
94%
2 T T T T T T T T T T T T
4:00 5:00 6:00 7:00 8:00 9:00 10:00 11:00 12:00 13:00 14:00 15:00
Time (UTC)
Availability score === Performance score Health event: Score < 95.00%

Internet traffic overview info

To see details about your internet traffic and health events, hover over a marker on the map or see the Active events table. .
Events map last updated 3 minutes ago.

| B ‘vo;%} ) %y v < [c} ‘ Reset Zoom ’ Q ‘
RN s fvfﬂﬂkvxﬁﬁjj\\égMéf

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon CloudWatch Internet Monitor

CloudWatch » Internet Monitor » Monitor_example

Monitor_example

Overview Historical explorer Traffic insights

Traffic insights filter

Monitor details

Q_ Filter by Client location, or AWS location

v Overall traffic

Details of the overall traffic being monitored over selected data and time range

Total traffic in (bytes)

155.6MB

Total traffic (bytes)

287.27MB

Top client location traffic info
View up to 10 top client locations based on percentage of total monitored traffic.

Total traffic out (bytes)

131.66MB  80.42ms

Average time to first byte

Edit monitor | I View AWS Health Dashboard [4

Last updated: a few seconds ago. Auto-refreshes every 5 minutes.

Availability score

100%

1hr 2hr 6h 12h 1d | Custom

Performance score

96.6%

Sorting field Granularity Sorting order
Total traffic (byte) l I City I | Highest to lowest
Total traffic (bytes) by city (descending)
MB  4MB 8MB 12MB 16MB 18MB

Las Vegas, NV, USA
Dallas, TX, USA 10.28MB
Seattle, WA, USA 9.36MB
Bangkok, Thailand
Reno, NV, USA

Boston, MA, USA

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

17.97MB

Overall top 10 locations traffic summary

Total traffic (bytes)
71.06MB

Total traffic in (bytes)
31.34MB

Total traffic out (bytes)

Average time to first byte (TTFB)
70ms

Availability Score
© 99.86%

Performance Score

3 DELIVER THE EXPERIENCE
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You asked us for cross-account visibility

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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NEW LAUNCH

Cross-account observability in
Amazon CloudWatch

Monitor and troubleshoot apps
across multiple accounts

« Cross-account telemetry

>

Amazon CloudWatch

* Troubleshoot across multiple accounts

 Centralized view

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
3 DELIVER THE EXPERIENCE



aws
~—7

Cross-account observability in Amazon CloudWatch

aws
~

Services | Q Search

[Option+S]

@ CloudWatch [l Lambda [ EC2
CloudWatch X
Favorites and recents >

Dashboards
> Alarms Ao @0 @0
¥ Logs

Log groups

Logs Insights

¥ Metrics
All metrics
Explorer

Streams

¥ X-Ray traces
Service map

Traces

» Events

v

Application monitoring

v

Insights

Settings

Getting Started

CloudWatch Settings Manage source accounts

Manage source accounts

Linked source accounts Configuration details Configuration policy

Source accounts (4)

Accounts that are sharing data with this monitoring account.

Q. Find accounts

Account label v Account ID

Microservice-C 903188709737
Microservice-A 589157201753
riv-payer 6250366495286
Microservice-B 617121535511

Feedback Looking for language selection? Find it in the new Unified Settings [

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

&

Resources

Logs, Metrics, Traces
Logs, Metrics, Traces
Logs, Metrics, Traces

Logs, Metrics, Traces

Q @ N. Virginia ¥ [ e e e
(D Add and delete accounts Stop cross account monitoring
1

© 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Coaokie preferences
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Cross-account observability in Amazon CloudWatch

awg £33 Services | Q Search [Option+5] ] Fay (@) N. Virginia ¥ T et i . e - *
@ CloudWatch [ill Lambda [ EC2
CloudWatch X CloudWatch Service Map Monitoring account  Last updated a minute ago
Favorites and recents > Service map ‘ Add to dashboard | ‘ 5m 15m 30m 1h 3h 6h Custom | | C | v | ‘ =2 ‘ | Map view ‘ List view |
Dashboards A
Y Filters | | Q, Filter by X-Ray group H + | | Q, Select a node | | @ | ‘ Q | ‘ & ‘
¥ Alarms Ao @o (o e -
In alarm T Filt X o
ilters | P Legend and options ‘
All alarms
Accounts
Billing
| Select accounts A
¥ Logs Q | Simplety. .nagement
[ —
N . PetSearch
Log groups ] Microservice-C cs Fargae
903188709737
Logs Insights N i
. Microservice-A
— 589157201753 pror B riagn
¥ Metrics ] J———
0 Microservice-B pessite L
All metrics — 617121538511 e
Explorer 0
Streams . Services...1shKBuTTVE
(2] WA e~ . N o
' [ ————— Lamba Cantext
¥ X-Ray traces Fesse Services-_ BTHYHIVRY
Clint OynameDE Table
Service map
Traces ° . e
Services-s..i6dgwri3gre
= adoption. anaws.com Lamibda Function
Database SQL
T — - s1s (e »
SEM
¥ Application monitoring
ServiceLens Map e @ 0
Services- YPCREIBASS
Resource Health Clent payfaradoption =n
ECS Container
Synthetics Canaries e — Sy
Evidently
No node selected
RUM
Select a node to see its details
- aiabae
Feedback Looking for language selection? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

aws
~—7
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Cross-account observability in Amazon CloudWatch

& CloudWatch Bl Lambda [ EC2

CloudWatch X | Viewdata: © | 7 | | v
TestLambda View logs [2 ‘ | View traces | ‘ Analyze traces [J |
Favorites and recents >
Lambda Function Account: cw-lattice-metrics-burner+source10 (848329701207) [
Dashboards =
¥ Alarms A1 @4 @0
Service metrics
¥ Logs
Log groups Invocations Sum xa Duration Average xa
Logs Insights Count Milliseconds
20 152
¥ Metrics
All metrics 1.0 132
Explorer
0 1.12
Streams 14:51 14:51 14:52 14:52 14:53 14:53 14:54 14:54 14:55 14:51 14:51 14:52 14:52 14:53 14:53 14:54 14:54 14:55
@ Invocations @ Duration
¥ X-Ray traces
SEcsinap Errors Sum xa Throttles Sum xa
Traces Count Count
1.00 1.00
» Events
¥ Application monitoring 0.50 0.50
ServiceLens Map
0 0
Resource Health 14:51 14:51 14:52 14:52 14:53 14:53 14:54 14:54 14:55 14:51 14:51 14:52 14:52 14:53 14:53 14:54 14:54 14:55
Synthetics Canaries e S
Evidently
RUM Logs View in CloudWatch Logs Insights [
All logs for this node
¥ Insights .
# : @timestamp : Bmessage
Settings 1 2022-11-21T14:54:29.655Z END RequestId: a9470656-@ale-4f59-b7ac-a7866d1196e0
(LA SR »3  2022-11-21T14:54:29.654Z  START RequestId: 09470656-Oale-4f59-h7ac-a78661196e0 Version: SLATEST

Feedback Looking for language selection? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms. Cookie preferences
B PP P BT §
Feedback Looking for language selection? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Cross-account observability in Amazon CloudWatch

aws
~

Services. Q Search

[Option+5]

& Cloudwatch [l Lambda [ EC2
CloudWatch X

Favorites and recents >

Dashboards

¥ Alarms Ao @0 Qo
In alarm
All alarms

Billing

¥ Logs
Log groups

Logs Insights

¥ Metrics
All metrics
Explorer

Streams

¥ X-Ray traces
Service map

Traces

» Events

v

Application monitoring

v

Insights

Settings
Getting Started

B 4 @ Nvignav - -

Logs Insights ‘ 5m  3m 1h  3h  12h  Custom E | _
Select log groups, and then run a query or choose a sample query. =
Fields
» Select log group(s) by log group names, account label or account id | [
You have selected a maximum number of log groups. Queries
Jaws/apigateway/welcome X
Account: Microservice-A (589157201753) @
Help

Show more chosen log groups (+49)

1 fields @timestamp, @log, @message
2 | sort @timestamp desc
3 | limit-50

Queries are allowed to run for up to 15 minutes.

Logs Visualization
3k
2k
1k
0
08:55 09 PM 09:05 09:10
# @timestamp Blog

vy vV VvV ¥ VY VY VvVYVvYey
N ;U AR W N R

[~}

Feedback Looking for language selection? Find it in the new Unified Settings [/

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Exportresults v | | Add to dashboard | | ®
showing 2050 of 301,205 records matched @&
304,191 records (246.8 MB) scanned in 16.8s @ 18,105 records/s (14.7 MB/s)
09:20 09:25 09:30 09:35 09:40 09:45 09:50 09:55

09:15

2022-11-21T21:54:48... 617121539511: faws/containerinsights/PetS5ite/host

2022-11-21T21:54:53... 589157281753: /aws/containerinsights/PetSite/application
2022-11-21T21:54:48... 589157281753: /aws/containerinsights/PetSite/application
2022-11-21T21:54:48... 589157281753 /aws/containerinsights/PetSite/application

2022-11-21T21:54:46... 617121539511:/aws/containerinsights/PetSite/application
2022-11-21T21:54:46... 617121539511:/aws/containerinsights/PetSite/application
2022-11-21T21:54:45... 617121539511: /aws/containerinsights/PetSite/application
2022-11-21T21:54:45... 617121539511:/aws/containerinsights/PetSite/application
2022-11-21T21:54:43... 617121539511:/aws/containerinsights/PetSite/application

Emessage

{"log":"11.6.144.250 - - [21/Nov/2022 21:54:53] \"\u@@1b[33mGET /metrics HTTP/1.1\uB@lb[@m\" 484 -\n","stream..
{"log": "DefaultSamplingStrategy 10670081|2022-11-21T21:54:48.257Z IDEBUG|Rule Default is selected to make a sa..
{"log": "AWSXRayMiddleware 10670080|2022-11-21T21:54:48.257Z|DEBUG | Trace header doesn't exist or not valid : (..
{"host":"ip-11-0-135-182", "ident":"dhclient","pid": "2138", "message" :"XMT: Solicit on eth®, interval 11224@ms...
{"log":"2022-11-21T21:54:46.378Z\twarn\tinternal/transaction.go:111\tFailed to scrape Prometheus endpoint\t{\..
{"log":"2022-11-21T21:54:46.082Z\twarn\tinternal/transaction.go:111\tFailed to scrape Prometheus endpoint\t{\..
{"log":"2022-11-21T21:54:45, 806Z\twarn\tinternal/transaction.go:111\tFailed to scrape Prometheus endpoint\t{\..
{"log":"2022-11-21T21:54:45.764Z\twarn\tinternal/transaction.go:111\tFailed to scrape Prometheus endpoint\t{\..
{"log":"2022-11-21T21:54:43.794Z\twarn\tinternal/transaction.go:111\tFailed to scrape Prometheus endpoint\t{\..

© 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Coakie preferences
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You asked us to protect and
encrypt data in logs

aWS’ © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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NEW LAUNCH

Data protection of logs in Amazon CloudWatch

Automatically and accurately identify
and mask sensitive information in logs

« Pattern matching and machine learning
Amazon CloudWatch * No custom solutions needed

* Reduce risks

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Data protection of logs in Amazon CloudWatch

CloudWatch b 4 ® Log group "log-data-protection” has been created. X

Favorites and recents >
CloudWatch Log groups

Dashboards

Log roups O [ nctons +
b Alarms Ao o @o 9 groups (2) ‘ H

By default, we only load up to 10000 log groups.

e togs PR ] -
r try prefix search [ | Exact match 1 &
Log groups New:  Data Protection - new pd
Logs Insights CEieE B R e e T A Data... w Sensitive data count v Retention v Metricf... » Contrib... » Subscri...

present in logs.

n-test &) Active ] Never expire - - -
P Metrics Read Documentation

v J(-Fla‘y traces (. roy-vaw=-proceCtion @ Inactive = Never expire - - -

Service map

Traces

» Events
b Application monitoring
b Insights

Settings
Getting Started

aws
~—7

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Data protection of logs in Amazon CloudWatch

CloudWatch X
Favorites and recents >
Dashboards
» Alarms Ao @o Bo
¥ Logs

Log groups New

Logs Insights

P Metrics

¥ X-Ray traces
Service map

Traces

> Events
b Application meonitoring
P Insights

Settings

Getting Started

CloudWatch Log groups

Log groups (1/2)
By default, we only load up to 10000 log groups.

Q, Filter log groups or try prefix search

[] Exact match

= Log group
J data-protection-test

" log-data-protection

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

D... ¥
@ Active

© Inactiy

Sensitive data count

0

‘ C H Actions A H View in Logs Insights ‘ Create log group

v

Delete log group(s)

Edit retention setting(s)

Create metric filter

Create contributor insights rules
Create data protection policy
Subscription filters

Export data to Amazon 53

View all exports to Amazon 53

3 DELIVER THE EXPERIENCE
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Data protection of logs in Amazon CloudWatch

CloudWatch X
Favorites and recents >
Dashboards
» Alarms Ao @o Qo
¥ Logs

Log groups New

Logs Insights

» Metrics

¥ X-Ray traces
Service map

Traces

» Events
» Application monitoring
» Insights

Settings

Getting Started

Cloudwatch Log groups log-data-protection Data protection

Data protection i«

Enable data protection to detect patterns of sensitive data within this log group as itis
ingested.

‘ Details ‘ Syntax ‘

Specify the data you want to protect

Use the following pelicy to set up your auditing and masking configurations.

Auditing and masking configuration

Data identifiers info
Select the data identifier(s) that you want te audit.

EmailAddress X

Category: Personal
Audit destinations - optional
Select the AWS service(s) where you want to send audit findings.

~ Amazon CloudWatch Logs
Select a log group where audit findings can be sent or create a new one.

data-protection-a... ¥ ‘ C ‘ ‘ Create new log group [

[_| Amazon Kinesis Data Firehose

[_| Amazon Simple Storage Service (Amazon 53)

Cancel Activate data protection

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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You asked us for
complete visibility using open source

aW% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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NOW AVAILABLE

VPC support and Prometheus alerting
in Amazon Managed Grafana

= - Connect and view all of your data sources
£ G and Prometheus alerts in one place

- Securely connect Grafana to all of your public
and private data sources in VPCs

- A single-pane-of-glass view

« Visualize Prometheus alerts in one place

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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200 million

active metricsin a
single workspace

Amazon Managed Service
for Prometheus

aw% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Operate securely and safely at cloud scale

.y

Create the right
environment

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved

2

Simplify operations

3

Deliver the experience



Get started with AWS Cloud Operations

@ Check out our sessions

Visit our AWS Cloud Operations
and AWS Observability booths

aws, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
)



/‘%\
®) 9 e

_ B

Please complete the session survey in the mobile app
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