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Alex | Principal Specialist
Solutions Architect

Over 20 yearsin IT
Dad of 1
Retired Ultimate Frisbee player

Bad golfer
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Why AWS Cloud Operations?

5 tm © 9

Return on Staff Operational Business Carbon
investment productivity resilience agility savings

241% ROI 62% more 57% decrease 37% decrease 88% reduction

over 3 years* efficient IT in downtime in time in carbon
infrastructure to market footprint of
staff IT operations

Based on independent research of 1,500 AWS enterprise customers
aws ©2022, Amazon Web Services, Inc. or its affiliates. Al rights reserved. *Source: “The Total EconomiF Impact of AWS Cloud Operations: Cost Savings And Business Benefits Enabled F.}y Operation
S on AWS. May 2022. A commissioned study conducted by Forrester Consulting on behalf of Amazon Web Services.”



Your journey to operating at cloud scale

Get started with AWS Cloud Operations
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Establish a secure foundation for Migrate applications to the cloud, Simplify ops management with an

governance and compliance or build new applications integrated experience to manage
and monitor resources and
applications to detect and remediate
risks quickly
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Visit our site

What metrics do we care about?

i What is your most important
metric?

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Vision
Amazon strives to be Earth's most
customer-centric company, Earth'’s

best employer, and Earth’s safest
place to work

dws
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Work backwards

Customer obsession

Leaders start with the customer and work
backwards. They work vigorously to earn
and keep customer trust. Although leaders
pay attention to competitors, they obsess
over customers.
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Customer requirements
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Delivery Price Security Page speed Search
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Internal stakeholders

Delivery Logistics
Price > CFO
Security ,?;, CISO
Page speed ‘% Marketing
Search [©  Product
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Question whack-a-mole

“How many customer

abandoning their shoj “How much is the “How many attemp “How long is it takin

carts because the del  website costing tort  attacks have we hat  load the landing pac
time was too long

“How many times are
we producing no
search results?”

~
2 & &
Logistics CFO CISO Marketing Product
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N1



Observability
virtuous cycle
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Business

stakeholders
Customer KPIs
needs /
Custqmer Collect
experience
Improve Act
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Strategy

i
What do | collect?

What do my customers want?

|

What do stakeholders need?

|

What are my KPIs?
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What do | observe?

Customer experience

!

Metrics, logs, and traces

?

Identify data sources

WV

2

How do | act?

Alert when outcomes are at risk

|

Evaluate impact

|

Establish root cause and fix



Plan

- ldentify customer requirements
« Meet with stakeholders

- Identify KPlIs, identify data sources,
extract metrics

« Build dashboards and alarms,
augment with traces and logs

 Classify impact and configure alerting

- Define response plan for every alert

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What metrics do we need?

Searches in Last Hour

4,922
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Tolerable

0.54

100

% of page loads between 2 & B seconds
@ searches

P99 API Response Time User Page Load

17.5

value > max

25.9

value > max

i Latency @ User page load P99
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These metrics align to our KPIs

These are what our customers
care about

Top 100 of 100 unique contributors

100 unique contributors « No unit

5,730

® 1.2013 2.2012 @3.2011 @ 4.2010 @5.2006 @ 6.2008 7.2009 @ 8.2007
9. 2005 10. 2014 11. 2004 12. 2002 13. 2001 14. 2003 15. 2000
16. 1998 17. 1999 18. 1995 19. 1996 20.1994 @ 21.1997 22.1993
©23.1992 @24.1987 @ 25.1985 @ 26.1988 27.1986 @ 28. 1989 29. 1991
30. 1984 31.1990 32.1982 33. 1983 34.1979 35. 1981 36. 1980
37.1978 38.1971 39. 1973 40.1976 @ 41.1977 42.1968 @ 43.1974



Designing dashboards .

Stakeholder dashboards Client \

. . . ) dashboard
Cost, service audit, capacity planning

System

dashboard Amazon EC2
s INStanNCces € cceeeeeeeeees
A

Low-level dashboards AL ) [P {
Infrastructure, microservice, dependency

Dependency y

dashboard Backend
EE‘F """IEI P microservice
1 £, 8

%ﬁ“" Amazon Builders’ Library H
25 e Building dashboards for operatiofal visibility™* functions

._.. Microservice
-|.'-|. dashboard
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AWS Lambda <

Customer
experience
dashboard

Infrastructure
dashboard

Infrastructure
dashboard



Designing alarms

Metric
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Designing alarms

—  Playbook

Notification

— BN

and/or/not Lﬁ Runbook

L i}

D_ﬁ and/or/not D_ﬁ
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Troubleshooting

An alarm tells you that How do you find out quickly
there is a problem . .. why there is a problem?

User Page Load [#

Alerts <o ti e !
3% Faults (Sxx) Latency (avg): 989ms Requests: 82.37/min Faults: 2.40/min
a H ests i Faults (5xx)
[ ] S Seconds No unit Percent
value > max 18.8 122.00 A — A 16.7
\ [ "'\‘ A
9.4 61.00 \ |/ ]

\/
\

@ User page load P93

A good logging and tracing strategy is key
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Logging and tracing

Logs Traces

Immutable record of an event Follow the path of a request, user centric

A record of WHAT happened Tell you the impact to the request path or user

CloudWatch Traces Trace 1-63357034-e8a0daBd333a:

‘ /films/access_log X|
Trace 1-63357034-e8a0da8d333ad83868132e5e Info Trace details

# Count requests by potential bots
fields status, request, method| filter status="404" or status="403" and method="GET" v Trace Map = Go to service map

1

2

3 | stats count(request) as Requested by request| sort Requested desc| limit 20
4

d

— » Legend and options
‘ Save H Actions ¥ H History ‘

Queries are allow o run for up to 15 minutes.

Visualization ‘ Export results ¥ ‘ { Add to dashboard ‘ @} @
- ( . >

Showing 20 of 255 records matched ® Hide histogram O films-api © films-search-year-API/vO O films-APL...12pkHVS8EU 0 films-AP
65,074 records (28.4 MB) scanned in 5.9s @ 11,031 records/s (4.8 MB/s) Synthetics canary ApiGateway Stage Lambda Context Lambd

Movi
DynamoDB Table

\ /
| \\///
- O dynamodb....zonaws.com

1
02 AM 05 AM 08 AM Remote

Correlating metrics, logs, and traces helps you get to the root cause faster
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No more whack-a-mole

“How many customer

abandoning their shoj “How much is the

carts because the del  website costing to rt
time was too long

~

S
(E8 e

Logistics CFO
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“How many attemp
attacks have we ha

@

CISO

“How long is it takin
load the landing pac

S
aiA

Marketing

“How many times are
we producing no
search results?”

8

Product



Key takeaways

Work backwards from your customers
Involve your stakeholders

Is your app doing what customers need it to do?
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New: AWS Observability training course

aWS training and
N >y certification

 Introduction to Observability
« The Amazon CloudWatch agent
 Alerting and insights

« Application monitoring

« Open Source

aws
-7



Want to see more AWS Cloud Operations?

Please complete the Ask us anything at our Find related sessions
session survey kiosks in the in our re:Invent blog
in the mobile app AWS Village Expo

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Thank you!

Alex Livingstone Ania Develter Igor Sedukhin
linkedin.com/in/aelivingstone linkedin.com/in/ania-develter linkedin.com/in/isedukhin

[waeres] Please complete the session
T8

survey in the mobile app
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