AWS

NOV. 28 - DEC. 2, 2022 | LAS VEGAS, NV l

e [Nvent




COP312

How Commonwealth Bank
simplified the compliance journey

Artem Bednarchuk (he/him) Rovan Omar (she/her) Eric Westfall (he/him)
Lead Cloud Security Engineer Principal Technologist Principal Technologist
Commonwealth Bank of AWS Security and Compliance
Australia AWS

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



Agenda

- Operating at cloud scale

 Risk and compliance challenges

« Compliance and assurance in AWS

« Commonwealth Bank compliance journey in cloud

« Resources

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
)



Why AWS Cloud Operations?
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Return on
Investment Staff Operational Business Carbon
(ROI) productivity resilience agility savings
241% ROI 62% more 57% decrease 37% decrease 88% reduction
over 3 years* efficient IT in downtime in time in carbon
infrastructure to market footprint of
staff IT operations

Based on independent research of 1,500 AWS enterprise customers
aws ©2022, Amazon Web Services, Inc. or its affiliates. Al rights reserved. *Source: “The Total EconomiF Impact of AWS Cloud Operations: Cost Savings And Business Benefits Enabled F.}y Operation
S on AWS. May 2022. A commissioned study conducted by Forrester Consulting on behalf of Amazon Web Services.”



Your journey to operating at cloud scale

Establish a secure foundation for Migrate applications to the cloud Simplify ops management with an
governance and compliance or build new applications integrated experience to manage

and monitor resources and apps to

detect and remediate risks quickly
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Risk and compliance challenges

In its shift to the cloud, the Financial Services industry is
confronting a range of unique risk and compliance challenges
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Constantly Requirements Highly dynamic Stringent Limited cloud
evolving that vary security threat reporting and security &
regulatory significantly landscape documentation compliance
requirements across regions requirements specialists
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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State of the threat landscape
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Ransomware Phishing Data Denial of
Attacks Attacks Disclosure Service Attacks
35% increase in Phishing attacks 27% of security DoS attacks
ransomware attacks up 77% from Q2 incidents had involved in 58% of
targeting FSI 2022 confirmed data security incidents in
disclosure the FSI sector
Based on research performed by the Anti-Phishing Working Group and Verizon.
Sgﬁlrscslsng Activity Trends Report, 1st Quarter 2022, APWG.
dws ©2022, Amazon Web Services, Inc. or its affiliates. Al rights reserved. 2022 Data Breach Investigations Report, Verizon.
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AWS enables cloud compliance and assurance

Manage Risk

AWS
CloudTrail

AWS Config
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AWS Control |==
(\\@ Tower

AWS Systems AWS License
Manager Manager
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Oversee Risk
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AWS Security
Hub

Amazon
CloudWatch

Assurance of Risk
Management
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AWS Audit
Manager
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AWS Artifact

Framework
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Manage risk - Define controls

A
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Preventive controls Detective controls

b Services, Inc. or its affiliates. All rights reserved.
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AWS security solutions
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Identity & access
management

@

Detective controls

@

Infrastructure
protection

—
e/
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Data
protection

Incident
response

AWS Identity and Access
Management (IAM)

AWS IAM Identity Center
AWS Directory Service
Amazon Cognito
AWS Organizations
AWS Secrets Manager

AWS Resource Access
Manager (AWS RAM)

AWS Audit Manager
AWS Security Hub
Amazon GuardDuty

AWS Config and
conformance packs

AWS CloudTrail

Amazon
CloudWatch

VPC Flow Logs
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AWS Systems Manager
AWS Shield
AWS WAF
AWS Firewall Manager
Amazon Inspector

Amazon Virtual Private
Cloud (Amazon VP(Q)

AWS Key Management
Service (AWS KMS)

AWS CloudHSM

AWS Certificate Manager
(ACM)

Amazon Macie

Server-side encryption

AWS Config rules
AWS Lambda






Native services

Adopt managed
rules
Use native services!

aW% © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved




AWS Config

DETECTIVE CONTROLS

Oﬁ%ﬂ,&
Identify il @

. Configuration
|dentify control change occurs in

objectives across your AWS resources
standards and
regulations

AWS Config
AWS Config records
and normalizes the

changes into a
consistent format

AWS Config automatically
evaluates the recorded

configurations against the
configurations you specify

.I.+-|- AWS Config
|: APIs & console
(V:-@ Amazon SNS

Amazon
Q CloudWatch

@ Amazon S3

Access change history and
compliance results using the console
or APIs; Amazon CloudWatch Events
or SNS alerts you when changes
occur; deliver change history and
snapshot files to your S3 bucket

for analysis

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Config: Conformance packs

Configure attribute-based
queries against current

state metadata

>50 sample queries

are available

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Simplified organization-
wide deployment and
reports of compliance

>75 sample templates are
available to get started

£e)
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Enables you to
automatically remediate
noncompliant resources

>275 managed rules
(and growing)
+ create custom rules



Compliance-as-code framework

AWS CONFIG CONFORMANCE PACKS

Read additional configuration

& others Via a describe() call
Amazon S3 Amazon CloudTrail AWS Lambda
EC2
One Lambda per custom rule
Resource configuration Report the result
snapshots are captured Via PutEvaluation()
Run
Send the configuration item
. Send the parameter
Change triggers ~ cememee .

- Conformance packs status And send the configuration item
Available via API or Console

5 O

Custom & Managed
rules
Conformance packs

Config API  Config
Console

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. i
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PFRs and optimization

AWS CONFIG & CONFORMANCE PACKS

Integrate AWS Config

with AWS Security Hub Number of rules per account

[

;5

Ability to create
custom rules
(Conformance packs)

Cost

AWS announced price
reduction up to 58% for
conformance packs!

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Benefits of AWS Config & Conformance Packs

Deployment
Velocity

"'Q..o
500

Conformance

Packs Immutable Visibility
rules
Reporting Control

Aggregation
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o AWS Security Hub

Centrally view & manage security alerts & automate compliance checks

Amazon GuardDuty
/, Intelligent threat detection and continuous monitoring to protect your
AWS accounts and workloads

& AWS Config
e,

Record and evaluate configurations of your AWS resources to enable
compliance auditing, resource change tracking & security analysis

Detective
controls L AWS CloudTrall

. T Track user activity and APl usage to enable governance, compliance,
Gain the visibility you and operational/risk auditing of your AWS account

need to spot issues before they
impact the business; improve
your security posture and

(Q
reduce the risk profile of VPC Flow Logs

your environment Capture info about the IP traffic going to and from network interfaces in
your VPC; flow log data is stored using Amazon CloudWatch Logs

vy AWS Audit Manager

353 Continuously audit your AWS usage to simplify how you assess risk
and compliance

Amazon CloudWatch

Complete visibility of your cloud resources and applications to collect
metrics, monitor log files, set alarms, and automatically react to changes

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon GuardDuty

Threat Detection Types

Data Sources

Findings

-

Reconnaissance

(

Instance Compromise
\

Account Compromise

VPC flow logs

DNS Logs

CloudTrail Events

Amazon
GuardDuty

\

» N
@ {@:

MEDIUM

ITSM tools

LOW
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GuardDuty workflow

Amazon GuardDuty
Data sources Threat detection  Finding types Findings
types Examples
Bitcoin
VPC flow logs Threat mining
intelligence —>  Amazon Detective
Command and
DNS logs control activity HIGH
< > )
/:)‘ —3 & " ‘ —» AWS Security Hub
o= S >
MEDIUM
AWS CloudTrail events Anomaly Unusual user behavior
ﬁ detection Example: —» Amazon EventBridge
* Launch instance LOW .
f\i (ML) » Change network permissions . 'Igleenl:ltediate
S3 data plar t .
o F)___S?ne N Unusual traffic patterns
Kﬁ Example:
* Unusual ports and volume
EKS control plane logs

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Security Hub Security findings &

remediation flows

/N

Security Monitoring and
Threat Detection

AWS Identity Amazon Simple

Amazon
GuardDuty

Amazon
Macie

Detect Threats &

Anomalous behavior

Discover
sensitive data

Security Hub

Detect
Vulnerabilities

AWS

Compliance Posture
Management

S

Config

Centralized Monitoring &

Security Posture Management

Take Action

Identify unintended access

Amazon - Amazon
and Access  Storage Service
EC2 Inspector
Management  (Amazon S3) Amazon
(IAM) IAM Access
Analyzer
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Aggregated findings

ecurity Hub X - - - ;
Findings by Region | All linked Regions (21) Linked Regions with findings (21) |

Findings from all i

Summary

Security standards . M CRITICAL B MEDIUM

Insights
Findings ast (N. Virginia) [Current Region]

Integrations

. ia Pacific (Singapore)
Settings
what's new () Asia Pacific (
Europe (Stockholm)

N. California)

(Frankfurt)

South Amer

Asia Pac

Asia Pacific (Seoul)
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Fil‘ldingS daSh bOa I‘d ILllustration Only

Findings

A finding is a security issue or a failed security check.

Q, | Product name /s GuardDuty X Record state /< ACTIVE X

Z Workflow Record Compliance
Severity Region Company Product Resource Updated at
status State Status

ACTIVE us-west-2 Amazon GuardDuty Ak '_ ' el <glite e — 2 months ago
n a m threat list i-

99999999

ACTIVE us-west-2 Amazon GuardDuty i i i 2 months ago
1 i-

99999999

ACTIVE us-west-2 Amazon GuardDuty = SRS A Gl STk 2 months ago

99999999

ACTIVE Amazon GuardDuty it : eorks gpch iy " e e o 2 months ago

99999999

ACTIVE -west-2 Amazon GuardDuty ol 5 sl i i 2 months ago
P add )8.¢ ) i

99999999

ACTIVE -west-2 Amazon GuardDuty b : k. & ol 2 months ago
L id i-

ACTIVE Amazon GuardDuty ndicate it eing i to perform a De f vice (Do 2 months ago

ACTIVE ~west-2 Amazon GuardDuty ndicate it € itoy C C al of vice (Do 2 months ago
i-
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Evolving to compliance at scale
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Minimize Immutability Automate
Friction Remediation
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Resources

Cloud compliance and
assurance samples

Using AWS Config for security
analysis and resource administration

Automate continuous compliance at
scale in AWS

Harness the power of control
automation to reduce operational
risk and improve compliance

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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https://aws.amazon.com/blogs/mt/using-aws-config-security-analysis-resource-administration/
https://aws.amazon.com/blogs/mt/harness-the-power-of-control-automation-to-reduce-operational-risk-and-improve-compliance/
https://aws.amazon.com/blogs/mt/automate-cloud-foundational-services-for-compliance-in-aws/
https://bit.ly/3AWupZ5

Want to see more AWS Cloud Operations?

Please complete the Ask us anything at our Find related sessions
session survey kiosks in the in our re:Invent blog
in the mobile app AWS Village Expo

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Thank you!

Artem Bednarchuk Rovan Omar Eric Westfall
Commonwealth Bank of Australia Amazon Web Services Amazon Web Services

[waeres] Please complete the session
T8

survey in the mobile app
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