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Why AWS Cloud Operations?
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Return on
TAES Staff Operational Business Carbon
(o)) productivity resilience agility savings

241% ROI 62% more 57% decrease 37% decrease 88% reduction

over 3 years* efficient IT in downtime in time in carbon
infrastructure to market footprint of
staff IT operations
Based on independent research of 1,500 AWS enterprise customers
aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. *Source: “The Total Economic Impact of AWS Cloud Operations: Cost Savings and Business Benefits Enabled by Operation

N’ on AWS.” May 2022. A commissioned study conducted by Forrester Consulting on behalf of Amazon Web Services.



Your journey to operating at cloud scale

1) Set

O ®
3

Establish a secure foundation for Migrate applications to the cloud, Monitor application
governance and compliance or build new applications performance; detect and
remediate noncompliance or
operational risks quickly

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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How to manage resources and
applications at scale with AWS

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



What you have told us

“Hard to find the right stuff at the right time”
“We think in terms of business applications”

“Need to reduce the effort on our application and
finance teams”

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



What will we cover today? (7@\

Explore: How do | find my stuff?

Organize: How do | organize my stuff into logical units?
Act on: How do | act on my logical units?

Demos

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Explore
How do | find my stuff?




AWS Resource Explorer

Search for and discover relevant
application resources

- Free-form text and filters, sorted by
relevancy

By using the AWS Resource Explorer
console, Unified Search, or AWS
SDK/AWS CLI

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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- ldentify which Region(s) every
resource in my application is in

Use cases enabled

- Find any untagged or mis-tagged
resource

- Locate a specific resource with a
resource ID



Turn on AWS Resource Explorer
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Select Regions
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eu-west-1
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us-west-2 aggregator
us-east-1 index
eu-west-1 index

us-west-2

us-east-1 local index

us-east-1

Select an aggregator
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eu-west-1

us-west-2

us-east-1 local index

us-east-1

Create and set default view

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Search using plain text

aws resource-explorer-2 search --query-string “Banana Orange’

Q. Banana Orange X

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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How do you search? (7@\

Example: Find an application’s resources across Regions
and services using tags

tag:Application=Banana

Example: Find untagged resources
tag:none

Example: Find application resources that are incorrectly tagged

Banana —tag:Application=Banana

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Demo
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ConSOI.e Home Info Reset to default layout ‘

@ Introducing the new widget Applications. Find it at the bottom of your Console Home.

Recently visited o : i Welcome to AWS

AWS Resource Explorer 1AM Getting started with AWS [

Learn the fundamentals and find valuable
information to get the most out of AWS.

Cloudwatch Athena

CodeCommit AWS Proton

CloudFormation 53 Training and certification [4

Learn from AWS experts and advance your

Resource Access Manager Lambda M skills and knowledge.

BEEEBR

Service Catalog Resource Groups & Tag Editor

What's new with AWS? 4

Discover new AWS services, features, and
Regions.

Config

View all services

AWS Health info : i Cost and usage info

Open issues

0 Past 7 days

Scheduled changes %{

0 Upcoming and past 7 days

No cost and usage
Other notifications

This could be because you haven't configured AWS Cost Manager or you do not have permission.
0 Past 7 days

Feedback lang on? Find it in the new Unified Settings [/} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

aws
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Organize
How do | organize my
stuff into logical units?

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Tags and tag policies (’@\

Organize your resources with labels Use cases enabled

ou assign
y 9  Create simple logical groups

- Tags are key/value pairs , ,
- Ensure consistent tagging across

- Use tag policies to govern the use of your resources (capitalization,
tags on your resources approved values, etc.)

"tagS" . {
"Project": {
"tag_key": { "@@assign": “Application® },

"tag_value": { "@@assign": ["Banana","Orange","Apple“]}

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Resource Groups (7@\

Organize your resources into groups Use cases enabled
- Tag-based and AWS CloudFormation - Enable complex queries to group
stack-based groups resources

- Define resource group once, and reuse
across AWS services

Grouping criteria

Define a group based on resource types and tags.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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AWS Service Catalog AppRegistry d @\v

Organize your applications in central Use cases enabled
registry , ) ,
« Organize multiple logical groups
« Helps automate resource organization under the umbrella of a single entity
. : - Application
- Envelopes all application resources in a
resource group  Create application once, and reuse

] across AWS services to manage your

« Assigns three tags to all resources AWS environment

(application ID, name, ARN)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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How do | automate registration?

Add code to your AWS CloudFormation template(s)
Use tags to associate resources to an application

Use AWS Cloud Development Kit (AWS CDK) or AWS Solutions
to deploy your application

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Automate application creation: Templates (’@\

RESOU r'CES : @ Organize
Application: |

Type: AWS::ServiceCatalogAppRegistry::Application
Properties:
Description: Application Banana
Name:
Ref: AWS::StackName

Tags: {}

AppRegistryApplicationStackAssociation:
Type: AWS::ServiceCatalogAppRegistry::ResourceAssociation
Properties:
Application:
Fn: :GetAtt:
- Application
- 1d

Resource:
Ref: AWS::Stackid
ResourceType: CFN_STACK

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
)




Automate resource association: Tags ' @\v

@ Organize
F—/

2. Use AppRegistry to define tag (key/value pair) to automatically associate
resources with application

1. Create your application in AppRegistry

3. Tag resources with the tag you defined in step two

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Demo

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N7



aws ) Option+S, L @ N. Virginia ¥ Admin/mrmahlum-Isengard @ 1338-4244-5017 ¥

®
conSOI.e Home .« Reset to default layout ‘

Recently visited info : i Welcome to AWS

Service Catalog

@

Config Getting started with AWS [£

Learn the fundamentals and find valuable
information to get the most out of AWS.

CloudFormation AWS Well-Architected Tool

Systems Manager CloudWatch

B BAEE

S3 Lambda Training and certification (4

Learn from AWS experts and advance your

AWS Resource Explorer AWS Resilience Hub skills and knowledge.

®,

EC2 AP| Gateway

What's new with AWS? 4
Discover new AWS services, features, and
Regions.

B EERE

3ol =

Resource Access Manager AWS Organizations

View all services

AWS Health info : i Build a solution info

Open Issues Start building with simple wizards and automated workflows.

0 Past 7 days @ Launch a virtual machine =1 Register a domain
With EC2 (2 mins) . With Route 53 (3 mins)

Scheduled changes
Start a development project 73 Build a web app
0 Upcoming and past 7 days With CadeStar (5 mins) With AWS App Runner (5 mins)

Other notifications Connect an loT device Deploy a serverless microservice
With AWS IoT (5 mins) With APl Gateway (2 mins)

0 Past 7 days
Build using virtual servers Start migrating to AWS

With Lightsail (2 mins) - With AWS MGN (2 mins)

Host a static web app
With AWS Amplify Console (2 mins)

lection? Find it in the new Unified Settings [/} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Act on

How do | act on my
logical units?
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Act based on tags

- Cost management

 Cost allocation tags — usage, budgets,
anomaly detection, etc.

 Permissions

- Attribute-based access control (ABAC) -
“Team Fruitsalad developers can access all
resources in application Banana”

- Operations and support

 Provide context and guidance to support
operations teams to enhance management
of your applications

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Cost allocation tags i

User-defined cost allocation tags

AWS-generated cost allocation tags (15) info

Q, Search for a tag key

ws:eks:cluster-name
ws:servicecatalog:applicationArn
log:applicationld

ws:servicecatalog:applicationMame



Simple ABAC policy example

{ "version": "2012-10-17",
"Statement": [
{

"Sid": "SimpleABACExample",

"Effect": "Allow",

IIACt.ionll: II*II ,

"Resource": "*",

"Condition": {

"StringEquals”: {

"aws:ResourceTag/aws:servicecatalog:applicationName"”: "Banana",
"aws:PrincipalTag/Team": "Fruitsalad"

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Act based on resource groups

Target selection

nethod for selecting targets

« AWS Systems Manager Target selection

« Amazon CloudWatch
 Application Insights

« Dashboard
« AWS Resilience Hub

plication-Banana

All available resource types X

aWS © 2022, Amazon Web S
N7

ervices, Inc. or its affiliates. All rights reserved.
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Act on applications

« Amazon CloudWatch
Application Insights

« AWS Resilience Hub
« AWS Well-Architected

« AWS Service Management
Connector

 Application Manager, a
capability of AWS Systems
Manager

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
)

AppRegistry applications (1) info

Q. Application name

Opsltems

Description

A part of the Fruitsallad application suite




Application Manager

AWS Systems Manager
App Manager

Import resources

Automatically or manually
import resources from
various sources

@ Service Catalog

AppRegistry

Resource
Groups

Manage AWS resources CloudFormation
in the context of Stacks
an application
Launch
Wizard
EKS Clusters
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Demo
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Recently visited info 8 i  Welcome to AWS

Systems Manager EC2 Getting started with AWS [4

Learn the fundamentals and find valuable

CloudWatch
information to get the most out of AWS.

Resource Access Manager

B BA

AWS Well-Architected Tool Config

Lambda Training and certification [4

&

Service Catalog
Learn from AWS experts and advance your

CloudFormation AWS Resilience Hub N skills and knowledge.
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S3 API Gateway

What's new with AWS? [4

Discover new AWS services, features, and
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AWS Resource Explorer AWS Organizations

Regions.

View all services

AWS Health info : Build a solution info

Open issues Start building with simple wizards and automated workflows.

0 Past 7 days Launch a virtual machine Register a domain
With EC2 (2 mins) With Route 53 (3 mins)

Scheduled changes

Start a development project £  Build a web app

O Upcoming and past 7 days With CodeStar (5 mins) With AWS App Runner (5 mins)

Feedback Looking for language selection? Find it in the new Unified Settings [/} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Organize

AWS CloudFormation

AWS Proton

Resources

AWS CDK @

Stack(s) Tag(s)

= '

Individual resourcesj

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Act on

Application Manager

Amazon CloudWatch
Application Insights

AWS Resilience Hub

Cost and usage reports

AWS Identity and Access

\ Management (IAM)



What to take home with you

1. Define and publish a tagging schema

2. Use AppRegistry to register your application(s)

3. Automate, automate, automate

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Resources to learn more

Tagging best practices

Implement AWS resource tagging strategy using
AWS tag policies and service control policies (SCPs)

Govern your applications centrally using AppRegistry
and Application Manager




Want to see more AWS Cloud Operations?

Please complete Ask us anything at Find related sessions
the session survey our kiosks in the in our re:Invent blog
in the mobile app AWS Village Expo

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Thank you!

Anders Samuelsson Svetlana Kolomeyskaya Ed Mahlum
anderss@amazon.com kolomes@amazon.com mrmahlum@amazon.com

[waeres] Please complete the session
T8

survey in the mobile app
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