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Cross-account observability in
Amazon CloudWatch

NEW RELEASE

Agenda

 Launch announcement

- Leveraging CloudWatch unified observability

« Live demo
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AWS observability: Data drives decisions
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Observability choices
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Challenge: Monitoring applications deployed
across multiple AWS accounts

Scale

Overhead

Resolution time



Launching cross-account
observability across
CloudWatch
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Reduce cost, time, and effort in

centralized monitoring

NEW RELEASE: CROSS-ACCOUNT OBSERVABILITY IN AMAZON CLOUDWATCH
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Birds-eye view across
multiple accounts
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Easy to set up

Reduced mean
time to resolution
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No additional cost



Concepts: Cross-account observability
experience in CloudWatch

NEW RELEASE: CROSS-ACCOUNT OBSERVABILITY IN AMAZON CLOUDWATCH

MONITORING ACCOUNT

[ SOURCE ACCOUNT 1 ] [ SOURCE ACCOUNT 2 ] [ SOURCE ACCOUNT 3 ] ------------------------------------------ [ SOURCE ACCOUNT N ]
Logs * Logs * Logs * Logs
Metrics *  Metrics *  Metrics e  Metrics
Traces e Traces * Traces e Traces
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Configure your centralized
monitoring setup easily

NEW RELEASE: CROSS-ACCOUNT OBSERVABILITY

{ & cloudwatch [§] Lambda [l EC2

CloudWatch

CloudWatch Settings

Set up your
centralized
monitoring
configuration

Favorites and recents

CloudWatch settin¢

Dashboards
Use a centralized monitori

View metrics, logs, and traces with no ac

Alarms
In alarm
All alarms

1. Configure monitoring acc
Billing

within minutes

Log groups

Monitoring account configu
Logs Insights

Allow this account to view data fro

Metrics To get started, sign in to the accou

All metrics Tip: We recommend that you create

Explorer ‘When you are signed in to the mon

Streams

Source account configuratit
X-Ray traces

To configure a source account, sign
Service map

You can also choose which of metri
Traces

Events
Cross-account cross-regiol

Application monitoring Share your metrics, dashboards, logs wid

Insights
Share your CloudWatch dz
Create the CloudWatch-CrossAccoL

Getting Started dashboards, logs widgets, and alari

© Not enabled

aws
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@ Cloudwatch [ Lambda [ EC2
CloudWatch
Favorites and recents

Dashboards
Alarms

In alarm
All alarms
Billing

Logs

Log groups

Logs Insights

Metrics
All metrics
Explorer

Streams

X-Ray traces

Service map

Traces

Events

Application monitoring

Insights

Getting Started

IN AMAZON CLOUDWATCH

CloudWatch Settings Monitoring account configuration

Monitoring account configuration
Allow this account to view data from your source accounts in

Select data

Select the data types that you want to share with your monitoring account.

Logs
Allow to share logs data with the monitoring account.

Metrics
Allow to share metrics data with the monitoring account.

Traces
Allow ta share traces data with the monitoring account

Important info

To allow access to data in ServiceLens and X-Ray (&) enable all three of metrics, logs and traces.

List source accounts

List the accounts, organization paths, or organization IDs of the accounts that will share data with this
monitoring account. Use a comma to separate items.

861436158439,
848329701207

Define a label to help identify your source account info
Choose how to refer to the source accounts when they are viewed in the monitoring account.

© Account name
Account name used to
identify accounts.

Globally unique email Email without domain
Email address used to
identify accounts. (i.e.

name@amazon.com)

Email address without
domain (i.e. without
@amazon.com) used to
identify accounts.

(@ The cross account configuration will be available in US East (N. Virginia) us-east-1.

Cancel

s-account data with the monitoring
account

o=
.
@ Not enabled

done by the monitoring account only.

© Not linked

in be done by the source account only.

jranted you permission to their

o ]




Use CloudWatch analytics
across multiple accounts

NEW RELEASE: CROSS-ACCOUNT OBSERVABILITY

Monitor your
company-wide
telemetry as if
you were
operating in a
single account

Feedback

@ Cloudwatch [} Lambda

Favorites and recents

Dashboards
Alarms
Logs
Metrics

All metrics
Explorer

Streams

X-Ray traces

Events

Application monitoring
Insights

Settings

Getting Started
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CloudWatch

Overview info

Overview

Alarms by AWS service info

Services M Inalarm 2 [] Insufficient data2 [] OK 4

Lambda
Usage
CloudWatch Logs

CloudWatch Logs S...

Default Dashboard

IN AMAZON CLOUDWATCH

1h

@ info
Recent alarms info

Duration greater t

Milliseconds

134.59

w0 W A,
2.00 ation > 2 for 1 datapoi... ¢

14:23 17:22

Name any CloudWatch dashboard CloudWatch-Default to display it here. Create a new default dashboard

Application Insights

Get started with Application Insights info

Set up monitors and dashboards to detect issues and resolve problems with enterprise applications, databases, and workloads.

Looking for language selection? Find it in the new Unified Settings [7

Switch to your original interface

cwom® [ ] ][ ®]

‘ Actions V¥ ‘

View recent alarms dashboard

XA Alarm i O

No unit
32.31

1865 /\/\—/\/’\/\/ avh

5.00 Expression1 > 5 for 1 datap...
14:20 17:20

Configure Application Insights
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Use CloudWatch analytics
across multiple accounts

NEW RELEASE: CROSS-ACCOUNT OBSERVABILITY IN AMAZON CLOUDWATCH

@ Cloudwatch || Lambda @ EC2

[ ]
M O n Ito r yo u r . RS— CloudWatch Switch to your original interface ®

Overview info 1h 3h Custom ‘ C |~ H X ‘

[ ]
C O I I I a n —WI d e Favorites and recents "
Overview @ info ‘ Actions ¥ ‘
telemetry as if
y . i , Alarms by AWS service info Recent alarms info View recent alarms dashboard

Alarms
Logs H H : g
yo u We re 9 Servicas B inalarm 3 [ Insufficient data 2 [] OK 3 TestOmurXAServiceL... | @ Duration greater than... ¢ @
® ® Log groups Lambda e ————— / Milliseconds Milliseconds
O p e ra I n g I n a Logs Insights 130.00 134.59
Usage

__________ e /AJ\_/‘\/\W/\V\/\/‘\, 6830 | .

b 1 |
t " CloudWatch Logs ’ ¢ i
S I n le a C C O l I n Metrics u e e — . 7 4 2.00 cpu_total_time > 2 for 1 d... 2.00 Duration > 2 for 1 datapoi...
CloudWatch Logs S... ¢ ) 14:50 17:50 14:53 17:52

X-Ray traces

Service map

Traces

Events

Default Dashboard

Name any CloudWatch dashboard CloudWatch-Default to display it here. Create a new default dashboard

Application monitoring

Insights

Container Insights

Lambda Insights v 4 S
3 Application Insights

Contributor Insights

Application Insights -
Get started with Application Insights info Configure Application Insights

Settings Set up monitors and dashboards to detect issues and resolve problems with enterprise applications, databases, and workloads.

Feedback Looking for language selection? Find it in the new Unified Settings [7 © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Single-pane-of-glass observability
for your applications

NEW RELEASE: CROSS-ACCOUNT OBSERVABILITY IN AMAZON CLOUDWATCH

@ CloudWatch  [fl Lambda [ EC2

Use cross-account Clovawate p—
Favorites and recents CloudWatch Service Map TestLambda
AWS X-Ray an E—
Dashboards TestLambda 5m 15m  30m 1h 3h 6h  Custom ‘ c ‘ v H = ‘
Al 4 0 = =
e A‘ ®4 OD "_\\ TestLambda View on map H View logs 4 H View traces ‘
ou dtC BN i - . [Cvewonmap ][ viewtags 2 ][ viewsracs |
L: . .

1 e I I Lo srees Analarm 1 @ nsufficient data 0 @ok2
S e rVI C e L S t 0 Logs Insights
Alarms
n Metrics
. ° .
I O I I lt I SS u e S All metrics TestXAAlarm
Explorer Count

1.00 +
Streams

quickly and to

Service map . 0.1 for 1 datapoints within 5 minutes
troubleshoot your |
‘ocations
Events
cross-account
Latency H Requests H Faults (5xx)
l L L ! Seconds No unit Percent
d Ications
0.0149 20
p p Synthetics Canaries
° . Evidently -
efficiently
0
: : 3 13:22 1323 : 13:22

Insights @ TracedRequestCount @ FaultRate

Settings
Getting Started OK (2xx) H Errors (4xx) H Throttles

Percent Percent Percent

101.00
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Reduce cost, time, and effort in

centralized monitoring

NEW RELEASE: CROSS-ACCOUNT OBSERVABILITY IN AMAZON CLOUDWATCH
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Birds-eye view across
multiple accounts
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Reduced mean
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How JPMorgan Chase & Co. leverag W
CloudWatch cross-account observabi
feature for centralized monitoring

NEW RELEASE: CROSS-ACCOUNT OBSERVABILITY IN AMAZON CLOUDWATCH

Anthony Giles

Executive Director
Architecture & SRE Center of Excellence
JPMorgan Chase & Co.
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JP Morgan Chase site reliability engineering

Focus Why?

 Our customers first « Process on average $9-10 trillion
dollars in payments per day

- Serve the 80% of Fortune 500
companies who bank with us

- Stability, reliability, and resiliency
 Service-level objectives

S onitoling uEELEE et + Operate as the bank of choice for

 Automation and toil reduction roughly half of US households
 Culture and skills « 6,000+ applications

« 270K+ virtual workspaces

- 55K+ technologists across the firm
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Observability opportunities

Current footprint

« Interacting applications hosted across multiple AWS accounts
- Multiple tools for metrics, logs, and traces with multiple views
- There's a need to get faster alerts and streamlined cost

 Additional challenges to SREs when data has to be correlated
from multiple sources
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Benefits of the cross-account
observability feature in CloudWatch

NEW RELEASE: CROSS-ACCOUNT OBSERVABILITY IN AMAZON CLOUDWATCH

Benefits

- Unified observability data — metrics, logs,
and traces across multiple accounts
aggregated in one place

« Real-time

« MTTR reduction by going native from
secondary source

« Cost reduction

- Holistic view of product, line of business, or

=d _E @ (&Y organization
@ = - Easy contextualization and correlation

of data
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Video in case of a network failure

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Centralize your monitoring now

NEW RELEASE: CROSS-ACCOUNT OBSERVABILITY IN AMAZON CLOUDWATCH

@ CloudWatch [§ll Lambda | EC2

CloudWatch CloudWatch Settings

Favorites and recents ClOwaatCh Settings

Dashboards
Unified cross-account observability experience to monitor and troubleshoot applications that span across multiple account(s) - new info

Alarms
Unified cross-account search, alerting and visualization experience with no account boundaries. View quick guideline

Logs
3. Link your source accounts via 4. Browse cross-account data with the

Metrics 1. Configure monitoring account 2. Determine how to link source accounts i . L
CloudFormation or by the sharing URL monitoring account

X-Ray traces 8{{ @_ﬁ;

Events

Application monkoring Monitoring account configuration © Not enabled

Insights Allow this account to view data from your source accounts.

Login to your preferred monitoring account to get started with the cross account configuration. This can be done by the monitaring account only.

Settings " . - . R N o —
Tip: We recommend creating a new monitoring account in your organization before configuring your monitoring account permissions.

Getting Started

» How it works

Source account configuration © Not linked

Login with the source account and use the URL you get from monitoring account to go to Settings page.

. This can be done by the source account only.
» How it works
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Thank you!

Omur Kirikci Bobby Hallahan
okiri@amazon.com rfhall@amazon.com
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