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Agenda

Chaos engineering: Motivation (business and tech)
Chaos engineering: Process
AWS Fault Injection Simulator (FIS): Introduction

Builder session: Hands-on with FIS
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Motivation for chaos engineering: Resilience

A A

Technical view Business view
* Don't like waking up at night « Save by preventing outages
« Keep management happy « Keep customer happy
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Business impact of (non)-resilience

$1.25B $474K

to $2.5 B Average cost/hour
of downtime

Annual Fortune 1,000 (Ponemon Institute)

application downtime

costs (IDC)

$500K $100K

to $1 M Average cost/hour
of an infrastructure

Cost/hour of a critical failure (IDC)

application failure (IDC)
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Cost savings of
15%-25%
Aggregated cost
savings from
investing in key

digital resilience
levers (BCG)



Reasoning over failure causes

Operational readiness review

A
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. Requirements . . !
> Inception >> gathering >> Design >>Development>> Testing >> Deployment>> Production >
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process analysis
Failure modes & ‘

effects analysis Formal methods

Y
System theoretic / / ‘ y /
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What to test: Cause and effect

« Possible negative business outcome
« Possible events causing outcome
 Possible failures causing event

- Possible causes for events

Simple system example, 3 outcomes, 81 causes
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Complexity: Failures with more than one cause

| 3 o .
(n) ___ ™  Possible combinations
k/ k! (n—k)!
1,000,000 2E6
100,000 SE4
10,000
AO-/
3E3
1,000
100
10
10 100
—2 —3 —4
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Finding failures in deployed systems

Game days

Operational readiness review ‘
A

> Ingeetion >>Re;:|autirr]2?i1ﬁgt5>> Design >>Development>> Testing >> Deployment>> Production >
\
J \Chaos engineerin
System theoretic / / \ ' g g

process analysis
Failure modes & ‘

effects analysis Formal methods
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Improving resilience

Verify ’ Steady - ’ Steady

resolution state Improve S
Resolve Reactive Unplanned — CheFk: Proactive Plan:
problem stress Verify Hypothesis

\ Identify 1 e \ Do: Run 1

problem experiment
Usual engineering loop Chaos engineering loop
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AWS Fault Injection Simulator

OVERVIEW

AWS Identity and
Access Management

AWS Management
Console

AWS Command
Line Interface

AWS Fault Injection
Simulator
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Stop experiment

FIS epfine
Start exPeriment
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Compute

Networking

Storage
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FIS safeguards

Amazon
EventBridge
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Amazon
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Sequencing in FIS experiments

N\
E AWS resources

A real world scenario will Parallel actions Tieac:
have many things
happening Start
« insequence ” - ]
. c
* in parallel 9
-ld >
FIS gives you an ability to ° )
orchestrate complex real = batabess O
Y : = , — I:I
world conditions in the o n
experiment template. o> Amazon
3’, CloudWatch
‘ Networking alarms
Finish
Storage
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API faults [throttling | internal error | unavailable error] (EC2)

Amazon EC2 instance actions [stop | reboot | terminate]

EC2 Spot Instance interruption

ECS [drain container instances, stop task]

Amazon EKS [terminate node group instances, chaos custom actions]
Su l?ported Amazon RDS database [stop | reboot | failover]

aCtIOIIS Amazon CloudWatch [assert alarm state]

Network disruption

Systems Manager Run Command [CPU | memory | process | network | ... ]

Systems Manager Automation
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Getting started with this workshop

« As a participant, you will have access to an AWS account with any optional pre-
provisioned infrastructure and IAM policies needed to complete this workshop.

- The AWS account will only be available for the duration of this workshop. You will lose
access to the account thereafter.

- The optional pre-provisioned infrastructure will be deployed to a specific region. Check
your workshop content to determine whether other regions will be used.

- Be sure to review the terms and conditions of the event. Do not upload any personal or
confidential information in the account.
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Step 1: Sign-In via your preferred method

https://sl2d.com/dop313-a

aws workshop studio ©

Workshop Studio Sign in

Sign in

Choose a preferred sign-in method

r personal or corporate email to receive a one-time p

‘ Login with Amazon

Login with your Amazon.com retail account

‘ Amazon employee

Login with your Amazon Co ate account. Only for Amazon Em
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Step 2: Enter event access code

Enter 12 digit event access code. If you were given a one-click join link, you can skip this
step.

aws workshop studio & A& v

Workshop Studio Join even

Step 1

Enter event access code

Enter event access code
Event access code

Event access code

A 12 digit code that was given to you for this event
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Step 3: Review terms and join event

aWs workshop studio @ & ~

Workshop Studio

Review and join

Enter event access ©

Event details
Review and join

Name Start time Duration
AWS General Immersion 9/23/2022 01:13 AM 12 hours
Day

iption

AWS General Immersion Day

Terms and Conditions

. By using AWS Workshop Studio for the relevant event, you agree to the AWS Event Terms and Conditions and the
AWS Acceptable Use Policy. You acknowledge and agree that are using an AWS-owned account that you can only
access for the duration of the relevant event. If you find residual resources or materials in the AWS-owned account,
you will make us aware and cease use of the account. AWS reserves the right to terminate the account and delete
the contents at any time.

. You will not: (a) process or run any operation on any data other than test data sets or lab-approved materials by
AWS, and (b) copy, import, export or otherwise create derivate works of materials provided by AWS, including but
not limited to, data sets.

. AWS is under no obligation to enable the transmission of your materials through Event Engine and may, in its
discretion, edit, block, refuse to post, or remove your materials at any time.

. Your use of AWS Workshop Studio will comply with these terms and all applicable laws, and your access to AWS
Workshop Studio will immediately and automatically terminate if you do not comply with any of these terms or
conditions.

l agree with the Terms and Conditions

Cancel Previous

® 2008 - 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.  Privacy policy  Terms of use
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Step 4: Access AWS account

Access the AWS Console, or generate AWS CLI credentials as needed

Services | Q Search for services, features, blogs, docs, andmore [Option+s] | B & @  N.Vigina v v

aWs workshop studio @ a v aws

@ Event in progress
Ends in 10 hours 59 minutes 26 seconds.

AWS General
Immersion Day

Console Home i Reset to default layou

1t dashboard
. @ Introducing the new widget Recent AWS blog po:
Introductio AWS General Immersion Day
Basic Module

Event information Welcome to AWS . AWS Health info

Start tir
9/23/2022 01:13 AM Getting started with AWS [3
Learn the fundamentals and find valuable
. information to get the most out of
AWS account access

neral Immersion Day

Training and certification [ No health data

Learn from

Workshop
skills and kn

Title
AWS General Immersion Day Amazon EC2 Auto Sc What's new with AWS? [2

Amazon Relational Database .
featu!

learn AWS foundationa as well as key concepts for AWS

Cost and usage info
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Step 5: Get started with the workshop

aWs workshop studio

AWS General
Immersion Day

| Immersion

Basic Module

Advanced Module

@ Event in progress

Ends in 10 hours 59 minutes 26 seconds.

Event dashboard

AWS General Immersion Day

Event information

Start time
9/23/2022 01:13 AM

Description
AWS General Immersion Day

Workshop

Title
AWS General Immersion Day

iption

Duration
12

W

Amazon EC2 Auto Scaling,
Amazon Relational Datab:
Service (Amazon RDS),

Amazon Simple Storage
Service (Amazon 53)

Topics

Get started

Compute, Databases,
Networking & Content
Delivery, Storage

5 to learn AWS foundational services as well as key concepts for AWS security measures and architecture best practices.
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aws workshop studio

AWS General
Immersion Day

Introduction
Basic Module

Advanced Module

AWS Documentation Homepage

@z

AWS account access
Open AWS console
Get AWS CLI credentials

Get EC2 SSH key

Exit event

® Event in progress
Ends in 10 hours 57 minutes 12 seconds.

IMMERSIONDAYS

In this General Immersion Day workshop, through a mix of service explanation and hands-on labs led by AWS, you will
learn about AWS foundational services as well as key concepts for AWS security measures and architecture best practices.

The hands-on labs are largely divided into basic and advanced modules.

In basic modules, you can learn various features of each AWS foundational service. In advanced modules, you can learn
how to connect each service organically to create architecture like 3-tier web applicati
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Step 1 - FIS experiment run

- Explore a pre-created FIS experiment

« FIS will trigger load test and impact Auto
Scaling group
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- Extend FIS functionality with Systems

Step 2 - Systems Manager Automation execution

Manager

« Use Systems Manager to terminate
instances
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Step 3 - Availability Zone impacting actions
Modify Systems Manager script to affect

Auto Scaling group

Modify Systems Manager script to affect
NACL
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Thank you!

[waeres] Please complete the session
'8

survey in the mobile app
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