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Agenda

« Why VMware Cloud on AWS

« Disaster recovery — setting the scene

« Overview of VMware Cloud Disaster Recovery (VCDR)
« Introducing AWS Backup

« Continuous VMware Cloud on AWS: disaster recovery in nine easy steps
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Why VMware Cloud on AWS
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Why VMware Cloud on AWS

Reseller since May 2019

©

Potential volume
discounts
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Resell multiple VMware
Cloud services

w O-"
Common integrations
e.g., networking

Future modernization
possibilities



VMware Cloud on AWS

INNOVATION JOINTLY ENGINEERED BY VMWARE AND AWS

vRealize Suite, PowerCLI AWS CLI, AWS SDK

On-premises VMware Cloud on AWS - Access to all native AWS services

vSphere based
environment

vCenter > vCenter

Amazon EC2 Amazon S3 Amazon RDS AWS Shield

oo @
oo A4 T
Amazon AWS Direct Elastic Load Amazon

0o vSphere VSAN NSX Redshift Connect  Balancing (ELB) ~ SageMaker

Customer data center AWS global infrastructure
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Disaster recovery
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Disasters and cybersecurity events are
prevalent — Preparedness varies

WHAT ANALYSTS ARE SAYING

aws
p

Reported an incident

during the past two years

that required an IT DR
plan, while more than
50% reported at least
two incidents’

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Test their DR
implementations more
than twice a year?

Experienced 1 or more
sensitive data breaches
in the past 12 months?

1 Gartner, “Survey Analysis: IT Disaster Recovery Trends and Benchmarks,” J. Rozeman, R. Blair, 30 April 2020

2 Forrester, “Top Cybersecurity Threats in 2020," January 24, 2020
3 Source: 451 Research, a part of S&P Global Market Intelligence, study: Voice of the Enterprise: Storage, Budgets and Outlook 2020



We all know DR is important, but it can be
challenging

WHAT ORGANIZATIONS ARE FACING

“DR is very “Our 10-15%
and to every year. With physical

manage, and | can't DR, itis

add IT headcount.” the
growth in the DC to meet

“We only full DR the needs.”
once a year because it is
. Any time there is
a major change how can we
know it still works?
It's a !

Source: 2019 VMware Focus Groups
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Challenges of many DR solutions

COMPLEX, COSTLY, NOT RELIABLE

]
l
‘

I,

il

e —————— T_Lf—::i
Operational complexity High cost Low reliability
« Highly manual processes * DR site sized for worst case » Unpredictable recovery times
* New processes to learn » Inefficient storage of copies * Infrequent testing
» Patchwork of siloed * One-size-fits-all approach » Reactive solutions
solutions : :
* Excessive bandwidth usage * Error-prone recovery
» Infrastructure-centric setup : . : .
* Large time investment » Failback with caveats
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VMware on AWS

OFFERS MULTIPLE LEVELS OF DR SUPPORT ACROSS A SPECTRUM OF COMPLEXITY AND TIME

Backup &
restore Pilot light
RPO: Hours RPO: Minutes
LOW RTO: Hours RTO: Hours
Cost: $ Cost: $$

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Warm standby
in AWS

RPO: Minutes
RTO: Minutes

Cost: $$%

RPO: Seconds
RTO: Real time

Cost: $$$%

High



Overview of VCDR
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VMware DRaaS solutions

UTILIZE THE CLOUD FOR UNPREDICTABLE DISASTER EVENTS

DRaaS$ requirements

a

VMware Cloud Disaster Recovery VMware Site Recovery
Willingness to ) On-demand DRaa$S Hot DRaa$S
pay for better VMware Site
S Recovery Consistent, familiar VMware environment

Hot DRaa$S

DR orchestration: Failover + failback

Replicate to Replicate directly to VMware Cloud
VMware Cloud cloud storage on AWS failover capacity

Disaster Recover
4 Instant power-on with live mount

to VMware Cloud on AWS SDDC

Fast RTOs with preprovisioned
failover capacity

O (once capacity available)
Moderate RPOs Low RPOs
(30 minutes to 4 hours) (>5 minutes)
Low TCO
most important )
Up to 2,000 recovery points Up to 24 multiple point in time
> per protection group instances per VM
Good RTO Best RTO
and RPO sufficient and RPO required
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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VCDR: On-demand DRaaS

VMware Cloud on AWS

Production site Cloud-based services On-demand failover target

Live mount Instant

vm! lvm DRaa$S Replication vl [
connector > % power-on
o [mom [Mom [mom

L—d 4 . . . . . . . . . . . . . . . . 1m o nm o i o u 1 o
fi Loul o W oL
VMFS/VSAN/vVols Delta-based orchestrator ile system SDDC clusters

failback Live pilot light option

e
([

On-demand Simple to use Cloud economics

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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On-demand

INSTANT POWER-ON WITHOUT NEED FOR VM CONVERSIONS FOR FASTER RECOVERY

Purple: Steady-state operations

Gold: Activated for tests, failovers, failbacks

Replication
A 4
~
-
Production site
v v DRaa$S
Connector
e
—
VMFS/vSAN/vVols

dws

N7

Live mount

/’v

-
Cloud-based services

VMware Cloud on AWS
On-demand failover target

SaaS Scale-out
orchestrator | file system

Instant
power-on

vmi|jivm

Mom [om [mom [mom
Wow Mon [Wow [moum
om Mom [Wow [om

SDDC clusters
Live pilot light option

Native
vSphere
VM format

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Rapid
ransomware
recovery
experiments

Pilot light option

Instant power-on
with live mount

No VM format
conversion

Ransomware
recovery



Simple to use

CONSISTENT OPERATIONS, CONTINUOUS HEALTH CHECKS, AUTOMATED AUDIT REPORTS

Purple: Steady-state operations

Gold: Activated for tests, failovers, failbacks

Health
checks,
audit
reports

Cloud-based services

VMware Cloud on AWS
On-demand failover target

Production site
SaaS Scale-out
DRaaS orchestrator | file system
vm||{vm

Instant
power-on

vmijivm

1o 1 1o I 1n_o 1 1o 1
1o 1n 1o 1 1o 1 oI

SDDC clusters
Live pilot light option

Connector

({(0

VMFS/vSAN/vVols

dws

N7
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Consistent, familiar
operations

SaaS-based
management

Continuous DR
health checks

Built-in audit reports



Cloud economics

COST-EFFICIENT CLOUD STORAGE WITH “PAY WHEN CAPACITY NEEDED"

Purple: Steady-state operations
Gold: Activated for tests, failovers, failbacks

Live mount

A 4

-
-

Cloud-based services

Replication
-
- »

Production site

SaaS Scale-out
orchestrator | file system
n ector >
-
-
Delta-based
failback
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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VMware Cloud on AWS
On-demand failover target

Instant
power-on

vm

o m] [mom [mom [m o m
[o m] [Wom [Wom [mom

SDDC clusters

Per TiB +
VM pricing

MODEL

Efficient
cloud storage

Pay when
capacity needed

Optimized failbacks
Simplified pricing



Introducing AWS Backup
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Introducing AWS Backup

A fully managed, policy-
based backup service
that makes it easy to
centrally manage and
automate the backup of
data across AWS

AWS Backup services

dws

N7
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Amazon RDS Amazon EBS Amazon EFS Amazon EC2

Amazon FSx  AWS Storage Amazon Amazon FSx
for Lustre Gateway DynamoDB  for Windows
File Server

Amazon Amazon Amazon Amazon S3
DocumentDB Neptune Aurora

VMware Cloud
on AWS



Centralize data protection with AWS Backup

}2":” Automate T/{é,}\ Improve data Ensure data
8 data protection @/ resiliency and protection
"/ continuity

management compliance and
governance
Centralize and scale with Copy secondary data across Real-time data
policy-driven protection Regions and accounts via protection management
AWS Organizations with auditor-ready
Create, monitor, and reports
manage data protection Cross-account copy
of backups Immutable backup with
WORM vaults
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Introducing AWS Backup for VMware

THREE MAIN PILLARS OF AWS BACKUP FOR VMWARE

Single, centralized data
protection solution for
hybrid VMware
workloads

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
)

Flexible restore options -
on premises and VMware
Cloud on AWS

Ability to use same
backup policy across
AWS native services
and VMware
workloads



AWS Backup for VMware Cloud on AWS:
Capabilities

U AWS Cloud « Create immutable backups of virtual
machines running on VMware Cloud
VMware Cloud AWS Backup on AWS

on AWS

« Restore to VMware Cloud on AWS or
on premises

« Use lifecycle policies to cold tier your
backups

« Create separable, protected cross-
account and cross-Region backups to
meet compliance needs

« Centrally manage data protection
across AWS Organizations accounts

On-premises VMware

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Getting started with AWS Backup for VMware

AWS Backup

Download Backup
gateway, deploy it on
SDDC vCenter, add
the hypervisor, which
automatically
discovers VMs

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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>

Define a backup
plan with your
organizational data-
protection policies

(oo o)

Ooono

Assign VMs to
backup plan to
govern your backups
and maintain
compliance of your
policies



Reference architecture

PROTECTING VMWARE CLOUD ON AWS WORKLOADS USING AWS BACKUP

| AWS Cloud

VMware Cloud on AWS account Customer AWS account
(Managed by VMware)

. VMware Cloud on AWS VPC P g
|
Internet Ox

Backup plan

NSX Tier-0 I
router @ gateway

@.------

Manageme Compute
gateway _!_ gateway AWS Backup
" [ = T =1 ——| Management @
— I — - [ plane
I aanagement VMs | || ComputeVMs | 1
11 I AW§ Backgp AWS Backup Backup vault
| VCS NSX s AWS Backup I Public service gateway
| A Edge 11 gateway | endpoint | @
| (I L 1
________ - h o e o —— - —
NSX AWS Backup ._8

Storage

. . . . .

@
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Continuous VMware Cloud on AWS:
Disaster recovery in nine easy steps

aWS, © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved



Continuous DR using VMware Cloud on AWS

A STEP-BY-STEP GUIDE

Step 1

NORTH DAKOTA

Have a data center
(or two) orcon — e

HEW
HAMPEHIRE

MMMMMM

/ ““““ \Disaster
Production - c N recovery

CALIFORNIA OLORADO KANSAS
WIRGINA
ISSOURI KENTUCKY
TENNESSEE CLii
ZONA OKLAHOMA
ARKANSAS
SOUTH
CAROLINA
ALABAMA
EEEEEEEEE MISSISSIPPL
Texas wmsamx 5 00 | |  GEoRciA

LORIDA
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Continuous DR using VMware Cloud on AWS

A STEP-BY-STEP GUIDE

AWS Region — new DR
N ./

WASHINGTON

MONTANA

Create new DR using
VMC on AWS and onon - -

SRM or vCDR omo — o
- -

/ \Disaster
Production - c N recovery

CALIFORNIA OLORADO KANSAS
WIRGINA
ISSOURI KENTUCKY
TENNESSEE CLii
ZONA OKLAHOMA
ARKANSAS
SOUTH
CAROLINA
ALABAMA
EEEEEEEEE MISSISSIPPL
Texas wmsamx 5 00 | |  GEoRciA
LORIDA
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Continuous DR using VMware Cloud on AWS

A STEP-BY-STEP GUIDE

AWS Region — new DR
Step 2 /
a

. WASHINGTON
Create new DR using
VMC on AWS and MONTANA NORTH DAKOTA
SRM or vCDR
MINNESOTA
OREGON
SOUTH DAKOTA
‘ IDAHO
/ s
Production NEVADA NEBRASKA

UTAH

CAMEORNA COLORADO KANSAS

ARIZONA OKLAHOMA

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Continuous DR using VMware Cloud on AWS

A STEP-BY-STEP GUIDE

The SRM way

aws
~—

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

~

|
e
\1/
Customer
Davice

D

Customer
Device

Public Hosted Zones

Route 53

AN

(7]

VPN
Connection

Private vif Gﬁ) Private vif

AWS Direct
Connect

vSphere Replication

@] VMware Cloud on AWS SBDC Account

- Internet Gateway
Q1
VMware Cloud on AWS

D
"\,/ NSX Edge Router

—
\
Management Computer
@ Gateway @ @ Gateway

Management

vew Eg @

Customer Workloads

Amazon EC2 Bare Metal ESX




Continuous DR using VMware Cloud on AWS

A STEP-BY-STEP GUIDE

The vCDR way

DRaaS Replication
Connector _— I @
SaaS Scale-out
Orchestrator File System

Cloud-based Services

Purple: Steady State

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Continuous DR using VMware Cloud on AWS

A STEP-BY-STEP GUIDE

AWS Region — new DR

WASHINGTON

Break existing DR o — )
MMMMM oA 5
- HAMPSHIRE
SOUTH DAKOTA A
MMMMM
IDAHO
MNEW YORK
WYOMING
- -
NEVADA W hoaw owo e
Disaster
1 UTAH st
it e o ot recovery
VIRGINA
issoum . MENTUCKY =
TEMNESSEE L
ZONA OELAHOMA
ARKANSAS
=
ALABAMA
anananananan I
A wmsamx 5 00 | |  GEoRciA
LORIDA
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Continuous DR using VMware Cloud on AWS

A STEP-BY-STEP GUIDE

AWS Region — new DR
Step 4 ./

WASHINGTON

NORTH DAKOTA

Retire old DR and -
reclaim all the $$% e =

WISCONSIN
MMMMMM

WYOMING

- om N

/ \Disaster
Production - c recovery

KENTUCKY

MMMMM -
TENNESSEE FERRELA
ZONA OKLAHOMA
ARKANSAS
mmmmm
ALABAMA
EEEEEEEEE MISSISSIPPL
EORGIA
g LOUISIANA GEORS
LORIDA
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Continuous DR using VMware Cloud on AWS

A STEP-BY-5STEP LIS AWS Region—newBR
/AWS Region - Production
Step 5 P
Promote new DR to o
Production ovon — .
... and demote ® e »
ProductiontoDR A . e —
'P'Fed'u'eti'e'n CALIFORNIA . COLORADO KANSAS .
Disaster recovery e =
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Continuous DR using VMware Cloud on AWS

A STEP-BY-STEP GUIDE AWS Region—nrew-DR

/AWS Region - Production
Step 6 P

WASHINGTON

MONTANA NORTH DAKOTA

Create new NEW DR

MMMMMM

WYOMING

Preduction / . s iy
Disaster recovery ~ . . @
. AWS Region -

“““““““““ st new NEW DR

ﬁﬁﬁﬁﬁﬁﬁ
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Continuous DR using VMware Cloud on AWS

A STEP-BY-STEP GUIDE AWS Region—nrew-DR

/AWS Region — Production
Step 7 PN

Establish Sync between
new Production and —

new NEW DR

(See step 2 for some -
wonderful options)

wist
ML
R AH
I |EE|EIEEIE|I CALIFORNIA COLORADO KANSAS .
RGINA

Disaster recovery e =
T . \ AWS Region -

“““““““““ st new NEW DR

GGGGGGG
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Continuous DR using VMware Cloud on AWS

A STEP-BY-STEP GUIDE AVALS Reglen rew-DR
/AWS Region — Production

Step 8 ®

Sever connection ! : e -

with old DR ' son =

Production / uuuuuuu : s :
Disaster recovery e - &
T . \ AWS Region -

“““““““““ st new NEW DR

GGGGGGG
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Continuous DR using VMware Cloud on AWS

A STEP-BY-STEP GUIDE

AWS Region - Production
DOne ./ ‘ﬂi

HEw &
OREGON HAMPSHIRE LJ
£ o
— e
~
NEVAD:
CALIFORNIA
L]
AWS Region -
new NEW DR
o omsas | Grorai
LORIDA
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Why? Business value

aws
~—

RTO
Time to Full Restore

1 hour

] >

Modern

Applicauon Availability

Limited Apps Everything
& Users & Bveryone

Modern

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

RPO : :
Restore Location Requirements
Age of Restored Data E
2-4weeks 15 minutes Onlyin
Colorado
ﬁ @ -"-K
Modern Legacy

3rd Panty Dependencies
3 vendors None
)
)<
= -
Legacy Modern



Thank you!

[waeres] Please complete the session
'8

survey in the mobile app
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