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Who we are

NATIONAL AUSTRALIA BANK

32,000 colleagues

« Personal accounts
« Private clients
« Small to large businesses

« Governments

2,000+ applications
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Funds transfer pricing

Value for funds
(VFF)
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Applications we use
- /]

Oracle Funds Transfer Pricing

Oracle Financial Services Analytical Applications

(OFSAA) Oracle Profitability Management

Oracle GL Reconciliation

Oracle Financial Accounting Hub

Oracle E-Business Suite

Oracle Financials General Ledger

90% of bank’s balance sheet

15 million arrangements related to millions of customers with over 11 million
transactions processed daily

Real-time API enabled economic cost calculation for core banking system

national
australia
bank
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Business objectives in migrating Oracle apps

Compliance risks

Out of support systems
Simplified systems
Speed to value

Robust and scalability

national
australia
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Our challenges

« Consistent software and data model
for environments

« Inbuilt security, high availability, and
fault tolerance baked into
infrastructure automations

- Fully automated, configurable,
immutable, and repeatable
infrastructure
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High availability setup for self
managed database for Oracle
E-Business Suite app

Performance optimization for
Amazon RDS for Oracle for the
OFSAA app

Managing huge volume of data
(20 TB)

Cost optimization
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High level architecture on-prem

ORACLE FINANCIAL SERVICES ANALYTICS APPLICATION

NAB Data Centre-
Active Site

Nonencrypted-TCP
NAB Enterprise
ELT Tool
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NAB Enterprise Traffic
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l Manual Switchover

NAB Data Centre- Same configuration as active along
Passive Site with Data replication

national
australia
aws bank

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S




High level architecture AWS

ORACLE FINANCIAL SERVICES ANALYTICS APPLICATION

Landing Zone
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High level architecture on-prem

ORACLE E-BUSINESS SUITE APPLICATION

NAB Data Centre-
Active Site

Nonencrypted-TCP

: NAB Enterprise
Nonencrypted-TCP : ELT Tool
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NAB Data Centre-  Same configuration as active along
Passive Site with Data replication
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High level architecture AWS

ORACLE E-BUSINESS SUITE APPLICATION

Landing Zone

NAB Enterprise NAB
Batch Schedular H Enterprise
H ETL Tool
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Oracle database on Amazon EC2

 High availability

- Faster disaster recovery

i Primary Healtn

« Consistent database .
connection string a

Database
Users/Systems ————————2

Failover Type CloudWatch Alarm Cloud Watch Logs
Route52 ' Observer Server ;
with H
FastStart Failover
ondary health

Secondary Record Check

Database Secondary EC2
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Tomcat with AWS Parameter Store

« Dynamic password injection
« No plain text password
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AWS Parameter Store
Database Credentials

Web Server/API| Server
EC2 Machine E| @
Encryption IAM Instance Profile

= £

2. Get Password

AWS CMK

1. Parameter Store Name

Apache Tomcat 4. Connect to Oracle DB

AL G

3. Password

Java Custom Extension for
JDBC Data Source Factory
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Oracle app to Amazon RDS via TCPS

In-transit encryption

Use regional certificate
Server DN match

Keystore details via Java
options
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AWS RDS Provided
Certificates

v

Convert pem file
——p into der file using ——p

openssl

Import AWS RDS
Certificate into
keystore

Client Key Store
using keytool

Update sqglnet.ora

Pass keystore Update

details as Java ¢ thsnames.ora
Options using user security section witl

profile AWS RDS server DN
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Performance tuning - Amazon RDS

« Oracle AWR report
« Amazon RDS instance class and size

- Amazon RDS Performance Insights

 Database tuning
« SQL tuning/profile

aws
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REDO LOG TEMP
INSTANCE CLASS STORAGE S|7E TABLESPACE
db.r5.8xlarge 20TB 160 GB 200 GB
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Spot Instances with Oracle apps

- Significant cost reduction
« ASG with Spot Instances Savings summary

. 's I
P layg ro u n e nVI ro n m e nts A high-level summary of your savings across all of your running and recently terminated Spot Instances.

For detailed reporting on your account-level Spot usage, visit Cost Explorer [/

1. Spot request of type persistent
Spot usage and savings
2. Interruption behavior as stop g 1064 6060 $87.18 $43.61 50%

Spot Instances vCPU-hours Mem(GiB)-hours On-Demand total Spot total Savings

$0.0410 $0.0072

Average cost per Average cost per
VCPU-hour mem(GiB)-hour
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aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
S



Consistent environments

ORACLE FINANCIAL SERVICES ANALYTICS APPLICATION

aws
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1. Simple EC2 and

RDS via Terraform : 3. Generate Artifacts :

EC2 and RDS

Oracle
Amazon

RDS @

Base
Environment

2. Install
Application/Patch/Upgrade

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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S3 Bucket

~=' Terraform

Terraform Modules

Oracle]

RDS Snapshot

4. Create on-demand
environments based on
need using Terraform
Modules

—>i

Single Tier Setup
Environment

Multi-Tier with Medium
Size Setup Environment

Highly Available Multi-Tier with
Large Size Setup Environment

NI R R RN RN RN RRRRRRERERRRRRRRRRREY
"

Any Other configuration
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test? > {} inputsjson > {} ofsaa

New environment SN

2
3 "environmemt™: “"test2",
ENVIRONMENT INPUTS : -E-:E:zz;ﬁzfr:‘_gi_e : "ofsaa-test2-ftp-build-role”,
[ “cmk_iam": {
7 "bastion_profile™: true,
. . 8 "landingzone_efsaccess™: true,
¢ Generlc C|U€St|0n and answer 9 "spotpowermgmt _role® @ null,
18 “athena_glue access™: false
11
12 Ia
13 "bootstrapbucket™: {3},
14 "ofsaa™: E
15 "enable_autoscaling™: false,
16 "enable_multitier™: false,
17 "enable_database_multi_az": false,
18 "enable_database_readreplica™:false,
19 "enable_comtrolm™: true,
28 "enable_appd”: true,
ral "enable_docker®™: true,
22 "enable_fluentd™: true,
23 "enable_landingzone": false,
24 "enable_landingzone_archive™: false,
25 "enable snapshotdb_tos3": false,
26 "enable_spotinstance”: [“app"],
27 “db_snapshot_name®: "fiptest2will-v2",
28 "create_bastion®: false,
29 "attach_efs™: false,
38 "ebs_cmk_arn_ssmps": null,
31 "rds_cmk_arn_ssmps": null,
32 "ssm_cmk_arn_ssmps": null,
33 "samps_software bucket_name™: null,
34 "s£3 cmk_arn_ssmps™: null,
35 "instance_profile®: null,
36 "power_mgt": "Stop{28:38,1-5}",
37 "power_mgt_rds": "EXT",
38 "environment_size_serwvers™: "medium”,
39 "environment_size database™: "small"
40
41 1
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. =

N7



New environment

I N I T I A L I Z E T H E E N V I R 0 N M E N T [ec2-userfftptest2build infrabuildcode]$ clear

[ec2-user@ftptest2build infrabuildcode]$ ./ofsinfra provisioner.sh test2 init

- Setup S3 bucket G i §7 e

Action is - init
Module is - tfbackend

) Init mode.
KRERRRKRKRKARARAXAASLATCING T0 initialize TNE ENVIOMMENT.**** 4%k skkskxkakREHE

Cloning Infra Repository. Ignore clone failure for 'TRA OFSAA INFRA' already exists.
fatal: destination path 'TRA OFSAA INFRA' already exists and is not an empty directory.
Pull Infra Repository if repository already exist.

O Failed to add the ECD3A host key for IP address to the list of known hosts (/home/ec2-user/.ssh/known
. ecure state riLe s '

remote: Enumerating cbjects: 13, done.

remote: Counting objects: 100% (12/12), done.

remote: Compressing objects: 100% (2/2), done.

remote: Total 7 (delta 5), reused 7 (delta 5), pack-reused 0
Unpacking obiects: 100% (7/7). €98 bvtes | €98.00 KiB/s. done.

* branch HERD -> FETCH_HEAD
Updating ea4363f..13cledd

Fast-forward

test2/inputs.json | 2 +

1 file changed, 1 insertion(+), 1 deletion(-)
Validating Envionment

t io

Checking for upgrade.
Validating the Module version.
Module Version in INPUT- v2.2.0
Module Version in Manifest - v2.1.1

Preparing for upgrade of module tfbackend of Environment-test2
manifest.json has been removed.
Checking if manifest.json file exist.

Copying Envionment-test2 code from template for Module- tfbackend

warning: /infrabuildcode/TRA OFSAR INFRA/utilities/OFSInfraProvisionerTemplate/ofsinfratemplate.zip appears to use bac
kslashes as path separators

Updating Module Version into main.tf file.

Preparing the terraform backend for Envionment-test2

Upgrading modules...

- tfbackend in .terraform/modules/tfbackend/terraform 53 backend module

Initializing the backend...

Initializing provider plugins...

- Finding hashicorp/aws versions matching "3.67.0"...

- Installing hashicorp/aws v3.67.0...

- Installed hashicorp/aws v3.67.0 (self-signed, key ID 34365D9472D7468F)

Partner and community providers are signed by their developers.
If you'd like to know more about provider signing, you can read about it here:

. q T . hetps:/ /i, terraform. io/docs/plugins/signing htnl
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. Faef /i ReRRE e, Sef eea e s
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New environment

GENERATE TERRAFORM CODE AND CREATE PLAN

[ec2-user@ftptest2build infrabuildcode]$ .J’Dfsinf:ca_p:mvi.sione:c.sh test2 config ofsaa

Action is -
Module is -
Config mode.

ofsaa

( g upg .
Validating the Module wersion.
Module Version in INPUT- v2.2.0
Module Version in Manifest - v2.l1.1

Preparing for upgrade of module ofsaa of Environment-test2
manifest.json has been removed.

Copying Envionment-test2 code from template for Module- ofsaa
warning: /infrabuildcode/TRA OFSAA INFRA/utilities/OFSInfraProvisionerTemplate/ofsinfratemplate.zip appears to use backslas

Updating Module Version into main.tf file.
pl

Checking if Backend is moved to 53 bucket.

Bbackend.tf exists. Backend is already moved to 53 bucket.
Upgrading modules...
Downloading :/ATNGIAPPRJ/TRA_OFSAA_TF_HODULES.git?:cefwz.z.o for ftpofsaaa...

- ftpofsaaa in .terraform/modules/ftpofsaaa/ofsaa ftp_infra module

- ftpofsaaa.athenafiles in .terraform/modules/ftpofsaaa/ofsaa ftp infra module/s3bucket

- ftpofsaaa.bastion instance in .terraform/modules/ftpofsaaa/ofsaa ftp infra module/bastionserver

- ftpofsaaa.bastion keypair in .terraform/modules/ftpofsaaza/ofsaa ftp infra module/keypair

— ftpofsaaa.common tags_provider in .te:c:cafoImfmoduleS/ftpofsaaa/Dfsaa_ftp_inf:ca_mudule/commontagsp:covide:c

- ftpofsaaa.global parameter_store in .teI1afoIm..-’moduleSfftpofsaaafDfsaa_ftp_inf:ca_modulefglobalpa:cametexstore
- ftpofsaaa.ofs_keypair in .terraform/modules/frpofsaaa/ofsaa_frp infra module/keypair

- ftpofsaaa.ofsaa_api_ instance in .teIIafoIm..-’moduleSfftpofsaaafDfsaa_ftp_inf:ca_modulefofsapise:cver

- ftpofsaaa.ofsaa_app instance in .teIIafoIm..-’moduleSfftpofsaaafDfsaa_ftp_inf:ca_modulefofsappse:cver

- ftpofsaaa.ofsaa_db_instance in .terraform/modules/ftpofsaaa/ofsaa ftp_infra_module/ofsdatabase

- ftpofsaaa.ofsaa web instance in .teIIafoIm..-’moduleSfftpofsaaafDfsaa_ftp_inf:ca_modulefofswebse:cver

- ftpofsaaa.ofsdb_archive instance in .terraform/modules/ftpofsaaa/ofsaa ftp_ infra module/ofsdatabase

- ftpofsaaa.s3archiveinboundlandingzone in .terraform/modules/ftpofsaaa/ofsaa_ftp infra module/s3bucket

— ftpofsaaa.s3archiveoutboundlandingzone in .teIIafDIm..-’mDdulesfftpofsaaafofsaa_ftp_inf:a_deulefs:ibucket

- ftpofsaaa.s3snapshotdbarchive in .terraform/modules/ftpofsaaa/ofsaa_ftp_ infra module/s3bucket

Initializing the backend...

Initializing provider plugins...

dws

N7
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+ ephemeral block device {

+ device _name = (known after apply)
+ no_device = (known after apply)
+ wirtual _name = (known after apply)

}

+ metadata_options {
+ http endpoint =
+ http put_response_hop limit =
+ http_tokens =

(known after apply)
{known after apply)
{known after apply)
}

+ network_interface {

+ delete_on_termination = (known after apply)
+ device_index = (known after apply)
+ network interface id = (known after apply)
}
+ root_block_device {

+ delete_on_termination = true
+ device_name = {known after apply)
+ encrypted = true
+ iops = (known after apply)
+ kms key id
+ tags =1

+ "AppCategory™ = ncn

+ "ApplicationID™

+ "CostCentre™ = "v_ftpaws"

+ "CreatedBy" = "terraform™

+ "Environment™ = "testa2"

+ "InstanceID" = "Placeholder™

+ "Name" = "Placeholder™

+ "SupportGroup™ = "Risk Support-RIT Treasury Apps"™

1

+ throughput = {known after apply)
+ wolume_id = {known after apply)
+ volume size = 20
+ volume type = "gp3"

}

# module.ftpofsaaa.module.ofsaa_app_instance.null_resource.spot_app_instance_service[0] must be replaced
</~ resource "null_resource" "spot_app_instance_service" {

- id = "5577006791947779410" -> (known after apply)

~ triggers = {
~ "instance_ id"
~ "private_ip"
~ "spotrequest_id" =

}

Plan: 11 to add, 1 to change, 10 to destroy.

This plan was saved to: out.terraform

To perform exactly these actions, run the following command to apply:

terraform apply "out.terraform™




New Environment

APPLY THE PLAN TO CREATE AWS RESOURCES

module. ftpofsaaa.module.ofsaa app instance.null resource.spot_app instance service[0]: Creation complete after 12m43s [1d=557700
module. frpofsaaa.module.ofsaa app instance.null resource.spot app instance service[0]: Destroying...
module. frtpofsaaa.module.ofsaa app instance.null resource.spot app instance service[0]: Destruction complete after 0=

Apply complete! Resources: 11 added, 1 changed, 10 destroyed.
Cutputs:

bastion dns = Bastion Not Requested.
ofs_api dns = Application Host is APT as well.
ofs_api_url =
ofs_app dns =
ofs_archivedb dns = Archive Database Not Requested.
ofs_archivedb tns = Archive Database Not Reguested.
ofs_db dns =
ofs db tns =

® ofs dbreadonly dns = Read EReplica not reguested.
1_2 months 60 mln Dfs:dbreadonly:tns = Read Replica is NOT requested.
ofs_web_dns = Application Host is web as well.
ofs web _url = _ _ _
Eemoving plan file.
Pushing code into GitHub.
Pull Infra Repository before pushing into GIT.
Failed to add the ECDSE host key for IP address to the list of known hosts (/home/ec2-user/.ssh/known hosts).

* branch HEAD -> FETCH_HEAD
Already up to date.
Cn branch master
Your branch is up to date with 'origin/master'.

Changes to be committed:

(use "git restore —--staged «<file>..." to unstage)
modified: test2/ofsaa/main.tf
modified: test2/ofsaa/manifest.json

[master 578c294] OFS Infra Commit-Apply for Envionment -test2 at 10-11-22 12:02:30 PM
2 files changed, 2 insertions({+), 2 deletions(-)
Failed to add the ECDSA host key for IP address to the list of known hosts (/home/ecZ-user/.ssh/known hosts).

3ffchb05..578c25%4 master -> master
"""" L v to ofsaa for

onment-test2 is pleted, ¥REREEEELER

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Maintaining environments

CUSTOM CLI TO PATCH AND ROTATE PASSWORDS

Automated patching Automated password rotation

« Security « Recreate AWS » Taint Terraform  Recreate AWS
Patched AMI « New Launch Autoscaling Resources . Rotate Autoscaling
Template Groups passwords into Groups

Version AWS Parameter
Store

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Results achieved

Regulatory compliance

Agility in delivering business value
SLA improved by 30%
On-demand environments

Highly secured infrastructure

Significant cost reduction using Spot Instances

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What's next?

AWS RDS CUSTOM FOR ORACLE E-BUSINESS SUITE

Amazon RDS Custom is a managed

database service for legacy, custom,

and packaged applications that OI‘aCle
require access to the underlying

operating system and database

environment

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Database choice

MANAGED CLOUD DATABASE SERVICE

You manage

High availability High availability High availability
Patching Patching Patching responSi
Scaling Scaling

Scaling

AWS
manages

Hardware Hardware

Hardware

Oracle E-Business Suite
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Database choice

MANAGED CLOUD DATABASE SERVICE

High availability

AWS Architecture Blog

Setup a high availability design for Oracle Data Guard (Fast-Start
Failover) using Amazon Route 53

by v 109 SEP 2022 | in Amazon CloudWatch, Amazon EC2, Amazon Route 53, Architecture | Permalink |

Backups

@ Comments | ™ Share

Patching
Many customers use Oracle Database deployed on Amazon Elastic Compute Cloud (Amazon EC2) to run their Oracle E-
Scaling Business Suite applications. They rely on Oracle Data Guard for high availability databases, with a standby database
running in a different availability zone. Oracle Data Guard can switch a standby database to the primary role in case a
production database becomes unavailable due to blanned/unnlanned autaae

Hardware

https://aws.amazon.com/blogs/architecture/setup-a-high-availability-design-for-oracle-data-
quard-fast-start-failover-using-amazon-route-53/

aws
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What's next?

AWS released Dev/test along
i with Infra-as-code
instances

- Amazon RDS Database Smart CUETEEE
Flash Cache with M5d and R5d ‘
instances ; |
. Within 6 weeks, NAB was able to . Sep. 21,2022 . Nov.icngies X
¢ i
1. Upgrade Amazon RDS to latest Sep. 14,2022 Oct.31,2022
mMinor version ?

2. Use new instance class

Deployed into

3. With minimal production database NAB started PoC
downtime (30-40 min)

production via
Terraform

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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RDS Database Smart Flash Cache

Foreground Wait Events

_second ms - m|ll|wrrur|'i us - microsecond. ns - r"|=‘ir|[_|5|:-4_£I|1

“m

db file sequential read 4 476,624 :E 1.46ms
direct path read 446 139 5.30ms
db flash cache multiblock physical read

db flash cache single block physical read

Failed Logon Delay 63 10 63 1000.07ms
db file scattered read 47,856 61 1.27ms

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What's next?

- Multiple APIs for bank and partners based on Oracle Financial Service APIs

oo —
]+ —
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Thank you!

Joshua Samuel Ankit Singh Robert Hanekom

LinkedIn: @joshua-samuel LinkedIn: @ankitdatascience LinkedIn: @roberthanekom

@w Please complete the session
T8

survey in the mobile app
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